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7) BEETunneliZORERIEH, SHEEIPSectRIPEIEIREIRS [ZITunneliZ.

1. $9BIERouterAfIRouterB LEEEYIIRIECIA9I PRI IR AYERZSERH

# fERouterA FFEe B9 PiBiE

<Huawei> system-view

[Huawei] sysname RouterA

[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernet1/0/0] ip address 202.138.163.1 255.255.255.0
[RouterA-GigabitEthernet1/0/0] quit

[RouterA] interface gigabitethernet 2/0/0
[RouterA-GigabitEthernet2/0/0] ip address 10.1.1.1 255.255.255.0
[RouterA-GigabitEthernet2/0/0] quit

# fERouterA FEEEEINTIHAVERSIRE, HAMRIREIXGHA T—Hkitik/9202.138.163.2
[RouterA] ip route-static 202.138.162.0 255.255.255.0 202.138.163.2
# fERouterB_FEC B OAYIPitBlE

<Huawei> system-view

[Huawei] sysname RouterB

[RouterB] interface gigabitethernet 1/0/0
[RouterB-GigabitEthernet1/0/0] ip address 202.138.162.1 255.255.255.0
[RouterB-GigabitEthernet1/0/0] quit

[RouterB] interface gigabitethernet 2/0/0
[RouterB-GigabitEthernet2/0/0] ip address 10.1.2.1 255.255.255.0
[RouterB-GigabitEthernet2/0/0] quit

# 7ERouterB F R BRIXTURAIEASIEH, WAMRISEIXTIR F—Bkitbi9202.138.162.2
[RouterB] ip route-static 202.138.163.0 255.255.255.0 202.138.162.2

2. EREGRE Tunneli#

# BtERouterA

[RouterA] interface tunnel 0/0/0

[RouterA-Tunnel0/0/0] ip address 192.168.1.1 255.255.255.0
[RouterA-Tunnel0/0/0] tunnel-protocol gre
[RouterA-Tunnel0/0/0] source 202.138.163.1
[RouterA-Tunnel0/0/0] destination 202.138.162.1
[RouterA-Tunnel0/0/0] quit

# Ec&RouterB

[RouterB] interface tunnel 0/0/0

[RouterB-Tunnel0/0/0] ip address 192.168.1.2 255.255.255.0
[RouterB-Tunnel0/0/0] tunnel-protocol gre
[RouterB-Tunnel0/0/0] source 202.138.162.1
[RouterB-Tunnel0/0/0] destination 202.138.163.1
[RouterB-Tunnel0/0/0] quit

3. $BI7ERouterAfIRouterB L EIZEIPSecZ 21N

# fERouterA FECEIPSecZ 2RI



[RouterA] ipsec proposal tran

[RouterA-ipsec-proposal-tran1] esp authentication-algorithm sha2-256
[RouterA-ipsec-proposal-tran1] esp encryption-algorithm aes-128
[RouterA-ipsec-proposal-tran1] quit

# f£RouterB L ELEIPSecZ RN

[RouterB] ipsec proposal tran1

[RouterB-ipsec-proposal-tran1] esp authentication-algorithm sha2-256
[RouterB-ipsec-proposal-tran1] esp encryption-algorithm aes-128
[RouterB-ipsec-proposal-tran1] quit

4. $35J#ERouterAfIRouterB LEEIKEXI Z

# 7ERouterA L ELEIKELZ 2RI,

[RouterA] ike proposal 5

[RouterA-ike-proposal-5] authentication-algorithm sha2-256
[RouterA-ike-proposal-5] encryption-algorithm aes-cbc-128
[RouterA-ike-proposal-5] quit

# 7ERouterA _FECEIKERIE{K

[RouterA] ike peer spub v2

[RouterA-ike-peer-spub] ike-proposal 5
[RouterA-ike-peer-spub] pre-shared-key cipher huawei
[RouterA-ike-peer-spub] quit

# 7ERouterB L BIKER£IRIN

[RouterB] ike proposal 5

[RouterB-ike-proposal-5] authentication-algorithm sha2-256
[RouterB-ike-proposal-5] encryption-algorithm aes-cbc-128
[RouterB-ike-proposal-5] quit

# fERouterB AL EIKEXTZK

[RouterB] ike peer spua v2

[RouterB-ike-peer-spua] ike-proposal 5
[RouterB-ike-peer-spua] pre-shared-key cipher huawei
[RouterB-ike-peer-spua] quit

5. $AlfERouterAflRouterB LRIEZLIESR

# fERouterA L FtERSHESR

[RouterA] ipsec profile profile1
[RouterA-ipsec-profile-profile1] proposal tran1
[RouterA-ipsec-profile-profile1] ike-peer spub
[RouterA-ipsec-profile-profile1] quit

# fERouterB HER B L £HELR

[RouterB] ipsec profile profile1
[RouterB-ipsec-profile-profile1] proposal tran1



[RouterB-ipsec-profile-profile1] ike-peer spua
[RouterB-ipsec-profile-profile1] quit

6, #8IfERouterAfIRouterBAYEL A ENRZSIES

# fERouterARNIEO L5 | R £1ESR

[RouterA] interface tunnel 0/0/0
[RouterA-Tunnel0/0/0] ipsec profile profilel
[RouterA-Tunnel0/0/0] quit

# fERouterBRYRM £ 5| % SHESR

[RouterB] interface tunnel 0/0/0
[RouterB-Tunnel0/0/0] ipsec profile profile1
[RouterB-Tunnel0/0/0] quit

# ItLAF7ERouterARIRouterB_E1{Tdisplay ipsec profileaBRFELBRISE
7. EEETunneliEORMEEIEH, EEEIPSeciHPIEIEREIZI TunneliEO

# fERouterA EECETunneliEORIEE R H

[RouterA] ip route-static 10.1.2.0 255.255.255.0 tunnel 0/0/0

# f£RouterB EEZE TunneliZORVEE A KH

[RouterB] ip route-static 10.1.1.0 255.255.255.0 tunnel 0/0/0

8. MERESR

# BCBRINE, S 37ERouterAfIRouterB L#{Tdisplay ike sa V22 B/RFFECEANES., LARouterAZf,

[RouterA] display ike sa v2

Conn-ID Peer VPN Flag(s) Phase
22 202.138.162.1 0 RD|ST 2
21 202.138.162.1 0 RD|ST 1

Flag Description:
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT

# BEMINE, HBIfERouterAfIRouterB HiflfTdisplay ipsec sag B/nFECERNEE, LARouterAJ3f,

[RouterA] display ipsec sa

Interface: Tunnel0/0/0
Path MTU: 1500

IPSec profile name: "profile1”

Mode : PROF-ISAKMP
Connection ID  : 22
Encapsulation mode: Tunnel
Tunnel local ~ :202.138.163.1
Tunnel remote  : 202.138.162.1
Qos pre-classify : Disable
[Outbound ESP SAs]

SPI: 1599804596 (0x5f5b14b4)



Proposal: ESP-ENCRYPT-AES-128 SHA2-256-128
SA remaining key duration (bytes/sec): 1887436800/2489
Max sent sequence-number: 0
UDP encapsulation used for NAT traversal: N
[Inbound ESP SAs]
SPI: 2169616882 (0x8151b9f2)
Proposal: ESP-ENCRYPT-AES-128 SHA2-256-128
SA remaining key duration (bytes/sec): 1887436800/2489
Max received sequence-number: 0
Anti-replay window size: 32
UDP encapsulation used for NAT traversal: N

M. EEXH

RouterARIECE X4

#
sysname RouterA
#
ipsec proposal tran1
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-128
#
ike proposal 5
encryption-algorithm aes-cbc-128
authentication-algorithm sha2-256
#
ike peer spub v2
pre-shared-key cipher Huawei
ike-proposal 5
#
ipsec profile profile1
ike-peer spub
proposal tran1
#
interface Tunnel0/0/0
ip address 192.168.1.1 255.255.255.0
tunnel-protocol gre
source 202.138.163.1
destination 202.138.162.1
ipsec profile profile1
#
interface GigabitEthernet1/0/0
ip address 202.138.163.1 255.255.255.0
#
interface GigabitEthernet2/0/0
ip address 10.1.1.1 255.255.255.0
#
ip route-static 202.138.162.0 255.255.255.0 202.138.163.2
ip route-static 10.1.2.0 255.255.255.0 tunnel0/0/0
#

return

RouterBRYELE 14

#

sysname RouterB

#

ipsec proposal tran1

esp authentication-algorithm sha2-256
esp encryption-algorithm aes-128

#




ike proposal 5

encryption-algorithm aes-cbc-128
authentication-algorithm sha2-256

#

ike peer spua v2

pre-shared-key cipher Huawei
ike-proposal 5

#

ipsec profile profile1

ike-peer spua

proposal tran1

#

interface Tunnel0/0/0

ip address 192.168.1.2 255.255.255.0
tunnel-protocol gre

source 202.138.162.1

destination 202.138.163.1

ipsec profile profile1

#

interface GigabitEthernet1/0/0

ip address 202.138.162.1 255.255.255.0
#

interface GigabitEthernet2/0/0

ip address 10.1.2.1 255.255.255.0
#
ip route-static 202.138.163.0 255.255.255.0 202.138.162.2
ip route-static 10.1.1.0 255.255.255.0 tunnel0/0/0

#
return
0 EEKEERET . 0/NH005503F
% (5) 12 S
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aafffffffffffffffffffffffffff
[root@fishyoung ~]# cat 1.txt | wc -C
96

[root@fishyoung ~]# fold 1l.txt
AnAaAAnAaaAAnAaaAAnAaaAAnaaaAaanaaaaaaaaaaaaaaadddddddfsafsasaaaaaaaaaaffffffffffff
fIfffffffffffff

[root@fishyoung ~1# ]

Linux 7 | fold#s
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