2 HUAWE =2 SRiRT5 2 FI SRR ENENGE SMAIMESE THEEA Q

Q

E e

AR1200 }HEFHXIE BiREARE

KFRtE: 2021-09-30 | NILIKRE: 84 | TEIREL 0 | 1FE: 184196264 | X#44mS: EKB1100080025

Bx
AR
PISES O ES
HRE
2P IRES

[EIBEES

EtEipsec BNBRARE L E S EEMnatiERiIACLEEmXdeny 15, ItAMREREEnat MEEEE
Hipsec & & H X,

Q1IR3 EE BHER >
| BEEREES:

acl number 3001

rule 5 permit ip source 174.XX.XX.0 0.0.0.255 destination 193.XX.XX.0 0.0.0.255 //R&SHE0
acl number 3002
rule 15 deny ip source 174.XX.XX.0 0.0.0.255 destination 193.XX.XX.0 0.0.0.255 //deny 2 7 Bl BC &880

X
rule 20 permit ip

interface GigabitEthernet0/0/12

tcp adjust-mss 1200

ip address 220.XX.XX.65 255.255.255.192
nat outbound 3002

ipsec policy ipsec
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IKe-peer Ipsecl
proposal ipsecl
route inject static
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2. BEEMIR{ERRIPSecIERINBEEL, AKINAERIEERRIZEsha2-256

ipsec proposal 1

transform ah-esp

ah authentication-algorithm sha2-256
esp authentication-algorithm sha2-256
esp encryption-algorithm aes-256

BEUSGMIPSeciR X FIHER, EPRENTGTFEHREIAERBHER T,

display ipsec statistics all-systems
2021-09-06 15:16:51.400
IPSec statistics information:
Number of IPSec tunnels: 1
Number of standby IPSec tunnels: 0
the security packet statistics:
input/output security packets: 840/2126
input/output security bytes: 0/128160
input/output dropped security packets: 512/255
dropped security packet detail:
can not find SA: 1, wrong SA: 0
authentication: 382, replay: 0
front recheck: 66, after recheck: 0
change cpu enc: 0, dec change cpu: 0
fib search: 0, output 13: 0
flow err: 255, slice err: 0, byte limit: 0
slave drop: 0
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i PSecfFE FIRIIAIEE AR sha2- 2568 2ARMIZK S AASHA 2B AR A M INEE, ARMIEARIN T as < B ASHA-2E
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<Huawei> system-view

[Huawei] ipsec authentication sha2 compatible enable
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