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[R1linterface Tunnel 0/0/1 JfEY Tunnel 20
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NHRP Fixed Header
~|NHRP Mandatory Part

Source Protocol Len: 4
Destination Protocel Len: 4
Flags: @x8002, Uniqueness Bit, Cisco MAT Supported
Request ID: @xa5300007 (2771386375)
Source NBMA Address: 2.2.2.2
Source Protocol Address: 123.1.1.2
Destination Protocol Address: 123.1.1.1
Client Information Entry

Responder Address Extension

Forward Transit NHS Record Extension

Reverse Transit NHS Record Extension

Cisco NAT Address Extension

End of Extension

Hub¥5 s AR 2 5, MARIREHH Spoke 1A Tunne Bt RO RItElE, FHASTERL
NHRPRASTZR, &2 /EEY MGRERE, EHUbIIEREIZANHRPIRETZRIN:

XJFSpoke 1S Tod MHUbEEKE IS EAIA SR SHIEENHRBRIN, ASBISFHS < RHE
HIEEESSHINHRPERIN :

FREASS FiEAHERIRILE S 7 1L HUbiE T ZIA =N SpokeBINHRPERI, ¥JFR1-HubFIR2-
Spoke1 ZERFERFMIBE, BANGETAZEIIAENINEENA ML, E21LZ]
AILARIENHRPRINEIASZIE B A AR TR OAESE, HubFIR3-Spoke2f#iE
EyidfE 5 ZEmE.,

mGRERHEF{F

HHUbAERL K FSpokeTFRRIBIANHRPERINZ 5, HWRIMATEEIAT20005E4L, ATLA
SpokeXE/EHABAIA 1800F [AHUb AIXEMR S RIFTENHRPRIT, MTRIFFEXR. W
S Spoke I mIEOARIMEAIXZY,, SpokeREFBHUbRE MRS, LURIEHUbZR]
NHRPZRITHT AERRE.

155{57%6.. 67 2000 LIEE LIIT FHAF 130 MHRP Registration Request, ID-2771386375
156 576 JD 3000 1.1.1.1 2.2.2.2 RHRP 150 MHRP Registration Reply, ID-2071326375, Code-Succ.
S57[Z5TE. TOIME  1.7.0.7 I.I.1.1 AP | s g 1 200 138 MiRF Registration Request, ID=2771386376
558 F376.719088  1.1.1.1 2.2.2.2 KHRP 150 NHRP Registration Reply, ID=2771386376, Code=Succ.

2.2
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S8l U.com
N,
e 182.168.1.1/24
El i
P
AR
Nes
7= 2.2.2.2 tunnel:12 .1.2/24 3.3.309 tunnel:123.1.1.3/24
. - # -
WESE
[ra-spoxe R3-Spake A
SR /
QQ=sj /1 &
. K
o PC2 PC3
Sl 192.168.2.2/24 192.168.3.3/24

0 FEFTR, R1. R2FARSZIGE(TAUEOSPFIHE, AREINESIMEHNIA, FANEDT
DSVPNBXEIE{TOSPF#FZ100E18FJiKH, BHR1-HUbBE&ES5R2-Spoke1, R3-Spoke2
TIPS MGRERSHE,

R1 Z23E Hub:

[R1linterface Tunnel 0/0/1 JEEM Tunnel 01

[R1-Tunnel0/0/1 ]ER address 123.1.1.1 255.255.255.0 J/BEE Tunnel $01 IP fhik
[R1-Tunnel0/0/1]tunnel-protocol gre p2mp //BLE Tunnel #1738 mGRE
[R1-Tunnel0/0/1]source 1.1.1.1 Y Tunnel B4R 1P Hht
[R1-Tunnel0/0/1]nhrp entry multicast dynamic JIEE RS S0 NHRP SRIBRS
=

[R1 —Tunnelﬂ{Oﬁ]Mdr—Rriori%100 /BEH R1 5 OSPFDR

[R1-Tunnel0/0/1]ospf ospf network-broadcast [MNERIP 22258 BroadCast

R2 4337 Spoke:

ospf 10 router-id 20.1.1.1 /=N OSPF 332 10

[R1-ospf-10]area 0

[R1-ospf-10-area-0.0.0.0]network 123.1.1.2 0.0.0.0 J/=5 Tunnel EOEHE

[R1-ospf-10-area-0.0.0.0lnetwork 192.168.2.254 0.0.0.0 //E=FAR IP PIZEHEHE

[R2linterface Tunnel 0/0/1 JEEM Tunnel 80

[R2-Tunnel0/0/1 ]jR address 123.1.1.2 255.255.255.0 J/BEE Tunnel 201 IP #iE
[R2-Tunnel0/0/1]tunnel-protocol gre pZmp [/ALE Tunnel Z=L#HYEEEH mGRE
[R2-Tunnel(/0/1]source 2.2.2.2 JEN. Tunnel iEF IP HEHE
[R2-Tunnel0/0/1]nhrp entry multicast dynamic JIEEEEE R oA NHRP RiEMS
=

[R2-Tunnel0/0/1]ospf dr-priority O [/EESEDR

[R2-Tunnel0/0/1]ospf ospf network-broadcast [MEBIM 253807 BroadCast

R3 5337 Spoke:

[R3linterface Tunnel 0/0/1 JEEM Tunnel 01

[R3-Tunnel0/0/1]ip address 123.1.1.3 255.255.255.0 /A Tunnel 01 IP ftafit
[R3-Tunnel0/0/1]tunnel-protocol gre p2mp [/ALE Tunnel TOMHVEEE A mGRE
[R3-Tunnel0/0/1]source 3.3.3.3 JEES Tunnel E4F IP itk
[R3-Tunnel0/0/1]nhrp entry multicast dynamic JEEERES T A A NHRP BiES
=

[R3-Tunnel0/0/1]ospf dr-priority O [/E=EEEDR

[R3-Tunnel0/0/1]ospf ospf network-broadcast [HEMM 253580 BroadCast

M?\i‘lﬂ router-id 30.1.1.1 JIFES. OSPF#EEE 10

b-ospf-10]area 0

b-ospf-10-area-0.0.0.0]network 123.1.1.3 0.0.0.0 f{EE Tunnel BO#0HE
b-0spf-10-area-0.0.0.0]network 192.168.3.254 0.0.0.0 //E5TAR IP FIsEihiE

il o\ce SHub 2 EfmGRERBRIT 2 fa, B EEIEH 5 EOSPFHHGHTTHARIPIES
KRB E 29377 9. ERTunnelETIBANP2MPEE, FEMSOSPFRIRIEXTIEHAI1E, S
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i #HE HE Rk WE RR BB v

e

MER=

RIS

Qs BAE= AT ma TunneliEOEE T—%nhrp entry multicast dynamic#®<>, BEJOSPF&I%E

— E@%ZZ4.0.0.5EEGE’J€ET§}ESZ, X3 T Spoke s ﬁ'ﬁ.=.‘JLME}EE?,ME’JNHRP%I@I%OSPFzﬂ?’%
It

IR HGREFEAIXZEHDS, MNETRFREFENHRPER, ELiEBEFEOSPFIRYX
HYTMGRER2EN, BIEMBHS, MRHUT SAIELET N SpokelIOSPFIRI :

Ethernet II, Src: HuaweiTe_2e:55:80 (00:e@:fc:2e:55:80), Dst: HuaweiTe_a6:46:c4 (00:ed:fc:ab:46:cda)
Internet Protocol Version 4, [Src: 1.1.1.1, Dst: 3.3.3.3

Generic Routing Encapsulation (IP)

Internet Protocol Version 4, [Src: 123.1.1.1, Dst: 224.0.8.5

Open Shortest Path First

Ethernet II, Src: HuaweiTe 2e:55:808 (0@:e@;fc:2e:55:88), Dst: HuaweiTe ab:46:icd (@8:ed:fc:abidbicd)
Internet Protocol Version 4, Bro: 1.1.1.0, Dst: 7.7, 7.7 aeme—o SHEEMREIP 222 2MFENHRPEIRS
Generic Rowting Encapsulation {(IP) =

Internet Protocol Version 4, Src: [TZ3.1.1.T, Dst: 774.9.0.5e=—
Open Shortest Path First

R -Hubi TunmelJEEHEIOSPF Hello

SpokeZ [BIFGA#EZOSPFAFEXER, WIZOSPF, =ATRISHABEFI5 MR, MR-
HubE& %

B25%33Spokefi192.168.2.0/24%1192.168.3.0/2488H, T—Bk BIEMXTEHTunneliE
[, WM2ERR2-Spoke15R3-Spoke2f&HiZ:

KRIESF 377
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FLA IS i HE BE BT ORE HE MY R MR RBR  ES v

S'HL com

S ; ; i o I i
s TunnelE 0, XEEHOSPFIRFMNEHITENESR, OSPFIAARI, RRER3=Z&AIREL
El F—/ " BroadCastf%%, BEIEEEFEENRE. BEEUHHUbEISpoke1RIEE, ER1H
0 17ping -a 192.168.1.254 192.168.2.254, WIZUNT:
e
<R1>ping -a 192.168.1.254 192.168.2.254
= PING 192.168. : 56 data bytes, press CTRL_C to break
Reply from .168.2.254: bytes=56 Sequence=1 tt]1=255 time=30 ms
Reply from 192.168.2.254: bytes=56 Sequence=2 tt1=255 time=30 ms
R
QQzsiE) EAHUb 5SpokeZ BIFEREEE MK, EinnEaEETRENEER, T2
PR ICMPRERVEZEIE
911, 820009 192.168.1.254 192.168.2.254 e 122 Echo (ping) request id=Sxcfab, seq=256/1, ttl=2.
18 11. 544008 192.168.2.254 192.168.1.254 o 132 Echo iﬂlnﬂ:‘ I'fD|y' ideiixcfab, seqge?sh/1, ttl=z_

Frame 9: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface 8
Ethermet 11, Src: Huaweile Je:S5:80 (@0:eB:fc:lez55:80), Dst: Muaweile_aé:46:c4 (08:ed:fciabidbicd)
Internet Protocel Version 4, [Seg: 10,11, Dst: 2.3.3.3

Generic Routing Encapsulation
Internet Protocol Version 4, [Src:
Internet Control Message Protocol

2.168,1.254, Ost: 193.168.2.754

Hub5SpokeiB{ERIICMP R ERE TR EGREIS N £14.
C. SpokeZ [T MGRERE

EXHIAMERSpoke SHUbZ [B] BB I MGRERSIE. BFERSCHIHUbSSpokel, Spoke2
ZBRERHFS, EHub'—ﬁspokeﬁﬁﬁjuﬁiE, BTk SpokeZ [ENVBBE, FEXT
Spoke5SpokeZ [EJAZEIIMGRESNZIKE, X FDSVPNEINormalss, TEFHRE
AR RRERIERSZ, Eﬁ%spokmE’JEE’fleEIDUSpokeZE’JEEm:

T PC2 -8l x

HEmE wET il uorEE TR 20

Spoke1ifFaSpoke2, JEIP: 192.168.2.2-—>ERJIP: 192.168.3.3, ZEigAithSpoke1
AR, B2 123.1.1.3, BEEOATunneliE,

2. IRNFEELHmMGREFERZOHE, EFT™—8123.1.1.35R5|, HDAHNHRPIET
=, tZISpoke1 REZIAHUDHIBETER, FHiZEEIESpoke2IBETER.

3. FEAIBILEISpoke2IBETZR, Spoke 12— PNCMP RequestiREI3EZEEEHUbAY
BBz, EISpoke1 REEFHUbIIMGRERRE

18 71. 313098 197.166.2.2 192.168.3.3 (1, trl=137
11 71. 326008 2.2.3.2 1.1.1.1 MHRP

2 21. 360000 3 SIS CR5S
12, ttl=127

2, tt1=127

ured (784 bits) an interface @
a2}, Dst: HuaweiTe_af:d6:cd (00:ed:Foiabidiod)

= 192,160,2.2, Dst; 193,168.3.3

Internet Control Message Protocol

IEEFSE—NCMP Request, HEIMNEIPEEFHUDLA, HEPEFNASpoke2d,

777777777 J E/9Spoke 1K FSpoke2 iR EAREE—E HHubEE, WZRE 14 &I Spoke1 EFNAIEH
) RPIEITIEIIRSL, B EANHSpoke 1HITunneBE 1 5/ RECIMIL, i 7 A BRI
S o2 AR Tunne S L, BT

KIRIESF 5377
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=

5=
HEHE
s
QQ=s[H)

Sl

e BE BF RE #HE HE B ME B’R BE

Generic N‘.\utmg Encapsular{m {m:v)
Next Hop Resolution Protocol [[WRRP Resolution Request]
NHRP Flixed Header
= WP Mandatory Part
Source Protocol Len: 4
Destination Protocol Lan: 4
Flags: BwcB2, Ts Router, Authoritative, Clsco WAT Supported
Request ID: Bxed650003 (3982819331)
Source NEMA Address: 2.2.2.2 —_— Spoke] EiTunnel Addressis
Source Protocal Address: 123.1.1.2
Destination Protocol Address: 123.1.1.3) se—
Client Information Entry
Responder Address Extension
Forvard Transit Wi Record Extension
Roverse Transit WHS Rocord Extension

B NHRPREMERIR I B FHEEE FAHUb P ZE Spoke 2(HIf#HT, BRE&Spoke 1 FftARIE—
MCMP requestFINHRPAEHTIE IR SRR FHUbEEZE Spoke2f,

5. 7ER1-HUbARUME, £EME2MNCMP RequestiBX 52/ MHNRPIETIES, S14
ICMPSNHRP3B3Z£BSpoke 1 &1XZEHubHREEH], F2NCMPFINHRPEIHUbSMNBE SRS
FEEZESpoke2, [FERABEHHUbEER

58 Echo (ping) request id=Bu7Bel, seq=1/256, ttl=l.
1417, 690000 [ 58 Echo (ping) request id-fx7del, seq=1/256, ttl-i.
15 17, A90000 2.2, 119 MHRP Resolution Request, ID=3982819331
16 17, §50a00 1.1 3 3 3 K KRR 138 WHRP Resolution Request, ID-3982819331

Frame 14: 95 bytes on wire (784 bits), 98 bytes captured (764 bits) om interface @

Ethernet 1T, Src: HuaweiTe 2e:55:60 (B0:el:fcide:S5:a0), Dst: HuseelTe af:dh:cd (00:eR:fcia6id6:ca)

Internet Protocel Version 4, [Fre; 1,1,1,1, 05t 3,3, 5.3 o

13 17. B75800 152.168.2.3 197, 168.3.
152 Z,

Generic Routing Encapsulation (IP) nz Spake, FERIE:

Internet Protocol Version 4, Srci 192,168.2.2, Dst: 192,168,3.3 ™

Internet Control Message Protocol
12 15. 750000 1.1.1.1 224.9.8.5 O5PF A2 Hello Packet
13 17. 675000 192.168.2.2 192.168.3.3 TCMP 98 Echo (ping) request  1d=@x78el, seq=1/256, ttl=1.
14 17, F90000 192.168,2.2  192,168.3.3 TMp 098 Echo (piag) request  1d-8x7881, seq=1/256, ttl-1.
15 17, 590000 2.2.2.2 1.1.1.1 NHRP™" | N HR AH118 NHRP Resolution Request, T0-3982819331
1617.690000  1.1.1.1 3.3.3.3 NHRP .o rnpagy 138 WHAP Resolution Request, 10-3982819331

Frase 156: 130 bytes on wire (1848 bits), 130 bytes captured (1848 bits) on interface @
Ethernet 1T, Src: HuaweiTe_2e:55:88 (09:eB:fc:2e:55:80), Dst: HuaweiTe_ab:d5:cd (98:e0:
Internst Protocel Version 4, [Src: 1.1.1.1, Dst: 3.3.3.3 s
Generic Routing Emcapsulation (WHRP)

Next Hop Resalution Protocol [WHRP Resalution Aequest)|

L

L EPNHRPEITIERIRSZHUbHEES, Hub=18 B SRR TunnelfEZ it 520/ (it
AZEForward Transit=2E& :

Next Hop Resolution Protocol (NHRP Resolution Request)
NHRP Fixed Header
NHRP Mandatory Part
Responder Address Extension
~[Forward Transit NHS Record Extension
B = Compulsory Flag: True
..00 2008 DoRe 2108 = Extension Type: @xoa4
Extension length: 28
~ Client Information Entry
Code: Success (@)
Prefix Length: @
Unused: @
Max Transmissionm Unit: 1588
Holding Time (s): 7208
Client Address TypefLen: NSAP format/4
Client Sub Address Type/Len: NSAP format/@
Client Protocol Length: 4
CIE Preference Value: @
Client NBMA Address: 1.1.1.1
Client Protocol Address: 123.1.1.]1 se—— Hub&ITunnel Address 54ROtk
Reverse Transit NHS Record Extension

6. ZiSpoke2UZSpoke1&IERAINHRPEEITIARIRI, 1EENH Spoke HEKRIEIZHAIIERX
TunneBEZEOMEIES A O, RIETAIRNHRP BRETZRIN

55{%4%75»3?9377
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