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1. REFRIINEEERIARIPSEC SABESE, ER EXERNT:
[1]dis ipsec sa

Interface: GigabitEthernet0/0/0
Path MTU: 1500

IPSec policy name: "center_vpn"
Sequence number : 1

Acl group :0
Acl rule :0
Mode : Template

Connection ID  : 1481

Encapsulation mode: Tunnel

Tunnel local :172.x.20.10

Tunnel remote  :172.x.10.10

Flow source 1 192.168.9.0/255.255.255.0 0/0
Flow destination : 192.168.14.0/255.255.255.0 0/0
Qos pre-classify : Disable

Qos group D -

[Outbound ESP SAs]
SPI: 3354115212 (Oxc7ebbc8c)
Proposal: ESP-ENCRYPT-3DES-192 ESP-AUTH-MD5
SA remaining key duration (bytes/sec): 0/2949
Outpacket count :0
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[Inbound ESP SAs]
SPI: 1560642734 (0x5d0584ae)
Proposal: ESP-ENCRYPT-3DES-192 ESP-AUTH-MD5
SA remaining key duration (bytes/sec): 0/2949
Inpacket count :0
Inpacket decap count : 0
Inpacket drop count : 0
Max received sequence-number: 0 .
Anti-replay window size: 32 BHER >
UDP encapsulation used for NAT traversal: N

[1]dis ike sa
Conn-ID Peer VPN Flag(s) Phase

1481 172.x10.10 0 RD 2

1478 172.x10.10 0 RD 1
2. 7EAR1220-S Ldisplay ipsec statis esp,teinetUiR TR 21T ping iR BRI AT
3. 192.168.9.253#ZfEEhternet 0/0/10 L, Fi T —& AT M IEEEthernet 0/0/20_E J8Ethernet 0/0/24E/9iZR [, Ehternet 0/0/1 &% 2
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4. ERYTERREEES 1 054A9RES T IENE TR, a0
Interface: Vlanif1
Traffic policy inbound: a

Rule number: 1
Current status: OK!

ltem Sum(Packets/Bytes) Rate(pps/bps)
Matched 1/90 1/96
Passed 1/90 1/96
Dropped 0/0 0/0
Filter 0/0 0/0
CAR 0/0 0/0
Queue Matched 0/0 0/0
Enqueued 0/0 0/0
Discarded 0/0 0/0
CAR 0/0 0/0
Green packets 0/0 0/0
Yellow packets 0/0 0/0
Red packets 0/0 0/0

5. e BRARYEIRT display ipsec statistic esp FoiR3Z U1 T:

[1]dis ipsec statistics esp

Inpacket count :0
Inpacket auth count :0
Inpacket decap count  : 0
Outpacket count :0

Outpacket auth count  : 0
Outpacket encap count : 0

Inpacket drop count :0
Outpacket drop count  : 0
BadAuthLen count :0
AuthFail count :0

INSAAcICheckFail count : 0

PktDuplicateDrop count : 0

PktSeqNoTooSmallDrop count: 0

PktinSAMissDrop count : 0
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acl number 3000

rule 5 deny ip source 192.168.9.0 0.0.0.255 destination 192.168.14.0 0.0.0.255

rule 10 permit ip

7. EEED FECE, &T1192.168.9.253 IS 7 NAT SERVER, LAESIMNRIIENZIE R 2 RIHE RIS - S5k S35 P Rt
192.168.9.253 R Hin A SHBEMN. T

interface GigabitEthernet0/0/0

description 1_Internet_R_gigabitethernet0/0/0

tcp adjust-mss 1200

ip address 172.XX.20.10 255.255.255.0

nat server protocol tcp global current-interface 8080 inside 192.168.9.253 8080

nat outbound 3000

ipsec policy center_vpn
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SrcAddr Port Vpn :| 192. 168. 9. 253 53079
DestAddr Port Vpn :| 192_168_14_10 1055

NAT-Info
New SrcAddr | 172, Xx:. 20.10
New SrcPort I —
New DestAddr SN

New DestPort =

8. {&¥Inat server Jinat staticE R ixtelnet E&E:
nat static protocol tcp global current-interface 8080 inside 192116&8:253 8080
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