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1 ComwareV7 % a7 BN A
1.1 @&

A48 ComwareV7 & F i 24T &

WAL T 2 MIhEE, ANFEPIThEEX NA R FECE M a4 NETH ARG S, k&
FOReXT e AT RAH N . Thae RS m MBI, MERCE B IIRe I Adr on, B
NIX F i 2 BT E IR . BRI ME— 1) & SUE M IPER 5, 9 Wi/~ fF[Sysname-vian100]
FOR AT A AL VLAN #LE], VLAN (4 572 100, 721K A% VLAN 100 (1) J& 14 247

Mo .
S MEER A ZE K, WmE 11 for. HREARPE, SRARGHE, BRI
RERLIA o

El-1 SHEREE

[®

— > EOUAE
L » VLANWME
— S

MPE —  RAGHE —

— > AHSUAE

L—» Probeti &

o HPESRA)E, EAREEAN AL P AL R ATHAT B SR 1 E AR AR A IR R
SAFE R WE RGN, HF A FTP M Telnet #:/E5E,

o MHPFHEF LA RGIE . RELE T REXT BT S B ER » DIREREATICE., ke
BEAN. REYGMER . BCERERSE.

o AERGME NRARE GRS, W LENANM IR, el RIhBERIBCE., Flin: BEAE
FIALEIBCE 3 O 250 EN VLAN RIS VLAN PRI H 3 N P 22l BTG B 8 s R P i
JEE S BRI 7 EEE A A0 B B A R A . DR T T R A T
K, Biin NQA MR HL B b A &5 SRR, 55 LA DR A PR IR

RE T RS S ML R SRR eE &, TR i S VLR R AT JE i AN <?>.



1.2 HEALE

ENEE NS b PN = Wa R

o  HPERRKE, HEEEAHIUAE.

o MHPMEPAT system-view 4, A LIHEN RGAIE .

o  TERGHMETRMNFEMS, FTLLEAFRFIThREE . DhRe I T T REe & .

1.3 IREME

BRFH P ALEL Tol FCEMLE. Python shell. AZLZ gm0 BRI A SLZ AL AL, oA A E R H

EWAE

o TEMFIMLEHUT quit drd AR E E— KL

o T return A IREIH .

o IMER<CrI+Z>TIREIH P AE, DhReSEE T return .

HPRETTHAT quit 2 )E, SWFS5RE&RERE; AP RE N ARMES return @4

Tel BLE ALK Python shell. 2 L35 5H g 48 A0 BRI A 325 A B AR 77 =43 A

o  TelELEME FEMA tclquit kEH K.

e 7£ Python shell i@ H4T exitQr4, M Python shell ig [ F 7 4L

o ALK TS H public-key-code end iR\l F—Z A (ASEBIMED ;A
LA T 1518 ] peer-public-key end 4% Bl R A .

1.4 BRUE

HPgswgis, NP ME, 2P E R $#UT 8 E R 2 AEEEEIE. WikEE.
PHEPERE . WEB RGNTR). HEF &, FTP M Telnet #:4F% .
F PRI IR R N< R G4 75>, I, <Sysname>. Fl AT DLEATHL B R4 K.

1.5 REGME
R PRET#A system-view 4, BIFANRGHE. WFHR:

<Sysname> system-view
System View: return to User View with Ctrl+Z.

[Sysname]
FERGMET, BN RIS UL ER IR #AT I S, Bl E 240, BEXGER . iKE
PRAEGESE

1.6 ThaedLIE

FERGAET, AT RAor il A& ThREAL o
LI NYONEE ARETIE

<Sysname> system-view

[Sysname] interface GigabitEthernet 1/0/1
[Sysname-GigabitEthernetl/0/1]



BltndE N VLAN #7115 -

<Sysname> system-view
[Sysname] vlan 2
[Sysname-vilan2]

1.7 HExHER

o  EREE “HMMBECEIES” T “CLl”.
. FEEILE “REGASE” T “CLL,



2 st RERE R
2.1

AT B A AT ST B B
2.2 FRMSITELE

AT, WTPME AT KR EMA<?> PSR AR A B, T s o I
LTINS, S H M.
o EAEEMET, HA<?>RIFERBUZALE T AT CAE R I BT A dr & ST ik . il
<Sysname> ?
User view commands:

archive Archive configuration
arp Address Resolution Protocol (ARP) module
backup Backup the startup configuration file to a TFTP server
boot-loader Software image file management
...... ﬁ%'“'“

o ALY, FEUTHKEIIE<?>,
WR<?>ALE N FRBE, WH) 4 S A LR ik . 4.
<Sysname> terminal ?
debugging Enable to display debugging logs on the current terminal
logging Display logs on the current terminal
monitor Enable to display logs on the current terminal
HIR<PSHLE R B, MBI S A . Him:
<Sysname> system-view
[Sysname] interface vlan-interface ?
<1-4094> Vlan-interface interface number
[Sysname] interface vlan-interface 1 ?

<Cr>
Hr, <1-4094>F R 1ZSHNBUETEE N 1~4094; <cr>Fntr AT 4R B LS, B
N 8] ZE B AT H40AT

o HINMAMAERLE Y, HFS%H<?>, SoRbhZF 8L A a4 ot 7 N 3 g
B .

<Sysname> f?
fdisk Partition a storage medium
fixdisk Check and repair a storage medium

format Format a storage medium
free Release a connection
ftp Open an FTP connection

<Sysname> display ftp?
ftp FTP module
ftp-server FTP server information
ftp-user FTP user information



2.3 ¥ undoffs

w21 undo B — AR B SATEIL . SR ThREEE MIBRIE I E . K E L aa
SR undo JER.. f#ill, info-center enable 4 HkJTFE{E &0, undo info-center

enable 4 R H1E)

2.4 aLITHIN

E':“ti‘o

ST AT, RGUSCRFINER 2-1 BRI MR 2-4 o r4H & .
P E A NG TS, TE<Enter>8HATIZMm 2

F<2-1 wIEIhRESR

% ThaE
BB XA, MAEABARD AR E, HFEABIE (41T TR
e bt DY EAAEGBBEIX, XK NELIIAN TR, R R X,
EEsR PN ESET W)
iE#4#<Backspace> U1 ot A VAT R Rt e o 5 P N 1 24
FEehrt<—> JebR A ER B — DAL E
Fthrtt<—> Jebr A AR — DR E
Eothrt< t > U et i i
Tothrf< | > Vila N —% 5 1 dr 4
BN SEREI S 7 51 R <Tab>Ht, 4% E B Hh 45t 7
. m%%z&m%%%?%*uM%%%ﬂ%%%%%?%ﬁﬁﬁA#ﬁﬁ
<Tab>#g e

o WURSZILERRE T AME—, N2 kiE<Tab>tE, REXEHERIH
PRI 705 R TSk 1 G 7

o WIRKASZILRMREET, REX MBS, FHHAT BRI

=L

o EGAITARAEIIT AN, R AL BELPATRIRBBE T RO K (HEET
R &9 XA 511 ANF4F), N %%7&3}:\@%!\4}0

o EEEIMF, HL#4 version 7.1.xxx, Release xxx XA e 45k 44T B2 & #H THH
BB B 1z &.1aH; version 7.1.xxx, Release xxx | T itk iX & E LB AT 0 3 AF L Hg R ARAZ &
BARG G AT R X FELEN B, A2 T A AL EAE T HITH xxx KA1 R 4B T AT
version xxx (#l4ehfT# abc 34 version abc) , #ATE ALATSR TR L, 1L
W BEX B AT O, XA AT P IRA B0 R, BRESAFH T R B




2.4.2 STRING #1 TEXT X ESHEMN

WER G AT H NS STRING KA, B AR “?27. “"7. “\7 BREZ AR L7475 (rf
FLREXTRE) ASCI FS XA 32~126), LAk &K %Stk b as Joe M ag Ba iy, 0o 8 4 Toi:
bt W STRING REMSHH FREEAE LT "7y “\7, b BUE I CFRF “\” SN,

RISERRMAA N7 “N7s IR, W F Z A 2R B A SN E S, 6, HERE
FREESHECN “my device”, NISZFRBHIA “"my device"”.

R ATHISEON TEXT B8, WERT “?7 AMOHADFR BTN .

Tk S5 AR TT REXT S A 2 M NS, FEEES a2 IR E B UG SH PSR .

2.4.3 #ZORBRYIMA

i NF% I 2RAURS, B SR8 4 L 2R AL SRR AT FR o i 22 1 BB (R AR, SCREARSE R 7
RN A0 FH 42 SR TYRTRRING, 02U N S8 BE ) fTPR o PR 7 U N R4 L 2R B AN X 43 KN
e N\ interface gigabitethernet 1/0/1 I}, 0] LU SRR S FRAS 2 B 15
interface g 1/0/1, HATLMEAE XM EH interface ge 1/0/1. B:I8ARIE: N5
Z RN S S, &7 DRI N O . T O 2 5/ &R RERIES W R R,

#+2-2 FEOFEBEFRM BRI MR

EOXRBER O AR
Bridge-Aggregation BAGG
Ethernet Eth
EVI-Link EVI
FiftyGigE 50GE
FortyGigE FGE
FourHundredGigE 400GE
GigabitEthernet GE
HundredGigE HGE
InLoopBack InLoop
LoopBack Loop
M-Ethernet ME
M-GigabitEthernet MGE
Multicast Tunnel MTunnel
NULL NULL
Pex PEX
RPR-Bridge RPR-B
RPR-Router RPR-R
Register-Tunnel REG
Route-Aggregation RAGG
SAN-Aggregation SAGG
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EOXRBER O XA
S-Channel S-Ch
Schannel-Aggregation SCH-AGG
Schannel-Bundle SCH-B
Smartrate-Ethernet SGE
Ten-GigabitEthernet XGE
Tunnel Tun
Tunnel-Bundle Tunnel-B
TwentyGigE TGE
Twenty-FiveGigE WGE
Vfc Vfc
Vsi-interface Vsi
Vlan-interface Vian-int

2.4.4 RIRMNGSIT

WA R TR A, BESATLETS, M AT R 9 ULECME— ) SR, nl DA

B\ TEEERORB T . IR T R AT I, BB TR R E AR

Bilan AL R BL s JFkfdr 4245 startup saved-configuration. system-view %,

o IR system-view, FJLAEEMA sy CREER#AN s, BAREIA s I, VLEF]K)
KT AME—),

o INHEHH AN startup saved-configuration, A LLEEHIA st s.

Al DA<Tab>H i R 45 H b2 R 2T A, DA RS LR S AT R AR T

245 EEGLSFHHENAZ

WA A P oA AT E — AR E A A, WA DO AT H SR — A B A o I E
2%, HAGH PRI Fln:

e K4 display ip routing-table F7&EE AN shiprt 5, v LR &4
shiprt XXE#ITd4 display ip routing-table.

B4ty display ip HIAAEE N ship, HATLLHB4 4 ship $U4THTH LL
display ip JF3kiIan447T, W LMEA ship routing-table f{& 4T display ip
routing-table, fiiffl ship interface f{&#47 display ip interface.

FH P BRINHAT (1075 73 4 1) i 26 DL R G IR 6 1 i 2 T8 A B /s A7 A

NTTERPAER, REG0E T H% HROCEPAE NG 4, WK 2-3 Fis.



*®2-3 RGEEXKIRE A7

RE 515 we
access-list acl
end return
erase delete
exit quit
hostname syshame
logging info-center
no undo
show display
write save

2. L ERFIFNIES

AR, RA LG AT AN 7808 undo M AN KB Z 2 AR, A 4% B 4
LB WHAT, BWHZRRAETR 2 6 S PAT . Bl

F P BEEHHAAT BRI ) 4 R i 20 DL R G SR 1 i 2 T 30t B R B A7 A

BCE A4 B, T LME SN RO 247 T S HEE O 7, X RE T LU i 44 B ARG 20 S B ke 1
AN, ST DIRAE SC bR B B AN R S 8EE ST, 36m 7 RiEME. $n 2 T LUEH 9 X,
noN 1~9 R, RRSHEETFHIINT . R AA a2 e LT 258, WSEL AR5
o tin, Kdr 4 display ip $1 | include $2 [5I A E A shinc J&, WR T Z#4T display
ip routing-table | include Static & KifikHaE bR H A FHSKbEE, o

B #4147 shinc routing-table Static.

RYLE LR T 44 TCVE U o
JEESE
(1) HARGHE.
system-view
(2) SHIRENHmSFABRIEN4.
alias alias command
RYUE LB E A0S, 1HS WK 2-3.
(3) (W) AIEARSMBE FHATA M2, LoRdr
display alias [alias ]

DT H B A DI RERIAH R L

2.4.6 1ZEUIRFRIBEXRFR

1. ThEEE N
NITERI P ARGEBRA R 2%, WA SCRF 23 N PUERE, P AT RMBSER “CTRL_]” 4 22 M HReEs
MIFRE R R HIP I N ER G, s 2 3L RIPAT XS L Y i AT BE DI RE . USRI LS PREEGE AN P



o 2 SCRPRAERE PR, BB ANRT & FP BOGE R I8, P T % & 0T 2 SO, £
EHRUHRIER G E R R
2. Bl ERRFIFIIES
—ANPRGEGERS N — A 2 BT RE, IR AR A & 2 0T A tREERE, NIRRT E AR A2
PAE AR A 2 2 AR [ — a2 DIReghE, X LeSR @ (1 P 25 4= 2L
2R AL A R 5 WA HEAT S EN AR A R A E SR EE SR CELAE T AT E SO R G ORI
FESED, PR B il 2 S B A E
JEESE
(1) HARGHAE.
system-view
(2) BHURFERYERR.
hotkey hotkey { command | function function | none }
BRAEI T, SRERNGERR WK 2-4.
(3) (H) AIEARSMBE T HUTAM L, SR KRG IRFER K ACE S .
display hotkey

2-4 RIFEINREPEXR

TREEGE REAPERNRESHS
CTRL_A move_the_cursor_to_the_beginning_of_the_line, FRE GRS R74T Tk
CTRL_B move_the_cursor_one_character_to_the_left, Fk kB A8 — 575
CTRL_C stop_the_current_command, &1 157 IEERAT I ZhRE
CTRL_D erase_the_character_at_the_cursor, 27~ MHER 24 Al Yebs BT AL B K715
CTRL_E move_the_cursor_to_the_end_of_the_line, FREGEARBHEIHLFITHIARE
CTRL_F move_the_cursor_one_character_to_the_right, FmEGFRRGR I —A 754
CTRL_G display current-configuration, ¥*/rsE/R4HIACE
CTRL_H erase_the_character_to_the_left_of_the_cursor, F/mMEEHRZE MK —AS 775
CTRL_L display ip routing-table, FRERIPVAKEEREER
CTRL N display_the _next_command_in_the_history _buffer, /R En M LM X F i T —2%%
- s CEMDECE fr &2 Bkid)
CTRL_O undo debugging all, F7<KH A Dy REM T K
CTRL P display_the_previous_command_in_the_history_buffer, w75 828 X dk E
- —%m4 CEMEE LB
CTRL_R redisplay_the_current_line, /R HT B8 4ATTE R
CTRL_T RGBTy AT BT fE
CTRL_U RGP ATy AT B e
CTRL W (flite_the_word_to_the_l eft_of_the_cursor, MIFRIGHR /ML 755 8 NI TR

FIE




TRIERE A ERNTRER B

CTRL X delete_all_characters_from_the_beginning_of the line_to_the_cursor, FRMERE
- B Ze A BT B -4

CTRL v delete_all_characters_from_the_cursor_to_the_end_of _the_line, /M GhRATLE
- BB AT R TF4F

CTRL_Z return_to_the_User_View, FsriE a2 H /ALK

CTRL_] kill_incoming_connection_or_redirect_connection, <% 1k MuTiERE

ESC B move_the_cursor_back_one_word, ¥ GhnEs a3 7o % 2L 745 5 1 E 1554k

ESC D delete_all_characters_from_the_cursor_to_the_end_of_the word, /M GHRAT

- TEAL B J HAT T B2 155 B BT B 245
ESC F move_the_cursor_forward_one_word, FoR¥ ARG FEE] F —AMELTRE AT

2.4.7 HEITMAREINGE

1. THEE® T
2 P ER 58 B AN BRAE 200 KB R Ge 5 BTN, JT 5 se D se l LAIRLE P &5 N TR HRAE
PATHE S, 7 P 4R8N 2
2. BESE
(1) FARGHME.
system-view
(2) ATIT a2 ATH N IR 2D RE
info-center synchronous
FAATEOLN, A TR D REAL TR RS .
KT L HIVEANHIE S I MG EHM G SE” i) “EEH0” .

2.5 FIFMIANEIRIERER

AT TE RIS, T Z<Enter>BHATIZMT <. WAEPITHSHLES, HhaxaSTritiTe
R . mARES SEES A, WIEIIT S0, RERREE, W ARG Bk 2-5 Fr
No

#*2-5 MLITHEREREER

RXERIER

EIRIR

% Unrecognized command found at "' position.

R TCIEMNT, FF5 N fRoan B

% Incomplete command found at "' position.

Fig N R B SR B

% Ambiguous command found at "' position.

(I A P S 2= o N i L P e e §

% Too many parameters found at "' position.

Fi5 “n SRR AN S HIMARZ

% Wrong parameter found at ' position.

FERFS “N SRR E S HER

10



2.6 FRASEDS
2.6.1 IheEfE/T

PP AE B3 ERINRAT i &5 2 RIS ORAT 20 TP e (¥ 5 52 i & G o XA AT P S22 (1 g S i

B GEIX .
#*R2-6 L SEMXERE
yri b MEREHLSEAX HEREHLSEAX
W& T AT R i 4 BT AT BRI i 4
aE SCHF SCHF
W H SCHF AR
(X2 ARAF TRAF
TR SCHF KN FE 91024%%

2.6.2 BLEIRFIFNIES:

WA P AT A &), 895 LR R I

o WHRAPFEH T AIATEEL, RN LGSR mErA.

o WHRAPER T A EFRRIMAIER, RAEW LA 2R G AT,

o WA PIELZXPATR KL, WARIN A H RAR R — K (B R HAT I AN FIE
ANFE, HERARIR X Flin: ES8:2 K 3AT display current-configuration
e, WA RRF— a4 W5 3dT display current-configuration a4
MERA RN display cu, WG RAE NPT S

o UNSMEY P s aw A Gt X BT R 2 TR A, W AR R R e, SRR EET a2

2.6.3 BIEAEHSE X

1. BEEREHSENX
o AIEMEEMETHTAMGS, EEMFED LS5 X,

display history-command
o AEAEEMETNHATARG S, AREITEN LML EMX.
display history-command all
2. BARAREHSERX
R EoehesE t ORI 4, T B2 0 Ss EH ROehREE 4 ORI 4, WA R — AP a4
(R ZEAEA SR L B 2.

11



3. ELE LM XAIKR/N

75 P 2RI P R R AT history-command max-size @4, AR T s iy & 22 X
KA. BARRLEIES N “HiEmS3%7 b “BREE”.

2.6.4 EEPITIHEICERHS

1.1

Lk At
RETE I

MTREEFPATERILHI P Ll A0, [/ repeat AW UNEE ZRPUTZ K L@m4, JHH
AT DA B BRI R AT g S i 4 BTN T8 ]
2. Ec EFRRFIFIIES

HEPAT I LGN, RGN IZRR DT LA & 0N RIFHAT . i, PSR IR AT
m&a. bflc/E, HHUT repeat 34, MRS KIZE a. b Al c BNTFEEZHAT.
HEPATFE T & h), FFEded N S PTE L. EEPATZ %1 LA, FEL
BENEE — % A FTE R AL .

WER A P EEPATHID L & PR B 4, T B A P F LA BA5 Bk e uZar 2 1
PATEE S RGUERR BT %6 4, L Ha SRS WG, KRGS S SHATHALT i 4.
R P EESPATH a4 P A ENIEE S, RS Z N E w4

3. ERESR
WA R P IIT A a4, EEHAT P Sl R 2.

repeat [ number ][ count times ][ delay seconds ]

2.7 FiEMEERRER

2.7.1 EHIEREBHTEF

L hEEEA

SRATEILT, BSCR B RoRDRE, RV Eon s Bl — BN, RSB SREE b RR, JHER
%

A~ “----more-—-" {58, ¥rRX—ERCLER

Y, B3, TEERDREE. X

RIP AT B ISR 2-7 Pl i sokie 3~ — D HR iR,
*2-7 FRBRINEER

=5 In&e
A PEERT—BER
[E R LR RTATER
<Ctrl+C> iR, B[Ry AT IR A
<PageUp> BoRE—TER
<PageDown> BRT—IER

IR R ER RN E S, W RLEE DN ECE R S AT E S T bR BRI RE . 0B ROR
DIREAL TRPAPIRERS, WRERRE, WaESR b, ATEESE.

12



2.7.2

2.7.3

2. KA RBRINAEE

THAEH AL R AT A A 4, S HT P 2 R R D RE .

screen-length disable

BRI, P ESEEENER 24 T screen-length % E . screen-length & 1)k
BIGON: RV BFER, N —hER 24 178dE. screen-length w2 HKTEHNHIES W “
M E S % " Py “EFxRws”

T2 AT OO 27T P AR YOGS R TP B8 sk R R R B sk 15 100

EETITSHNERER

1 hEERBIA

(LM display A& 258 ot B, FP AT LU by Finenum Z47E B3 {5 B I R 55 f5 47
=, TR ERER.

5 SN, BEATS R “27. %4 by-1inenum fil begin S5 E N, 175 5HiE
ArRERE -7, Hodr 7 FORZATRFEULECHRIN], -7 FRORIZAT AR ULEC RN .

2.EHEPR

¥4T 2o display i 2 HAT S

display command | by-linenum

3. EcE %41

# 7R VLAN 999 15 B A I 2 7R AT 5

<Sysname> display vlan 999 | by-linenum
1: VLAN ID: 999

VLAN type: Static

Route interface: Configured

IPv4 address: 192.168.2.1

IPv4 subnet mask: 255.255.255.0

Description: For LAN Access

Name: VLAN 0999

Tagged ports: None

© 00 N O 00 b~ WN

Untagged ports: None
ERENRENTERRER

1. TheeE

EPAT display @2 &BE BaE RN, o LMEA ENFREAREEERMEE, DEPRERREIA

OIS B

7t display 4 @S AL | [ by-linenum ] { begin | exclude | include }

regular-expression ]&<1-128>Z%1) /7 A KL IEEIR. H RIS LT

e by-linenum: E/RTT5RAR. 2 A IENRIE AN R G B IER, by-1inenum
SHATREMN— KT AR REEESEE, RRAWIT S BN,

o begin: WIRFFET IS FTALT, ZRHEAT LA iR E I FRIE

o exclude: R/RAEEIREIEMNFREXWFAT,

13



include: RE/REEHE ENREAMITHEAT,
&<1-128>: KAl KIS ERZ AT LA 128 K.
IENZEN (regular-expression) N 1~256 NERFHITFRFSH, XoKNG, B FFL R

PRFAE, R PR TT A A1 2E 2-8 e

#*2-8 [ENFER PRI F IR R

o &x 24
N VLHC LAFE 2 A LG AT AR BEVLAED AUTFLEIAT, A REULRC AAUTF UG 14T
$ VLTE LAYE 58 15 45 R 14T u$ R REVCHC LLUZs R INAT, AREVTHEC LAUAZE R IIAT
WAL, AARRATAT— AT ST LAULCas filbs %
. VLR S AT s 7  e Zcak | @ 2o BAILEC 2 BUK zoo
EQN e (zo)*W] LAULIC zo LA K zozo
+ UL JE -+l T 0 7 A B 4% 8 — IR ERZ 7R | zo+ 1T BAIL R zo A J2zoo, {HANREDTHLZ
| VGHL| £ 1 B AT 1 IR BN - 1 H deflint X GEVC AL AL 7 defali & int i == 7 8 BT 7 1147
0O FoRTRE, G “+7 B 7 S5 | (123A)ERFRH123A; 408(12)+ A AULHC408128k
SER U] 408121212557, {HAREILAC408
— Y S = ,—'—»A—\/\- :—‘—»/\-‘k [SREA
CNIEL PRI, TR | o s R siring B — v, TR IS A
wagiﬁ%i@?ﬁfﬁgdﬂ%?gfi stringstring; (string1)(string2)\23& 7~ string2 EE — K, [T
\index ;g% o _J\;;\iﬁg ﬁé/\ii$ HiEl ) 455 B 406 5140 & string Lstring 2string 2
I RO AR A (string1)(string2)\1\2 % 7R sE4tstringlEEE — %, HEE K
MindexS1GE1; MAMEANTEE | oo DTTRC 1 4 B 6 44D 75 string Lstring2string 1string2
g, Mindexil LLALEIn 4L 1 5 9 e E A SHTING LSHINg2SingStng
o [16AIR/RH MUILEC RN =4k A RS 1. 6 LA
FEE—A
TR IS JEEE, Ll U P _
ARFALIROIE, ORI | ) oo S LIRS R B A 1 2,
[] A FRER KA IATICHS, RE7RE 3. 65 A LT (AR
A B0 B 0 5 R R D o T e
R T AR @ 7 HIE [N R, AR S TE] 7
(AT, fEanstring], A REVCACEN]. [HA X FERIBRH
FoRIEFICH N TR, BURAERF | [PL6AIR R TTICEL I =/ B A EAE L, 6AZAMIMTEEF
& NEFAHATICE, REFFREQEZ | M, ZFAREITUESFRAL. 68A, HARREERX =4
YO SN A TR R AR LR 2 T, Flan[A6AIR] LLULHidabe. m16, ABEULHECL. 16, 16A
{n} nie — N EEMEEE, ILRCnIK of2}NREJLACBob, {HZAEVLALfood
{n} nE— MM EM RS, F/DILEINIX of2 A BEVLACBob, {HAEILEifoooood
mAIn AR R, Hdhnh T4 Fm.,
{n,m} HEZR S BAEnEm MR F5mAE | o{l,3}6EVCAlfod. food. foood. foooood, {HANGEVGHLfD
VCHE 2]
NN = hreke & SO o S S e
\< RO SR FR ARG R 57 . 5B | \<dolLAC ¥ ildomain, & 1] LAVGAD 5244 §: doa
TRk
NN = hreke & S U o S S
\> JE TR FA M ARG ST . TR | do\>ILEC ¥ iAlundo, & AT PAVLED 4% 5 cdo
TRz
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o aX 0

" VLEL— A iaih B, kg sia fngs | enbrf LAILACnever, {HAGEILECverb
1% [ ) o \berm] AL Hcerase, {HAREILECverb

\B DGC - 5.3 i 57 enBfEILAcverb, {HAREILACnever
WERF[A-Za-20-9 ], =27, 78 e N .

\w B4 ViwgElLfitvian, WwikBElLEiservice
\WEERLT["A-Za-20-9_], &k 1407 . ) bt s

\W Y ree o \War] LAVLHC-a, {H2AfEILAi2aflbass
e SR, VE SR b B | @ WAL AT

\ FERR T, R EBRIEIR TR IR E S | o AT RADLECE S A 7 F
X o Wb A LATLAELAD 17 RFH:

2. Ec ERRFIFNIE S

N ZIE A AT I TR AN I M R S B 2R AR b, X R MIENZRGE S, PATI [ 2 HL R

K, W FHE, A[i%<CTRL+C>H#4& 1L,
3. B & #41

# BAE LR E T, NS “line” TR H AT RIRE TR EFBE (ZEREEEH

RS DU I AR AT )

<Sysname> display current-configuration | begin line

line class aux

user-role network-admin
#

line class vty

user-role
#

line aux O

network-operator

user-role network-admin

#

line vty 0 63
authentication-mode none
user-role network-admin

user-role network-operator

# EERS YA T UP RS OMERFE LS.
<Sysname> display interface brief | exclude DOWN
Brief information on interfaces in route mode:
Link: ADM - administratively down; Stby - standby

Protocol: (s) - spoofing

Interface Link Protocol Primary IP
InLoopO UpP UP(s) -
NULLO UP  UP(s) —

15
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Vianl Up  UP 192.168.1.83

Brief information on interfaces in bridge mode:
Link: ADM - administratively down; Stby - standby
Speed: (a) - auto

Duplex: (a)/A - auto; H - half; F - full

Type: A - access; T - trunk; H - hybrid

Interface Link Speed Duplex Type PVID Description
GE1/0/1 UP  1000M(a) F(a) A 1
# 1 F SNMP AL E -

<Sysname> display current-configuration | include snmp

snmp-agent

snmp-agent community write private

snmp-agent community read public

snmp-agent sys-info version all

snmp-agent target-host trap address udp-domain 192.168.1.26 params securityname public
# N HEZ X R EE SHELL 747 HA& VTY ZR 8 H &,

<Sysname> display logbuffer | include SHELL | include VTY

%Sep 6 10:38:12:320 2018 Sysname SHELL/5/SHELL_LOGIN: VTY logged in from 169.254.100.171.
%Sep 6 10:52:32:576 2018 Sysname SHELL/5/SHELL_LOGOUT: VTY logged out from 169.254.100.171.
%Sep 6 16:03:27:100 2018 Sysname SHELL/5/SHELL LOGIN: VTY logged in from 169.254.100.171.
%Sep 6 16:44:18:113 2018 Sysname SHELL/5/SHELL_LOGOUT: VTY logged out from 169.254.100.171.

2.7.4 BRETREERFIREXH

1. THEE® /T
display & RRMARETZGIHER . TR EITE LA DIREMA SR E, X5 BAE
WA IS AT DR b S A I 1) B FH P ARG BT 5 o A P AT 2 T DA 2 s £ B O A7 348 8 S
fF, J7fERERS L A
A PRI R R AE B ORAE B SO
o KRG EMALORAERNFR T S AERZ T R, O RS R E B A
o CHRRIRME B LB sUORAF B A S A Z T NN, Zd & KRR (E BB e dE g St
FIRERAE, 2R & 2 4B E BN A
2. BLEPR
o IHAEMEEMETHATARM S, WRR(E RSO B8 .
display command > filename
o IHEMEEME THITAML, LRGBS A .

display command >> filename
3. BLE=HI
# ¥ display vlan 1 4 #ERE BARAFEE 2 30 vian.txt.

<Sysname> display vlan 1 > vlan.txt

# BE viantxt (IR, WiE display > 2 BHUTRCR

<Sysname> more vlan.txt
VLAN ID: 1

16



VLAN type: Static

Route interface: Not configured
Description: VLAN 0001

Name: VLAN 0001

Tagged ports: None

Untagged ports: None
# %4 display vlan 999 [/~ 15E B CUE Ny SNARA7 2F8 2 SCHF vian.txt.
<Sysname> display vlan 999 >> vlan.txt
# BF viantxt I %S, RIF display >>r & MHATHCER
<Sysname> more vlan.txt
VLAN ID: 1

VLAN type: Static

Route interface: Not configured
Description: VLAN 0001

Name: VLAN 0001

Tagged ports: None

Untagged ports: None

VLAN ID: 999

VLAN type: Static

Route interface: Configured

IP address: 192.168.2.1

Subnet mask: 255.255.255.0
Description: For LAN Access

Name: VLAN 0999

Tagged ports: None

Untagged ports: None

275 BEMEREELAANGRENA

1. ThEE®E /T

AT display #r &, HIdiEHFESE, ATLARMSEI “2.7.2 BFEWAT SMEREE", “2.7.3 {
HIENFRIAAGS S8R oR(E 87 M “2.7.4 ¥ 5o G BARAF 248 2 U7,

2. BLEPR

HEH B F AT AL, DRSS UEREEE SR ER.

display command [ | [ by-linenum ] { begin | exclude | include }
regular-expression ]&<1-128> [ > filename | >> filename ]

3. BL &2

TR IE I 2R A TR & A S A T R AN

# FAT 5K AT B ORAF B S test.txt.

<Sysname> display current-configuration | by-linenum > test.txt

# 15 SNMP [P FHSCHE & LLIE In 77 sUERAT 21 S test.txt,

<Sysname> display current-configuration | include snmp >> test.txt

17



# BEUHICE, WS “user-group” A7 AT T LA S e — AT E(E B, RN 28175 (T
FIEA 7 BRZATEE “user-group” FHRFE, TSEN ¢ RRIZATAEE “user-group” F
P )
<Sysname> display current-configuration | by-linenum begin user-group

114: user-group system

115- #

116- return

2.8 tHHXHER

o UARECE “HLAEECEFRST” Y “CLI”.
o UARECE “IHAbdarSZET R “CLI.
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Copyright © 2021 #ite =K ARBRATE MIAAH, RE—TRF.

FELARNBBEIFA, EARLMPATSEERD . EFAEARTHBIRE, HTAFUEMRAERE.
RITE=RARBRARNER, AFMPHANEELQRNER. ~RiFAEEEEHR, HEERFIARE.
AXHEFHERAREER), BASBITEA.



1 I 1T CONSOIE [ TRIEE B vvveerrrrrrrrrrrmrr et e et e s s bttt e e oo e oo e e e s s e et e e e e e e 1
L TR I evereeeeeeeeea ettt 1

£ L =5 OSSO 1

1.3 TIE B THE 28 <vvvrerereeeeemeeneneseseies et ettt s bbbttt bbb e s bbb R bbbttt 1
T 70U 2

15 T S fEF <evvveeeereseeeees e 5
1.6 AH DETEE ce vttt ettt ettt 5
Al U = L= Bt o LT PP 6
2L FA I+ et 6

2.2 ZHLIR TG SR eeveereere et 6

2. B I Y& +oeveeerereeeststee sttt h bR h bRt 6
B T i 7 OO 7

RS T T AR 7

T TRl R OO RURUR R 8

2.7 FHTETEE +oeveeerereeeee ettt ettt bbbt 8

3 1EIT CONSOle TIZARHITATE TS TS TEUE A - vvevreeerreserreset e ettt ettt 9
TR 1 1 OO RRRRO 9

B2 T Y& +ovevrereeeeetetee ettt bttt bbb h b h bbb bbbttt 9
B3 i B 2 B ettt bbbt a e et be e ae e 9

I T il A 10

3.5 I B St veveeneere ettt ettt bbb e e e et e b e e st b et be et ae et 10

B0 V] ovreeeeesetee sttt 11

E R DU ] ST ok = LT LT 12
- 7 OO 12

B2 ZHTESR vveeereerereeseeetetetse st teehe sttt s i bbbt L bbbttt 12
A3 T BT LT TR v ereseeeeereeresesesetesesee st ts bt e b et st es bbb bttt bbb E bbbkttt 12
B i B A ettt bbbt b ettt aae s 12

B T LT AU 13

F o < OSSO OUOURRRR 14

A7 FHDETE ] coveeereerer ettt ettt ettt b bbbttt 15
TSI CONSO0IE [ B R AL T g 575 e rnvrrreerammte ettt 16
TR 1 OSSO 16



LT3 2 3 =5 OSSR 16

L T 12 72 16
LR 5 2 OSSR 20
5.5 FH S TE L +vreereeetetetet et sttt bbb bbbttt 21
6 /SiC Telnet/Webh B SR aB R AN TR J5 325 -+ vrrerrmrrre ettt 22
T T LSOO 22
LT = =0 22
LR TR i 72 OSSR 22
B.4 TIT B LA «-evevreseeeereeesees e e e ettt 22
B.5 A T L +-evevreserreeietees ettt 23



1 &3t Console O&Fik%&
1.1 &M
AR ZHA BT iE Console 1B R4

1.2 AWK

&1 jBid Console OiEIE% % (LUER DB9-to-RJ45 Console [H45 J15))

Console[d

DB-9(fL)fk

1.3 BiEHEHR
o ARUREAE: PUTTY. VTP &84,

o MCEMLE: H3C WA SCFFMACE AR 1 FIE 2 FivR. A= 5 SCREIECE B AR AE
FEFto BORARIECHIEC B RGN LLILHC (R B 801 2 W T

X i
B AR A E Yl RI-AS SR BRI MR TRALEEZR, ABLRELZDETHT,
42 F H3C R4 B E w45,

1 BCERGIRE

REEESR B KA REAMMEEELD | IR
QI?%BQ-to-RJ45 Console D i, DB-97L:C 3L RJ-45
Wt #4fTConsole I | 2
Yok USB-to-RJ45 Console 1 H,
" USB L RJ-45
N




. ey 15
RS R A REAKMEEELD | DR
iEiZMini USB Console . " o
1 ey 205 i 4 Mini USB Console [ 45 USBH USB mini-Type B
éﬁo%s'\:l)llzrlg %Sg;ggg Micro USB Console D 48 | USBH USB micro-Type B

2 ELERLGER
P B g5k K=

DB9-to-RJ45 Console I H145 ‘

USB-to-RJ45 Console I H145

Mini USB Console [ H 45

Micro USB Console 1 B1.45

1.4 BILELE

(1)

1.2 B 1 s, ASC{#FH DB9-to-RJ45 Console LA ER & AT H. R E
HAER: PCHLS W &G, At DAV &8 DBt - [E&EHEE] - gl , &5
B _E A s S 1, ARG coOM1, W 2 iR,

=
A AR

#4# /| USB-t0-RJ45 Console 2 #,45. Mini USB Console 2 4 4% 2% Micro USB Console & #,
Sk PCALL &, PCHLE A8 IRZ) /G T 2R A Z5h 0 . IRFYAL /7 49 I Aw 5575 K
HRE P BT




E2 #pA@ERO

e @0 EE 8 F&

4 = RdVdi-123022v
> DVD/CD-ROM B35
b? H3C - parallel port emulators
b IDE ATA/ATAPI $55158
»-§ Vdi Usb Stub
> stEE
by BRI
b TEIERESIEE
7% 0 (COM 0 LPT)
Y% Prolific USB-to-Serial Comm Port (COM1 )
b -8 THEH
= a8
s -[[p EfEiEE
L EEsTREUSEEEIE
b U AEFBARE
b ok BEBIRRNE

(2) HT7F PCHL LI 2wttt ASCLL VTP 8l il 3 fiaR, Hrgtsh skl &,
E3 #EEnIiEs

s FEAOREHEE Ctrltaluc)
ET*D% slEsHsE




(3) WK 4FR, ALK Switch, i HEH COML, HACE W&o 85 e .
o PRFE: 9600
o Hffr: 8
o f#ikfr: 1
o AEKK: Tk
o WEEH: K

El4 BLEXRIRESH

e, T e

Hame Type Addres= Fort

B | Switch| T HfiABEhEE

(4)

ZHIEE 9600
EtE

HiEE s
EilHE
HIEREH %
BEEAR .

V HhERAEI

W CTS4Em

" DSR4

V| Errordz il

| Ringgai|

- msil

V' Bx char

7 Bx char ewent

M Tx empty

BN 5 FroRfi 447 UH, %R PC L] Console 4% #: 4 % hiT -




[E5 RRIhiERER &
Owris suzen IS .
e #fge a8e ITEE 4#E ITE@ Z06 Hho
B =@ e
K Switch x

=
~
~
~

e e e e de Fe e e e e A e e e T e T e e de ok

1.5 BeEXH

¥
1.6 tHx&AR

o PEREE CRETMEERST P B REARE .

. FEmALE “HRRECE mASSE T P COERREmEY .



2 @it Telnet BFi%&
2.1 BN

ARZEBNFiE Telnet B B4 I E 712
2.2 AMFEKR

& 6 s, ¥4 Host A [ it £k 5 Device 14 ] GigabitEthernet1/0/1 43 %4 . it 7E
Device ¥ & b7 ICE, Sl /i@ iT Telnet & 3% Device %%, HAKRZESR ¥ H scheme A Hi\iiF
HREFE, FEMAHP 4% abc M hellol2345, Z UK A B S (1 FH 2 M (B lic B N

network-admin.

&6 @it Telnet B Fi& &AM E

N 192.168.10.1/24

'GE1/0/1
Vlan-int 2

Device 197 168.3.1/24

Host A

2.3 BLEER
o ZGHECE WA IP HihE IR Telnet AR5 2309 1P Huhik. fn R4S Telnet AR S5 28 HH % 1 1A
FER—T M, ELRIEP & W% R 4% ik .
e Windows 2GS IARFTE M, AILATEY Telnet & i Win7 PLE RGEERINATFF IS Telnet

BPumhAe, FahIta kB 7 fos: AR —FRE P FIhRe—FT FF a6 ] Windows 6
—/r]3% Telnet 5 /7 5 R A] .



&7 FFE Telnet ZFikIhE

@Qd; » BEER » FFESEERT » EETEE

EHIEEER / = " . [
[-4 Windows THgg =
EEC=ENER . .
. FIFFaEXE Windows Thag
4 FIFFEESEE Windows TheE
T EEH—INEE | BEEESEE, SEAF—FIhEE

SiEE, EEaiERR TR —8E.

[} NFSERZ
]} RIP {HOFEE
\ | Tablet PC B4

| Telnet ZFim
I
[} Windows Process Activation Service
| Windows Search
[T Windows TIFF TFilter

2.4 BLE L

# 13T Console M&xi%, HARGME, HIFE Telnet k% .

<Sysname> system-view

[Sysname] telnet server enable

# BCEIEN VTY HIP 8k B ] AAA FIGETT e

[Sysname] line vty 0 63

[Sysname-line-vty0-63] authentication-mode scheme

[Sysname-line-vty0-63] quit

# GIEAM A F abe, FCHE %09 hello12345, FZAUELH F €2y network-admin.
[Sysname] local-user abc

[Sysname-luser-manage-abc] password simple hellol2345
[Sysname-luser-manage-abc] service-type telnet

[Sysname-luser-manage-abc] authorization-attribute user-role network-admin
[Sysname-luser-manage-abc] quit

2.5 WnFfcE

# 1% N Win+R &8, TIPS T 6 EHE, HiN “omd” BIA 4T T ar 3R 77 A, 4 Telnet
WA P, [FIZERIAFTIF &S, .

C:\Users\Administrator> telnet 192.168.3.1

#AEMANKTHE, FEMAREREZE FE: FiELRE, En#EANRS LT,

Login: abc

Password:

*hkhk *k Kk

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*



* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *

*hkhk B R e s L *

<Sysname>

2.6 BEENXH

#
telnet server enable
#
line vty 0O 63
authentication-mode scheme
#
local-user abc
password hash $h$6$12Sg4L1j1qVUWQZ3$JA6KkU3zTVVRg48MMI2X6cVpd iqgR2JIF887PKi3GQMwn
XXXcsWBuz7GleJdZeeNFMmMBaV7DPkKb InbOsGT2axvg==
service-type telnet
authorization-attribute user-role network-admin
#

2.7 lHXER

o JARECE “HANECEIRTT HH) “ERE
o URELE “HAarSSH” hH CERBIE.



3 T Console HAKINIELF REFR R E
3.1 &N
AR ZEHIANHATiEE Console HAS MR 7 B 5%
3.2 BLEHER
2% 1 j#id Console G & & N & 24T T -
3.3 BILEXE

A HANIE SN password AIEFT scheme WAIE 77 P Ff
1. password IAIEFF T

#IHEARFEME.

<Sysname> system-view

# BB AUX H P2k (3 Console 1) NIERECA password #E5 CEAZIAIED

[Sysname] line aux O

[Sysname-line-aux0] authentication-mode password

# WE )y simple W] 377, 1H79 hello12345.
[Sysname-line-aux0] set authentication password simple hellol12345
# I B P 808 network-admin, AT EE(E RGEHTA ThREM BLIA .
[Sysname-line-aux0] user-role network-admin

# IR RGE

[Sysname-line-aux0] quit

# RAFICE, PiilbRcE k.

[Sysname] save

2. scheme IAIEA R
#IEANRGMAE.

<Sysname> system-view

# ME AUX H 2k (53 Console 1) AIERLECH scheme B30 (H P 4 265 IAIE)D «
[Sysname] line aux O

[Sysname-line-aux0] authentication-mode scheme

# IR RGE

[Sysname-line-aux0] quit

# G A 7 Client, B %054 simple B 377 3, {84 hello12345, H 7 £ t4°4 network-admin,
FHRAE R G DR B

[Sysname] local-user Client

[Sysname-luser-manage-Client] password simple hello12345
[Sysname-luser-manage-Client] authorization-attribute user-role network-admin
# Wc B R 552578 terminal, Bl Console 18 [l AL,

[Sysname-luser-manage-Client] service-type terminal



# 1B RGAE .
[Sysname-luser-manage-Client] quit
# RAFICE, PiilRcE k.

[Sysname] save

3.4 WFfAcE

fic B ¢ UG FEUGE T Console 111855 ¥ 4% i -
o password IEF U LA R 7R, 7 password 4b% N E B 112515 hello12345 J5 B A\ &
G 24T AR EDASITER R,

Line aux0O is available.

Press ENTER to get started.
Password:

* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *

*

* no decompiling or reverse-engineering shall be allowed.

<Sysname>

e scheme IE I W FHE7R, 7E Login 4bfi NECE HIH P Client, 7t password b AR
BN hello12345 JGRITTHEAN RS 24T CRAREISASFTEHIRR) .

Line aux0 is available.

Press ENTER to get started.
Login: Client
Password:

* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®"s prior written consent, *

*

* no decompiling or reverse-engineering shall be allowed.

<Sysname>

3.5 BEXH

e password AF TR
#
line aux O
authentication-mode password
user-role network-admin
set authentication password hash $h$6$FHkW5VakiATx1+QX$1c5xycWOhx3FI9TJi2vMzCwUS
tFKCPNVM+M8KYCWPc1F1Q4nhm1SUDGP59LG I SHN+ts j j xpXEFA+00Y6yr000jg==
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#
e scheme \iEJ5 5
#
line aux O
authentication-mode scheme
#
local-user Client class manage
password hash $h$6$nz1haYkZ7nMNDuD8$61zQWor52DYHpv2KFyCdVHX/d4WOVNRPFyEEU2zyuoB
00Z511S8bLYqUFSjVIBNCcRIA25F 1 1z4Js13akTZ3SXw==
service-type terminal
authorization-attribute user-role network-admin
#

3.6 HHXEX

o JUARECE “HANRCETRTT HH) “ERIAHICHE .
o  UYREE “HMEEMLSHE” I CERBHML.
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4 BE=RMNETEEFRRE

4.1

4.2

4.3

4.4

M

A Z AN R 2 ] DX 206 28 R 2 S VR O TG B 7

& 8 o, ALHL Switch ZREAE A F] NFRIILS . ILERKE Switch HEN & a2, AL BE 67T LA
i 7 Al 2 R S i s o

B8 WM A EMETIEERRFE EHWE

Vlan-int100
— o 192.168.1.2/24
= EI4E
GE1/0/1

Router 192.168.1.1/24 Switch

B ETESEIM

AEFVER SR OL S WA R S A K, BASCRHEIUT ERUE AS “Br e =4 > iRk > ik
UL ) R LS IR AR Ul B pdf” B

PATAFCERT, 5k Switch BLEDN Telnet fiid54, LAEA - BEHSIEIT Telnet 5% B Bt #2171
FEEHEAME . KT NMEEEY Telnet X &HEMNH, ES W7 MEIE “HEMECERT”
K B

BLELER

1. fit & Switch
# 0% VLAN, 7E VLAN FIIASS B sg 1, FFRCE % VLAN #2 0 1 IP bk,

<Switch> system-view

[Switch] vlan 100

[Switch-vlan100] port gigabitethernet 1/0/1
[Switch-vlan100] quit

[Switch] interface vlan-interface 100
[Switch-VIan-interfacelO0] ip address 192.168.1.2 24
[Switch-VIan-interfacel00] quit

# BB A

[Switch] ip route-static 0.0.0.0 0 192.168.1.1

# IC B A IR 55 ax 1) IPvA Sk

[Switch] dns server 114.114.114.114

# WO B = T 28384

[Switch] cloud-management server domain oasis.h3c.com

# RIFBCE

12



[SwitchA] save force

2. it & Router
# e B 1P ik,

<Router> system-view

[Router] interface gigabitethernet 1/0/1
[Router-GigabitEthernetl/0/1] ip address 192.168.1.1 24
[Router-GigabitEthernetl/0/1] quit

# ORI E

[Router] save force

3. = MKECE

TE=fEIMZS (https://oasis.h3c.com), TEz= &6 EfEBERNFINES, BAREDEEEEHEM
RAE T > R > O S EE > SO > BRMS > AL > H3C & /ML > i S FM”
TR “H3C Z ] W 4% 36 2 T iH-6W 1047,

AT DA B B S B E A Tt http://www.h3c.com/cn/d_202009/1324994 30005_0.htm

&9 4% Switch RN E = B 4%

H3CEEMZ

HIEMEFERES
* H3C ERREHETH-6W104 > H3C ZRMATIRSTRIESTAH-6W103
* H3C mEMBIEEHESFM-6W101 * H3C WSS=TEHES=Ht-5W101

? H3C =EMEIAIEESFM-6W105 ? H3C =EMEERIEEIESTM-6W104

4.5 WiFfc &

# BF Switch 5= R4 1EBSRA, 24 Cloud connection state & Established IRA&SK;, FRi%
BT,

[Switch] display cloud-management state

Cloud connection state : Established

Device state : Request_success

Cloud server address : 101.36.161.141

Cloud server domain name : oasis.-h3c.com

Cloud server port - 443

Connected at : Tue Apr 20 15:43:17 2021
Duration : 00d 00Oh 02m 32s

13
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Process state . Message received
Failure reason > N/A

# 1E 2 A WM 45385 Telnet 2 F 5 45

T 2 a7 R 28 25 B0 U TG 000 S F R P B P 4 A B, e () SR e % “ 4 > @SB F” , $TJF
telnet 155X, RIATIE I 2= 4 09 4 42 i S 1 4% A 247 S T8

E10 E=EMLEET Telnet BRI &

WEEIE  EeyEd RERG 8FmE At

SA5E AR JERT C 57ale v 210231ABEXB164000124 ~

EHEETI AT MER !
iRl : SRR T s ThER

telnetE, al=im= = =R

BRI R

BIERLL

HEHE

4.6 BCEXXH

. Switch :

#
dns server 114.114.114.114
#
vlan 100
#
interface Vlan-interfacel0O0
ip address 192.168.1.2 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100

#
ip route-static 0.0.0.0 0 192.168.1.1
#
cloud-management server domain oasis.h3c.com
#
o Router :
#

14



interface GigabitEthernetl/0/1

port link-mode route

ip address 192.168.1.1 255.255.255.0
#

4.7 HEXER

o UELE “MEHMEEMERS” TR P EIERE.
o URMEE “WMIEHMEEMLSE” T o EIER.

15



5 &ic Console D255 438 5 1k

5.1

&9

A ZE G EIC Console 135 H5 i AbFE J7 v

FE— ﬁﬁ?&tﬂ Console A%, i@l Telnet/SSH J5 20 & SR 45 1 .
HEZ SR EEAT R A SN, ok gk v BT B B A B SR .
JHEVGE T SiC B E %00, Toik B sk b4 B I 75 PR B 3 A4 e B SCARRT

5.2 HMEEk

x

53 BLEXTE

—
=@l
R RAEF 7 ik —& F_ console O B, JnR ST BFRIX GO B, BEA LTk,

1. 5i&—: @i Telnet/SSH EFi% & /F1&2% Console 115

Bt Telnet/SSH R EFRiE %5, 2% 3.3 1. password A iF /73 3.3 2. scheme TAIF /5 20 & Hfic
& Console 1%14,

2. 737 18T bootware 3 HEFPIE E X HEENEF T2 console OZE

X i

R = 5wt bootware R & T 464 A R E), thabvh S5130 £ 71 VA KW AL H 11,

(1) 3L console MR JEH & HHTE D).
(2) W&EBIZT Ctri+B 3 bootware 25, EHFEPGT Marhc B B3, WA 11 fiw.

16



E11 # N bootware 38 FH kit Y uiEc B B Eh

EXTENDED BOOT MENU. .
apability is enabl

EXTENDED BOOT MENU

y all files in flash

MENU

(3) %+ Reboot & )5 %%, MK 12 Fis.
12 ERKE

1en rebo

EXTENDED BOOT MENU

Acce EXTENDED
Format file

BOOT MENU

(4) WHAHEBIE T Ctrl+C o Ctrl+D Bhid B shic &, Wi 13 fios.
E13 Bkt BaEcE

to break.

iration: no int

ENTER
Jan

(5) 1% N Enter S IhBd BL BB B, @A AT T
(6) BEEMEITNE.
<Sysname> more startup.cfg

(7) R EoREC B SO A R T e R AR BUAH ot SO, W 14 5 16 For.

17



El14 SHEEXMH (—)

role name level-12
description Predefined level-12 role

#
role name level-13

description Predefined level-13 role
#
role name level-14

description Predefined level-14 role
#
user—group system
#
local-user admin class manage

password hash $h$65YqjUSPPALVL/ouvKSNtIfmOpbbeIYpVyIkNRCR3P+O5SNQYJ41e¥9fg+jYyc:
[¥yUmzOvHfsasetlr3J6NtPazSo2 TWBJIpi/ocofpfowka==
service—-type telnet http https terminal
authorization-attribute user—role network-a
authorization—-attribute user-role network-op
#
ip http enable
ip https enable

BTEED)
Ha =8l L Ctrl+C

#

return

EER
REEAED

ERIEEED..

E15 SHEEEXH (Z)

description-Predefined:level-12-role o
# +
role-name:level-13 +
description-Predefined-level-13- role =
# +
role-name:level-14 +
description-Predefined:level-14- role o
# +
user-group-system +
# +
ocal-user-admin-classmanage +
passwordhash-ShS6SYgjUIPPAIVL/ouvKSNEIfmOpbbel Yoyl kNKCR 3P+OSNOYI41eY S g+ yck+
YyUmZOvHTsaset1r3)6NtPazSo2 7WBIpifoofpfowka== ‘
service-type-telnet-httphttps-terminal o
authorization-attribute-user-role-network-admin o
authorization-attribute-user-role-network-operator +
# +
ip-http-enable
ip-httpsenable
# +
return !
+

(8) MEBCE AR, MIBRE S E R . A SCLANC BB %Y hello12345 4%, Nl 16 Fion.

18



==
A EE

password tAIE7 R &AL E £ AUX 2 BLE T, scheme 7 X % #hfe B /£ local-user Bt & F, AL
WIS 2 scheme 75 X & A ) 4.

El16 ECEFHERD

description-Predefined:level-11- role +

- o

role-name-level-12 +
description-Predefined:level-12- role +

3 +

role-name-level-13 +
description-Predefined:level-13- role +

i +

role-name-level-14 +
description Predefined:level-14- role +

5 +

user-group-system M.

i +
ocal-user-admin-class-manage N

passwordsimple-hello12345+«

- service-type-telnet-httphttps terminal +

authorization-atiribute-user-role-network-admin

authorization-attribute-user-role-network-operator ¢
i +

ip-http-enable

ip-httpsenable +
& +
return +

9) IR R AT I, ARG
<Sysname> system-view

(10) HEcius HBC E SO RIRIGE BB, W&l 17 Frow.

19



E17 SANEEXH

tI rmapbh— I¥YpVyIkNRCR3P+OSNQYJT41e¥9fg+]¥ycK

REEEAEE
EHEEED.

(11) fRAFACE .
[Sysname] save

(PN PREVN S E YRR 2
[Sysname] quit

<Sysname> reboot

3. F3k=: BT bootware SEERIXIFPITE E X B FIRECERIR
(1) ETE B R E RS EAERRCE S, BN RZUA.

<Sysname> system-view
(2) K 4wTHCE R E BRI E S startup.cfg AL EDRS A N MR L AT s E .
[Sysname] configuration replace file startup.cfg
Current configuration will be lost, save current configuration? [Y/N]:N
Now replacing the current configuration. Please wait...
Succeeded in replacing current configuration with the file startup.cfg.

(3) =W 3.3 1. password \iF 7k 3.3 2. scheme iAiE 7 2L E Hifid B Console 125,
4. 75350 @it bootware SRR AL E W HBEIEREHIITEE

==
ZCE&;E&;

T E R EREPIARE, WHRE A LSRR B a i it

(1) EETE B E SR SR BN RGLE], R AT TR E .

<Sysname> system-view
[Sysname] save

(2) =0 3.3 1. password \iF 7k 3.3 2. scheme iAiEJ7 2LE #ifid B Console 1215,

5.4 BEENXH
o

20



5.5 HHXER

o JUAME “HANREIRT” ) CERIAHCE .

o UAMRCE “HANRETRS” hH “RESCHERL.

o JUAMEE “HANREMLSSH” P CERBFWL
il E ‘AR EGSSE” P “REXERE AL

B

21



6 &It Telnet/Web B3040 ik
6.1 &
REHINEEIL Telnet/Web &35 200 kbR 51,

6.2 ZAMFEK
"

6.3 BLELSR

1. =12 Telnet B R ZHBAIE T %

i1t Console MEF¥ A/, ES W 2 J@id Telnet & 514 % HHL & Telnet &% %10,
2. =18 Web B REMBALIESE

i1t Console Mk i#/m, HHACE Web &%,

HHENR G

<Sysname> system-view

# NI Web F P AL (HEAREL client A%, Bt EIAMIEZTS A hello12345.

[Sysname] local-user client

[Sysname-luser-manage-client] password simple hellol2345
[Sysname-luser-manage-client] quit

#IRAFICE, BribRcE ER.

[Sysname] save

6.4 BCENH

e Telnet 7k

HS 0, 2 JEit Telnet B3 & &

. Web 77 =,

#

ip http enable

#

ip https enable

#

local-user client

password hash $h$6$12Sg4L1j1qVUWQZ3$JA6KKU3zTVVRg48MM92X6cVpdigR2JIF887PKi3GQMwn

XXXcsWBuz7GleJdZeeNFMmMBaV7DPkKb Inb0OsGT2axvg==
service-type http https

authorization-attribute user-role network-admin
#

22



6.5 FAXER
. PEEMICE “REMEERS” ) BRI ANE .

o YREE “HMEEMLSHE” hI CERBHmL .

23
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o B X HETRIRIEAC E 5 R

/!

Copyright © 2021 $i4E= B ARBIRAR AR, RE—IAH.

EZANRBEFT, EMLLMMATEEERED, SHANATHBA R, HREUEMHRIEE.
BEFE= HABRATOEN, AFMHEHMNETARNRER, FoFRERER, b aRFARE.
AR B ATRLER), R BITEM.



LRI EE T TR vveeeeeeereseeeereeeieiee s e s e e e i e e e bbbttt 1
L TR I evereeeeeeeeea ettt 1
I T = =31 USSR 1
L3 i B T ettt EEEf e EEE e E e e f e E e s e et gt e e b et e et e rernres 1
L2 A DETE coeveteeeee ettt bbb 2
A o .Y = = PP 2
2L FA I+ e e 2
2.2 ZHLIR TG SR eeveereere ettt 2
2B I Y& - eveeerereerestseee sttt bbbt bbb h R b h bbbt 3
24 T BB et 3
I oa T L uh = AT TSP TO TP 3
2.8 AT IL +-evereseere ettt ettt 4
S BEIT ETAELE --vveveeeeresesesrereseeeesesesceeeseeesce st ee e bbbt e et e bt ettt 4
TN T AT T L PP PP 4
I3 2 3 =5 OSSR 4
B3 T Y& +ovrerereseteteteeee st h ettt h bbb h b h bbb R bbbttt 4
B I B I vttt 5
3.5 FH UL +vrerereretetet ettt bbb bbbttt 6



1.1

wEH) BEE

Jebe
iy

A B BB BN | RS 7%

1.2 BLEEEEWM

AR A& SRR B W) RS L TTREAR], Bk LA & (1 SRl i o -

WA BB )G, WESTERITE R ERS . Wik, PSR R&N Console Hi#HT#:
1, AREIE T SSH 8 Telnet 77 I 275 5% 1% %5 . % T Console B W& 1117772, 152 I @it Console
BB A YR L B AR

1.3 ILEXE

e 4T restore factory-default @417 & H &%
# BB B ) RS

<Sysname> restore factory-default

This command will restore the system to the factory default configuration and clear the
operation data. Continue [Y/N]:y

Restoring the factory default configuration. This process might take a few minutes. Please

Please reboot the system to place the factory default configuration into effect.
#EPWS, WAEGERAALATIE. HRTEHCE, W& RIIE R )RS

<Sysname> reboot
Start to check configuration with next startup configuration file, pleasewait......... DONE!
Current configuration will be lost after the reboot, save current configuration? [Y/N]:n

This command will reboot the device. Continue? [Y/N]:y
Now rebooting, please wait...

o MHIBRECE I E S e
# B VA T CAAE IBC B A

<Sysname> dir
Directory of flash:

0 -rw- 6244 Jan 08 2013 07:26:03 startup.cfg

1 -rw- 136628 Jan 08 2013 07:26:03 startup.mdb

2 -rw- 58704 Jan 03 2013 07:56:22 diag_H3C_20130103-005605.tar.gz
# IR IC & A

<Sysname> delete /unreserved startup.cfg

The file cannot be restored. Delete flash:/startup.cfg?[Y/N]:y
Deleting a file permanently will take a long time. Please wait...
%Delete file flash:/startup.cfg...Done.



#HPRE. EETEHZE, WERIKESIH] K.

<Sysname> reboot

Start to check configuration with next startup configuration file, pleasewait......... DONE!
Current configuration will be lost after the reboot, save current configuration? [Y/N]:n
This command will reboot the device. Continue? [Y/N]:y

Now rebooting, please wait...

o IHBRERAF I EIF ER e

Z i

o HHEAT, AEHAW TRBIHEE MRIA G RN IZE EEMG, HiEEEm, i
REMEEZREEMARTRBIHEE LI, HAMERELIR T4,

o  FRIEREH, WHRALAEE .

# IR QORI BCE -

<Sysname> reset saved-configuration
The saved configuration file will be erased. Are you sure? [Y/N]:Y

#ERBS. ERGME, EHRESIH) IR,

<Sysname> reboot
Start to check configuration with next startup configuration file, pleasewait......... DONE!

Current configuration will be lost after the reboot, save current configuration? [Y/N]:n
This command will reboot the device. Continue? [Y/N]:y
Now rebooting, please wait...

1.4 FHXZER

o JARECE “HANRCEIRTT R “RESER.

o JUAMECE “HANECEMSSH” P CHCESCIER
o UMEE “HMRcERST” hH CRREH

o JUAMECE “HANREMSSH” T CREER.

o UAMCE “HANREIRST” ) X RGEH.

o  YREE “HMEEMLSHE” hH S RGER.

2 soymEH
2.1 faif

KGN &AL B ST
2.2 HMFEK

WK 2-1 78, %4 Device FI4RTEC B CF, #1475 FTP Server .



E2-1 &pECE AN E

<

Device FTP Server
192.168.10.1/24

2.3 BLEESR
158 Device %455 FTP Server [a]# 7k .

2.4 BEELE

#IRAEWRICE, HE 44 KBS 45 startup.cfg.

<Sysname> save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfqg]

(To leave the existing filename unchanged, press the enter key):

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

DA R BRINRAE T — AN 44 A starup.cfg AIE B 0.

# % startup.cfg i FAE3] FTP IR S5%% 1.

<Sysname> ftp 192.168.10.1

Press CTRL+C to abort.

Connected to 192.168.10.1 (192.168.10.1).

220 WFTPD 2.0 service (by Texas Imperial Software) ready for new user
User (192.168.10.1:(none)): root

331 Give me your password, please

Password:

230 Logged in successfully

Remote system type is MSDOS.

ftp> binary

200 Type is Image (Binary)

ftp> put start.cfg

ftp: No such file or directory

ftp> put startup.cfg

227 Entering Passive Mode (192,168,10,1,235,54)

150 "D:\temp-lfiff\startup.cfg" file ready to receive in IMAGE / Binary mode

226 Transfer finished successfully.
4326 bytes sent in 0.003 seconds (1.49 Mbytes/s)

2.5 WFACE

# BE bALHRCE .
ftp> dir



227 Entering Passive Mode (192,168,10,1,252,152)
1 File Listing Follows in ASCII mode
- FWXFrWXFrwx 1 noone nogroup 4326 Sep 2 14:00 startup.cfg

DA 1529 startup.cfg SC 2 AR S| FTP ik4548 1.
2.6 FHXZER

o FEMALE “EMICETRS” P CECESCHHER.
e  EME “HEMMEMLSSE” PR “EESCER.
o UAELE “HMACEIRST” TR “FTP M TFTP”.

o UWMEE “HMEEMASZSE” i “FTP M TFTP”,

3 wtazmE
3.1 &t

H 20L& Thae e W& 70 3 sl B B3RO AT R B SCF. WA 3 0 R T e B SO R AP AR 3R 2
PRt b, EEh e, BIRTSCIlEBNACE, MM 7 INEmCE, RORFRE 7 28 5 R T
R, [HTSCBN RS ERE . N SR MR R, W& BB H.
WA E BN, Bk EhE AN R ST &S /F1E autocfg.py. autocfg.tcl B4
autocfg.cfg fit B S0 WHIRAFLE, W EEPATISCM: WEIRAEE, NED B sh W OSCHIRS % L3k
EF AT IO B AR SO BRBC B S, SR E B B DhRE . autocfg.py. autocfg.tcl #1 autocfg.cfg At
BRI R Bk & FAATE—A

ER A [ i 5 £ A 2 S 7E I 48 BB A R 3 e, BT DA R 2B E B
AREBINHBhS 5 shEE 7%

3.2 ‘AMEEK

N 3-1 o, W ERS, it HZhE.
[E3-1 Bkl B mhEc & LH M

i <

PC Device

3.3 iLEER

w0 B B 3, F4# ] Console FE 545 . 5T Console B 545 7%, 12 W il id Console
R WA PUE L B R 7



34 BELEXR

# WA IR B
Starting......

Press Ctrl+D to access BASIC BOOT MENU
Press Ctrl+T to start heavy memory test

* *
* H3C S5570S-28S-HPWR-EI'  BOOTROM, Version 105 *
* *

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd.

Creation Date : Jul 6 2021
CPU Clock Speed - 1000MHz
Memory Type - DDR4 SDRAM
Memory Size - 1024MB
Memory Speed - 800MHz

CPLD Version : 001

PCB Version : Ver.A

Mac Address > b04414cd47a4

BootRom Validating...

Press Ctrl+B to access EXTENDED BOOT MENU...O

Loading the main image files...

Loading file flash:/s5570s_ei-cmw710-system-e1105p09.bin. ... ... . ... ... .. ......

Loading file flash:/s5570s_ei-cmw710-devkit-el1105p09.bin.. ... Done.
Loading file flash:/s5570s_ei-cmw710-boot-e1105p09.bin. ... .. ... Done.

System is starting...
Cryptographic algorithms tests passed.

Startup configuration file doesn"t exist or is invalid.
Performing automatic configuration... Press CTRL_C or CTRL_D to break.

Automatic configuration attempt: 1.



Not ready for automatic configuration: no interface available.
Waiting for the next...

Automatic configuration attempt: 2.

Not ready for automatic configuration: no interface available.
Waiting for the next...

" LLE % “CTRL+D” 5i3 “Ctr+C” Az E, # A\ Comware £%;.
3.5 FHxER

o JAME “HANREIRT” hH) “HINKCE .
o JUAMECE “HANRCEMLSSH” T CHINCE”



R FHRIRIR AL B 5

Copyright © 2021 FE=RARBIRAF MIRFAE, RE—IRF.

FELARNTREIFA, EMRMLMNATSEERED . EFATEASTHIBIK LI, FAEUEMERIEE.
ML= FHARGRARNERI, AFMPHINEELRNER. TRIVARERER, ASENFIARE.
AXEHPHIERATREER), BTBITEM.



R 2R R S a2 1 R = by SRR 1
0N T 7 LT T 1
1.2 LR FE SR <vevevererereres oot 1
IR U o N 3T LT 1
LA I B VHE AR +vveveeeres s s es et 1

LA FREUTFZR A < vrereeeeeeeeeseees e 1
14,2 ARG BRI TIE B cvveeeese sttt 2
5 I B HE I ottt bbb 5
TN A A - | = 5
ST ol = R 1 o 5
1.5.3 ZE T 4RI - veerererereresesesesest sttt 6
I B = 1 7
ST ST A - LT 7
1B TR TIETIE BB v veveeeeeeeeeiei ettt 8
L7 I B S ceeveeee ettt 8
18 HH T J] +vveeet ettt bbb bbb 8

2 {# A bootware SZE FN XModem T IR B ERAEBRZR «veovreereeremreiesineie st 9
2L FA I+ reee e e e 9
2.2 R R R +eerereeee ettt 9
2. 3 T B A T I cvveeereseseseses sttt 9
- S 9

24,1 FEBLUTFZRIRAEAL «oveeeeeeerereiei ettt 9
B N = . L 10
A T 1272 10
2.5 BT TS ZATI IS «+evvveereersrnrre ettt 10
2.5.2 HE A DOOIWAIE FE L cvvrereietitie ettt 10
2.5.3 MBI BRIV B YRR TR ceeereeeee et 11
25,4 TFZEVEAG corvrererereresesis ettt 13
2B R T i B veeeeeeeee sttt ettt e e e e e e e e e e e e e E e e e e e e e s et raaeeeaeeeaaaaes 15
2.7 KHTETR IR ceeee ettt 16



1 AT T A F R EF TR
1.1 fajfy

ARG8T 7 T4 A R AR R 77 1
1.2 AMFEK

WA 1 PR, fE I E AN LR BB . BLER: M PC L FEIRAFIRA 2B %, ik
HTH B RRAS o

&1 &5 Console OB Rig & EME

192.168.1.2 S @ 192.168.1.1
124 124
fic & 2k

pC Device

1.3 BB FEEIN

TR AT, VN ERRAS A5, B ORI A AT 2 2 AT AR RS 2 T8 R, 1 8T
DT 2 G SN LA LA RRAS T+ 40 B3 T S
TG R R R W, IR S i, SRS E N (] BkAT

1.4 BB ER
1.4.1 SREVARSEE

ST A A R 7

o HF3 H3C EM http://www.h3c.com/cn/, TE “ B H—7= it 5 RS —R 58—
BATET EH (B2 s T, iR, BT R E SR

o HKFR H3C HARSCH N FSREURF F- I 3 3R A



http://www.h3c.com/cn/

E2 $TH “RETH” TUHE
€ English HK i =R E3=.

iR BRAE ﬁ?ﬁ@iﬁl'—ﬁﬂﬁé’) FmxFoRsS | MEWE  HE=AF

-

BR&S SIS D) | st BRI
EemmEnal  EREAEE R PN
EEERER) N
R roREp WSS s
E T "
RS B)[zmr= e
\ R \
ATHR \ SRIESS 348
EREHiIR \ i
HPEP=Rs e BEESRE
_ SReTERO
$TE=IRSAPP

1.4.2 XHRRS I E

s
K& EFEL FTP. TFTP. SFTP % 7 X &k &0 & 2 XM Fo b4 AT AR, RSV
TFTP il A Bl AT, 6 I XiF AN = Sfe B35S,

# AR SS 2e EI TRTP RS 281068 (Ll 3CDaemon A M), B TFTP RS2 A&/ T #;
BWRESH, I ERS



E3 EcE TFTP BRS5EF L&/ T &R’ 1E

File WView Help

TFTF Serwer Start Time | Peer | Bytes | Status

aemon Configuration

General Configuration

Create directory names in incoming file relv

Mlow owerwrite of exizting files? 2

FTP Profiles S¥slog Configuration

TFTF Configuration

Upload/Dewnload D:AWIFTES

Per-packet timeout in seconds 5
Maximum retries o
0

Interframe transmission

| B | EREw |

FTP Server

Syslog Server

TFTF Client ]

For Help, press F1

m

CAP INUM




&4 FFB TFTP RS

3CDaemon

File View Help

TFTF Server

FTP Server

Start Time | Peer | Bytes | Status

Swslog Serwer

TFTF Client

For Help, press F1

NUM

= B

File View Help

TFIP Server

FTF Serwer

Syslog Server

TFTF Client

For Help, press F1

Start Time | Peer | Bytes | Status

Aug 31, 2021 10:5%:06 local
Aug 31, 2021 10:5%:06 local

0 Listening for TFTP requests on IP address: 192.168.1.2, Port 69
0 Listening for TFTP requests on IP address: 10.135.104.114, Port §

1 3

CAP INUM




1.5 ILELE
151 BLERRZEIE IP

# A5 FL VLAN 99.
<Switch> system-view
[Switch] vlan 99

[Switch-vIan99] quit

# QIS B VLAN [z .
[Switch] interface vlan-interface 99
# L& Vlan-interface99 #:11 IP itk >y 192.168.1.1/24.

[Switch-VIan-interface99] ip address 192.168.1.1 24
[Switch-VIan-interface99] quit

# BEN B S TR ORI DAL G AR SEBRIG D0 e, LA 7R 1)
[Switch] interface gigabitethernet 1/0/1

# e B #: H2KMY 0 access.

[Switch-GigabitEthernetl/0/1] port link-mode bridge

# FZAE M VLAN 99,

[Switch-GigabitEthernetl/0/1] port access vlan99
[Switch-GigabitEthernetl/0/1] quit

1.5.2 BcEFH IP

# BCEAH AL IP Hulik~: 192.168.1.2/24.
&5 BLEEH IP #hk

Internet BHIMEE 4 (TCP/IPve) EiE [ 2|
B

BRI ESREE o A

O BENERS 1P Ht @)
@ fEATEAY IP Mt =)

TF it (T): 192 188 . 1 . 2
FRHER 955 255 855 . 0
E ATV

BEIFHE 6 fREEE L )
o AT ER I8 ARSE et @)

Eif 165 ARSEE )
HH 105 BRI G
OB ErfsiERE 0 =R

[ e || 3E |




#AEH “Win+R” PAERST I TE H, A omd $TIFar 2472400, M2 idid i, B oREmL
s la) i ik

C:\ Documents and Setting\Administrato> ping 192.168.1.1

IEfE Ping 192.168.1.1 HAE 32 it :

kH 192.168.1.1 MEIF: F75=32 Kf[A=31ms TTL=253
FH1=32 AfA=30ms TTL=253
kH 192.168.1.1 MEIF: F75=32 Kf[A=30ms TTL=253
kHE 192.168.1.1 MEIF: F75=32 Kf[A=30ms TTL=253

kE 192.168.1.1 [HEE:

192.168.1.1 [ Ping ZilMEE:

At

CRE =

4, 2B = 4, X =0 (% ER),

FEIRAT R e ) (LA B RS A B )
31ms, “F¥ = 30ms
# E% 4% E ping TFTP ARG 2eht CEP AL IP Huhl), £EWS ping iE

/H = 30ms, &K =

<Switch> ping 192.168.
Ping 192.168.1.2 (192.
192.168.
192.168.
192.168.
192.168.
192.168.

56 bytes
56 bytes
56 bytes
56 bytes
56 bytes

--- Ping

<Switch>

from
from
from
from
from

1.2

168.
1.2:

1.2

1.2:
1.2:
1.2:

1.2): 56 data bytes, press CTRL_C to break
icmp_seq=0 ttl=64 time=10.701 ms
icmp_seq=1 ttl=64 time=2.678 ms
icmp_seq=2 ttl=64 time=2.282 ms
icmp_seq=3 ttl=64 time=1.617 ms
icmp_seq=4 ttl=64 time=1.701 ms

statistics for 192.168.1.2 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.617/3.796/10.701/3.474 ms

# AT save T IRAFICE S ATICE S B

save

The current configuration will be written to the device. Are you sure? [Y/N]:y

Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):

flash:/startup.cfg exists, overwrite? [Y/N]:y

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

1.5.3 EFYERRA

# il display version

R

<Switch> display version

R EE B ARSI ETH AT 5 B3 B RRCAS AT LASG IE T2

H3C Comware Software, Version 7.1.070, Release xxxx
Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.
H3C Switch uptime is 0 weeks, 0 days, O hours, 19 minutes

Last reboot reason : User reboot



1.5.4 BEER K

#ilxd dir S EHERERIRIAE TR, FREBREE ROV BAERNRIPRE LD TRAFHT
IDES IR/ /AR

<Switch> dir
Directory of flash:

0 drw- 707584 Jan 29 2013 05:41:21 123.bin

1 drw- 12639 Jan 29 2013 05:41:21  patch.bin

2 drw- 48866304 Jan 02 2013 08:30:11 r6126p20.ipe

3 -rw- 591 Jan 01 2013 03:31:14 serverkey

4 -rw- 6304 Feb 02 2013 06:58:55 startup.cfg

5 -rw- 159335 Feb 02 2013 06:58:55 startup.mdb

6 -rw- 0 Jan 02 2013 06:19:27  topology.dba

7 drw- - Jan 02 2013 05:32:24  versionlnfo
...... WG eeeeee

251904 KB total (25052 KB free)

# M7 A AN LR, FEE delete Zunreserved file iy 4 AR MR 22 4 5S4
<Switch> delete /unreserved patch.bin

The Ffile cannot be restored. Delete flash:/patch.bin? [Y/N]:y

Deleting the file permanently will take a long time. Please wait...

Deleting file flash:/123.bin.._Done.

i

o ipe AR MBI LA LRI T RRMEL A S bin X, HAARING 2956444 R
(—ABMF AR D PEVA L) RE B . BRI,

e 1] delete Zunreserved File 4 MR, MR 6 AR B AAEMIE, REEBIK

q

o
o 12/ delete File ¢4 MR, HMRG) AR EEGALEDIKEY, A LR AEEER, 4o
R 2 MEMIREDC S b 4 A EF A, HAT reset recycle-bin 44, DB Z .

1.5.5 HAREE

# AT A switch.ipe JRON 2 BT B 1T TFTP IR %5 8% AL/ T 8k 12 .
# (H TETP 77 20l SR 25 48 b AR RRAS switch.ipe SCHF N EEI# 4% L.

<Switch> tftp 192.168.1.2 get switch.ipe

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 58.7M 100 58.7M 0 0 1193k 0 0:00:50 0:00:50 --:--:-- 1127k

# $i5 € W% T R shit BT B 32 H S 330 switch.ipes
<Switch> boot-loader file flash:/switch.ipe all main

# JA SR IS B e A PR BRSO, R T SR T DI BRI AR AR A,
“N” .
<Switch> Do you want to delete flash:/switch.ipe now? [Y/N]:N

7



#ERBE.

<Switch> reboot

1.6 WA E
#WEEE G, [ display version 4 &E W&MRAEE.

<Switch> display version

H3C Comware Software, Version 7.1.070, Release Xxxxx

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.
H3C Switch uptime is 0 weeks, 0 days, O hours, 19 minutes

Last reboot reason : User reboot

# {fif] display boot-loader iy 4 &HAUE sHF N A 3 AR F 18 23 L 2 FR .

<Switch> display boot-loader

Software images on slot 1:

Current software images:
flash:/boot.bin
flash:/system.bin

Main startup software images:
flash:/boot.bin
flash:/system.bin

Backup startup software images:

None

1.7 BeEXH

nterface vlan-interface 99

ip address 192.168.1.1 24

#

interface gigabitethernet 1/0/1

R

port link-mode bridge
port access vlan 99

#
1.8 HXZHEH
o PURRE “HUMRERTT FH RIETHL
o REE “HEMREMSBE B BT



2 M bootware SEEA XModem P+ & AR A
2.1 BN

A Z B4 F bootware SZ A1 XModem B 7 20T+ 25 % 45 BAE AR 1 7925
2.2 AMFEK

W 6 B, FHURG & A R E B didEd:. IER: @ik XModem Pl 75 =0 SC#F
switch.ipe T # % Device, FH-THZHAEIA o

6 i@3id Console 0% Fi% &AM E

. R 14 @

PC Device

2.3 BiEFEEIN

THRZ AT, BN BRI S, BRI AT BB & G AT AR RO 2 (B ek, 1
THER BT B GERIREM LS A A T R 1R T 00

THR R 5 E R Ve, TEEEETTL 55 e, bR A & I A BOHEAT

i/l XMODE J5 RARm S F e, — RS Ol ANHERZ IR 2T @ B I Zedtefan s fF, VL
1 {47 7 ST Js e AT AR AS -

2.4 BLEER
2.4.1 FEAERHEE

AL ML Console FER:—& PC, FRH AT B SR B £ 1% PC L.

SRR A R J7 5

o 3 H3C HM http://www.h3c.com/en/, £ “H H—" i S FF 5 IR G—C0 5 Hfb——
BAFTHEY B2H (014l K2 o) T, #5RR, RETHRIRR S

o KR H3C HIRSCRE A USRI THR I A SR AL



http://www.h3c.com/cn/

E7 77 “RETH” TUHE
%4 English HK =i ZFER 2=

iR BRAE ﬁ?ﬁ@iﬁl'—ﬁﬂﬁé’) FmxFoRsS | MEWE  HE=AF

BR&SSTIS T D) | st BRI
EemmEnal  EREAEE R PN
EEERER) N
R roREp WSS s
E T D "
RS B)[zmr= e
\ R \
ATHR \ SRIESS 348
EREHiIR \ i
HPEP=Rs e BEESRE
_ SReTERO
$TE=IRSAPP

242 THEBERM

VAR AT TR, A LARB L& 3
25 BEEDL T
25.1 BEFLHFRA

# @it display version &2 BE WA UHIIRAS O T G 118 25 34 A T LSS F 4%
eI,

<Switch> display version

H3C Comware Software, Version 7.1.070, Release XxxxX

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.

H3C Switch uptime is O weeks, 0 days, O hours, 19 minutes

Last reboot reason : User reboot

2.5.2 # X\ bootware &

HEPXEAE, WIEHRIZE Ctrl+B 3k A\ % ) bootware SZ

Press Ctrl+B to enter extended boot menu...

BootWare password: Not required. Please press Enter to continue.
. Download image to flash

Select image to boot

. Display all files in flash

Delete file from flash

. Restore to factory default configuration

Enter BootRom upgrade menu

. Skip current system configuration

0 N o ok~ WDN PP

. Set switch startup mode

10



0. Reboot

Ctrl+Z: Access EXTENDED ASSISTANT MENU

Ctrl+F: Format file system

Ctrl+P: Change authentication for console login
Ctrl+R: Download image to SDRAM and run

Ctrl+C: Display Copyright

#IERE 1 T RBHE 1) flash

Enter your choice(0-8): 1

1. Set TFTP protocol parameters

2. Set FTP protocol parameters

3. Set XMODEM protocol parameters

0. Return to boot menu

#1k £ 3 KM XModem WS 5e iR s AT BTN, BENF B R i E K5
Enter your choice(0-3): 3

Please select your download baudrate:
1.* 9600

19200

38400

57600

115200

Return to boot menu

o 0~ W N

HIRIESLPRIE DL, EFEE G T HOEZ, AFIEHE 5, BXCTE0E %y 115200bit/s
Enter your choice(0-5): 5

Download baudrate is 115200 bps

Please change the terminal®s baudrate to 115200 bps and select XMODEM protocol
Press enter key when ready

2.5.3 BXLRIREERE SRR

i T 22 # 4l Console H IR AG R &5 M0 115200bps, T 283 R4S iy 9600bps, M7 276
EEER. Rk, BERGRIER, FFESCE L E R, LS5 NIEE R N R RER
—

(1) Hi R g A ) VAU /TR S BT, R T R A i A A LI I

&8 [MFAY /i FF]SE IR

HE W) | FY ) RO #ERE

ALz
AL
{2 LES5HE (3)

HFFF ()

(2)  BENEBZ LR RAT B[SO 1S B, A8 3 H A A B [ B 1% 4L (an L 9) , #E\ Console
FC B X UEAE, K “RA A BdE 115200 5, Hd[ahe a4l A 10).

11



9 #ENBHERIEIE
2l

=R e |

I .I',. Switch B EE iI). .. |

ER thEL) ©): [\ RHETE @6) =l
Fi A IR R S o

ES@: E—

HiESHE: |

JEEFERT (A ()¢ comi =l

| etz | = R R T i = )
™| Seshsds (5]

= ik
E10 & O EXHELE
HORE |
PR B |
HriEfir ) [a ~]
HBnk ) [T =l
itz @ [ =]
BRI @ [T |
TEEABME® |
T s | mAw |
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3)

BB FEERRRIDR 5, Al B 2 i A (R [ L/ L |5 BT, SR A ST R 2 i RS 4
HLET %

E11 [PEAY/AEAY ]S B TR

FE W) | B ) EED) RERH

= IEE

SEEREFY )
B LEEFE ()

()

2.5.4 ARIGE

(1)

(2)

3)

IR J5 RGN EFIASR, BA<Y>, RGTHRWIETE: BAN>, RIUKRME
BootRom 3% H.:

Are you sure to download file to flash? Yes or No (Y/N):Y

BAN<Y>IREE, RGTHRPRIMFE T, AmEnRimnMEE:

Now please start transfer file with XMODEM protocol

If you want to exit, Press <Ctrl+X>

Loading ...CCCCCCCCCCCCCCccceceececccce

Z

SeBF, BHMIBEARR TR, HEACUX>, T N% 434740 F 4245,

M 2% £ S S B A FROIR BR [ IR R IE O] CanE 12, AR5 H R Ui AR e o [0 a4 Can
K 13) , EREFEFEMHKMA (AL, “update.ipe” MDD , FH¥ T EAEHBMSCH
XModem.,

Bl12 [f5iX/&EH]5RED

| e @ R

EIEICH E). .

- BRI E. .
TOEEIEFO. .
RENEIHR D).

FERRUFTENHL (B)

13



113 [& 3 HFIMEE
2|

AL - D:\wer=ion

JeHaE ()

III: hwersiontupdate. ipe

HHE (B
I}{modem j

#Ee | x@o | ma |

(4) EFEERUE, M[ROENE, RS F IR R TR A
E14 EEAEXHRE

A switch %1%k Imodem ¥PF

ETERIE: III ‘\versionupdate. ipe

yEe: [0 RS  [Checksum

FEishis: o Eswm o

E—iz: |

o4’ ST [sssK / 31380K

2/ [00:03:48 Tl - [o1:15:08 Hnat@:  [4032 ops
; cps;’hps@l

(5) HENBMETHTERE, RGN R EIZESRAaREE, BEMR (M) o &H (B
HGEME (N) o BEA<M>IERIE, FKPT FER B E oy 3 0 8 sh .
Please input the file attribute (Main/Backup/None) m
The boot.bin image is self-decompressing...
Load File name : boot.bin ¥ E O T #1 Boot ARG FR
Free space: 470519808 bytes
Wi ting Flash. e e e e e e e e

Done!
The system-update.bin image is self-decompressing...
Load File name : system.bin W E O T #0 System B4 FR

Free space: 461522944 bytes
Wi ting Flash. e e e e

14



Your baudrate should be set to 9600 bps again!
Press enter key when ready

Z i

W REXE BN L BATRE T CEFERAE B B, NAEA P HXEE
g, RABHFA LY BT A B .

(6) Z% 2.5.3 [Zoi i B HPRF R,  FPRREEIZ 2 1R R 3 48 0 9600 bps.

Z i

o R T 69k Rk 45 A 9600 bps, A P AH T FEABRLSE R F, kil Tk,

(7) M%), Z#4R[H BootRom F3EH, 7F BootRom 3B A<0>I: M %, HREK&E,
TG I sh A AL

EXTENDED BOOT MENU
EXTENDED BOOT MENU

1. Download image to flash

2. Select image to boot

3. Display all files in flash

4. Delete file from flash

5. Restore to factory default configuration
6. Enter BootRom upgrade menu

7. SKkip current system configuration

8. Set switch startup mode

9. Set default boot storage medium

0. Reboot

Ctrl+F: Format file system

Ctrl+P: Change authentication for console login
Ctri+R: Download image to SDRAM and run
Ctrl+C: Display Copyright

Enter your choice(0-9): 0

2.6 FAcE

# W& EE G, [ display version fidEER&MAE R .

<Switch> display version

H3C Comware Software, Version 7.1.070, Release Xxxxx

Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.
H3C Switch uptime is O weeks, 0 days, O hours, 19 minutes

Last reboot reason : User reboot

15



# {fif] display boot-loader x4 &H A IS sH T I JE 3 Bk F 0 JE sh 3 24 R .

<Switch> display boot-loader

Software images on slot 1:

Current software images:
flash:/boot.bin
flash:/system.bin

Main startup software images:
flash:/boot.bin
flash:/system.bin

Backup startup software images:

None

2.7 HEXER

o UMEE “EMRCERST PH CBITIR.
o JUAMEE “HANRCEMLSSH” T AT
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1 wEREMAICE
1.1 &Y

AR B U L B R SRR K R G ] .

B Al IEIE PR 7 IR IR G (] -

o  WMATHLE. H B TR RGN A5, B2 PR 3 B8 AR I B 5 4k
S il

. W2 P [ED . B I ITERI FIZD NTP/PTP ik 45#8 1) UTC (Coordinated Universal Time,
[ B p i (a]) B a], R RS2 R UTC B R348 ERC B A X . B AR S Hus &,
AT RS R 5 NTP ATPTP HE4IN2H, 1§50 “ M E AR ER T
E(J “NTP” *D “PTP”°

M 28 I B R E P B ] L &7 P BRI T SE A v, HER A A

Z i

PTP ¢ X HH A 5K &R TH X, HHRELREALRATERE.

1.2 HMFEK
o

1.3 BEEETR

1.3.1 BEERERMR

# N R G
<Device> system-view
# Mo E B 44 K05 abed.

[Device] sysname abcd
[adcd]

1.3.2 BLE RGHET(E]

1. FENRE RGATE

# BEANRGUE

<Device> system-view

# WO E RGN RO XN T

[Device] clock protocol none

# R [Al P ML E T3 B E R G Ry 2021 42 9 A 1 H 111 8 77

[Device] quit



<Device> clock datetime 11:8 2021/9/1
2. 1833 NTP 1Y B IR ELR SRt ]

# HEANRGUEL

<Device> system-view

# ML E RGN TR EUT O NTP.
[Device] clock protocol ntp

3. 1&3F PTP Y B zh3R X R LA 8]

# HEANRGUEL

<Device> system-view

# ML B RS 3R 508 PTP.

[Device] clock protocol ptp

1.4 WiEACE

# R W T RG]
[Device] display clock
11:08:00.258 UTC Wed 01/09/2021

o E R, BRI AR B B =R B
1.5 BeEXH

o MEBEAM

#

sysname abcd

#

o  TILXERGMN M
#

clock datetime 11:8 2021/9/1
clock protocol none

#

o NTP WHIGREUAR G 8]
#

clock protocol ntp
#

o PTP BHBGREUR SN [H]
#

clock protocol ptp

#

1.6 tHHEZEHR

o JUARECE “HANRCETRTT TR “REEHICE.
o UYREE “HMEEMLSHE” hH BREHEGL.
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2.2

2.3

83T scheduler reboot ERTE B &

AR5 scheduler reboot 5E I J5 % 4% .
SE I 5 1977 A LR J LR

o LB W AATE ELARIII TR &S S

o RE WAL —ER A5 HE)T

o LB A TELE I R B2 AT E R AR
B K

¥

BLELER

2.3.1 BiEREZHEEFWEIEMBIAER

# B RGNYATR Ay 2021 429 A 1 H 11:00, B E & 7E YK+ 12:00 HF.
<Device> scheduler reboot at 12:00
Reboot system at 12:00:00 01/09/2021 (in 1 hours and O minutes). Confirm? [Y/N]:Y

232 BEEREZHE—ERBEER

# B RS4RI (A A 2021 42 9 H 1 H 11:00, FlE &% &7E 88 /4l GBS .

<Device> scheduler reboot delay 88
Reboot system at 12:28 01/09/2021(in 1 hours and 28 minutes). Confirm? [Y/N]:Y

233 BEERZEEWNITER

#HEANRGUEL

<Device> system-view

# QST E )G 210 job, 44 reboot.
[Device] scheduler job reboot
[Device-job-reboot] command 1 reboot

# IR RGE

[Device-job-reboot] quit

# Q% 4 KN schedule-reboot [1) schedule, 5|44 reboot (1 job JFEC & &K 23:00 B $4T -
[Device] scheduler schedule schedule-reboot

[Device-schedule-schedule-reboot] job reboot

[Device-schedule-schedule-reboot] time repeating at 23:00

# 1B [A RGHLIE

[Device-schedule-schedule-reboot] quit



# RIFBCE

[Device] save

2.4 BBl E

# 07N L I )

<Device> display scheduler reboot

System will reboot at 12:28 01/09/2021 (in 1 hours and 28 minutes).
# .7~ Schedule

[Device-schedule-schedule-reboot] display scheduler schedule

Schedule name : schedule-reboot

Schedule type : Run on every day at 23:00:00

Start time : Wed Sep 01 11:00:00 2021

Last execution time : Yet to be executed

Job name Last execution status
reboot -NA-

# ‘W~ Job

[Device] display scheduler job
Job name: reboot
reboot

2.5 BEENXH

P s ERPATHE)S

#
scheduler job reboot
command 1 reboot
#
scheduler schedule schedule-reboot
user-role network-operator
user-role network-admin
job reboot
time repeating at 23:00
#

2.6 HHXAER

o JUAME “HANREIRS” ) “REEHICE.
o JUAMEE “HANREMLSSEH” TH CREEHGLS
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1 NTP ARS585/= Pimte s B AR &
1.1 f&9r

KA I NTP SEIR RS54 5 &P vt 1] [F) 20 i e B 0772
1.2 ‘AMEEK

N Tk NTP 58 Device B 5 Device A [ [A][F)25, ZEK:

o f£ Device A L BAMM BE NS HI Y, EHN 2;

e  [iiE Device B fll Device C TEfE% iz, & Device AN NTP fR45%5.
Bl MR NTP BLE MR

Device A Vian-int2
(NTP Server) |10.1.11/24

Vlan-int2 Vlan-int2
1.0.1.12/24 1.0.1.13/24
Device B Device C

1.3 BEE B

(1) MHEA. B. CH&&AM P HbEIEFE NTP k5
(2) HFLE A RSRKAHEEENS B B, EECN 2
(3) ME AR NB. CHAH NTP k%5

1.4 BB SE

1. Device A IELE
# Be B 32 11 Vlan-interface2 [ IP #idik .

<DeviceA> system-view

[DeviceA] interface Vlan-interface 2
[DeviceA-Vlan-interface2] ip address 1.0.1.11 24
[DeviceA-Vlan-interface2] quit

# JFJA NTP iR%S .



[DeviceA] ntp-service enable
# WEAHI B NS HN o, EHON 2.

[DeviceA] ntp-service refclock-master 2

2. Device B Ut &
# B B2 1 Vlan-interface2 [ IP Huil .

<DeviceB> system-view

[DeviceB] interface Vlan-interface2
[DeviceB-Vlan-interface2] ip address 1.0.1.12 24
[DeviceB-VlIan-interface2] quit

# JFE NTP IR%% .

<DeviceB> system-view

[DeviceB] ntp-service enable

# FC @ NTP PSR EUE 7).

[DeviceB] clock protocol ntp

# W B NTP Server iy Device B ] NTP I 55%%.

[DeviceB] ntp-service unicast-server 1.0.1.11

3. Device C UL &
# BC B 32 11 Vlan-interface2 [ IP #iik .

<DeviceC> system-view

[DeviceC] interface Vlan-interface2
[DeviceC-Vlan-interface2] ip address 1.0.1.13 24
[DeviceC-VIan-interface2] quit

# JF )8 NTP iR%S .

<DeviceC> system-view

[DeviceC] ntp-service enable
# e Bl NTP Y isGREU [A].
[DeviceC] clock protocol ntp

# %8 NTP Server A Device C ] NTP JIR % 2%,

[DeviceC] ntp-service unicast-server 1.0.1.11

1.5 WitACE

# e FIRECE J5, Device B 11 Device C [r] Device A #E4THA][E]22 . LA Device B A& & NTP
WA, ALLEH, Device B 45 Device A [F25, ZE%itt Device A [EHCK 1, N 3.

[DeviceB] display ntp-service status
Clock status: synchronized

Clock stratum: 3

System peer: 1.0.1.11

Local mode: client

Reference clock I1D: 1.0.1.11

Leap indicator: 00

Clock jitter: 0.000977 s



Stability: 0.000 pps

Clock precision: 27-10

Root delay: 0.00383 ms

Root dispersion: 16.26572 ms

Reference time: dOc6033F.p9923965 Wed, Dec 29 2019 18:58:07.724
System poll interval: 64 s

# &% Device B 1] NTP IR% BT IPv4 21555, W LLEF] Device B 5 Device A @37 | .
[DeviceB] display ntp-service sessions
source reference stra reach poll now offset delay disper

[12345]1.0.1.11 127.127.1.0 2 255 64 15 -4.0 0.0038 16.262
Notes: 1 source(master), 2 source(peer), 3 selected, 4 candidate, 5 configured.
Total sessions: 1

1.6 BCEXH

. Device A:

#
interface Vlan-interface2
ip address 1.0.1.11 24
quit
ntp-service enable
ntp-service refclock-master 2
#

. Device B:

#
interface Vlan-interface2
ip address 1.0.1.12 24
quit
ntp-service enable
clock protocol ntp
ntp-service unicast-server 1.0.1.11

. Device C:

3+

interface Vlan-interface2

ip address 1.0.1.13 24
#

ntp-service enable

clock protocol ntp

ntp-service unicast-server 1.0.1.11
#

1.7 MXZER

o JUAMIE “WEEEMRERERS HH “NTP”,



PHmIE M E BN 2SS P “NTP,
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1

1.1

1.2

1.3

mERF At

f&g 7
ARZBN A A i E i
2H W F5 3K
Telnet A P E£HLE Switch ABIE, FE S Switch % Telnet FH P AT A NE HAZAUH P f .
Telnet H S 18 5 1 448 userl@bbb, WA IFIE IS 5 4 B2 AL FH P A 604 rolel.
rolel B W H P BUR
) T P AT BT A R e 2 B B i 4
o RVFHIHUTAIEE VLAN PLIEN VLAN LK G FIFH S 4, F A A #:/E VLAN 10~VLAN
20 IBLRR o

E1-1 Telnet A AZAHBIAIE/AR AL EL & 28 M (%]

‘ Vlan-int 2

192.168.1.70/24@ @

Telnet user Switch
192.168.1.58/24
M E;FEEIN

o /ISP ML E Jih A 1) ISP UM AR MIFR, W ATE a4 undo domain
default enable FHAELCHIAEGRAE ISP 3, SR 1T LAGMIFR .

o —/MNHPMEF RVFRIEZ SR, SR DL 2 S AME— AR T, MR AU AR )
FH P AT DLARAT () i A X SE I 52 PRI RT AT i 2 10 - 5 o A7 1K SR o SUAIA R 9 25 1
TF S 5 KA % Flan, R 1 RvrddTar 4 A, B 2 e VrdhiaTar 4 B, FI 3 25 1k4k
T A, WEERIN 2 FRIN 3 A%, RIZEIEHITm A A, RVTFHITH 4 B.

1.4 ILELE

# BTN R G A RN Switch.

<H3C> system-view

[H3C] sysname Switch

# ML B VLAN #1112 1 1P #hkik, Telnet A i id ik %+ Switch.
[Switch] interface vlan-interface 2

[Switch-VIan-interface2] ip address 192.168.1.70 255.255.255.0
[Switch-VlIan-interface2] quit

# )5 Switch ] Telnet IR 5525 ThfE .

[Switch] telnet server enable



# lic E Telnet H 7 & 5K H AAA IETT e

[Switch] line vty 0 63

[Switch-line-vty0-63] authentication-mode scheme
[Switch-line-vty0-63] quit

# L E ISP 15 bbb 1) AAA J5 7 N A ) GEFIA B4 AL .

[Switch] domain bbb

[Switch-isp-bbb] authentication login local

[Switch-isp-bbb] authorization login local

[Switch-isp-bbb] quit

# QI H P A5 roleds

[Switch] role name rolel

#ECEH T AEHN 1, VST A R B A a4 .
[Switch-role-rolel] rule 1 permit read feature

#ECEM P RO 2, vFH P HATEIE VLAN BLAHEN VLAN HLEI S A G a4 .
[Switch-role-rolel] rule 2 permit command system-view ; vlan *

# B VLAN SESHLEL,  se v P B #R4F VLAN 10~VLAN 20 IR .
[Switch-role-rolel] vlan policy deny
[Switch-role-rolel-vlanpolicy] permit vlan 10 to 20
[Switch-role-rolel-vlanpolicy] quit

[Switch-role-rolel] quit

# QBB B A ] 7 userl.

[Switch] local-user userl class manage

# WC B H B G2 B S 123456 TESTplat&! .

[Switch-luser-manage-userl] password simple 123456TESTplat&!

# 15 € F P B 9525 /2 Telnet.

[Switch-luser-manage-userl] service-type telnet

# $5 € 1 P userl IFRAUA 4 rolel.

[Switch-luser-manage-userl] authorization-attribute user-role rolel

# N ORAIE FH AU FH AU F P A € role L, RS FH P userd HAG I Ek4E H £ £ network-operator

[Switch-luser-manage-userl] undo authorization-attribute user-role network-operator
[Switch-luser-manage-userl] quit

1.5 Eurfc &

H P e K te Telnet 4%, 1E Telnet 25 ' i % M H /R M A\ FH P 44 userl@bbb A IR # S5,
BRI &SRB o

C:\Documents and Settings\user> telnet 192.168.1.50

login: userl@bbb

Password:

*hkhk B R = 2 L *

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *




<Switch>
B P BT H P A rolel, BAMRA AT HATAUR o RT3 an R 20 BRI UE H - AR -
e T#:{E VLAN 10~VLAN 20. (L% VLAN 10 R

<Switch> system-view

[Switch] vlan 10
[Switch-vlan10] quit

o RNEEEEMEIE VLAN. (LU VLAN 30 A

[Switch] vlan 30
Permission denied.

o HIHUTHTAERHEHF A 4. (LLdisplay clock i)
[Switch] display clock
09:31:56.258 UTC Sat 01/01/2017
[Switch] quit
o ABEHATHRIET ERBAHAT R 4.
<Switch> debugging role all
Permission denied.

<Switch> ping 192.168.1.58
Permission denied.

1.6 BEEXH

#
sysname Switch
#
telnet server enable
#
vlan 2
#
interface Vlan-interface2
ip address 192.168.1.50 255.255.255.0
#
line vty 0 63
authentication-mode scheme
#
domain bbb
authentication login local
authorization login local
#
role name rolel
rule 1 permit read feature
rule 2 permit command system-view ; vlan *
vlan policy deny
permit vlan 10 to 20
#
local-user userl class manage
password hash $h$6$3nDcflenrif2HOW6$QUWsXcldIOMjeCMWGIKkUGqleuV3WgFFEE8i2TTSoFRL3
ENZ2ExkhXZZrRmO13pblfbje6fim7vV+uS5FbCif+SjA==



service-type telnet
authorization-attribute user-role rolel
undo authorization-attribute user-role network-operator

#
1.7 HHE&ER

micE “HMIERS” B “RBAC”.
it E “HAhir 2% ) “RBAC,

® H



2 s s
2.1 &

GBI BN P A R B T
2.2 HMFEK

T INBEF B A, SR A AAA IAERT B A H] Telnet F 7 3T IMIE. Btk &1
Telnet P RERS AT H P A DI, EITEAR LI T, IR S B S5 KA REENIR. 4
i Telnet FH P #3289 H P A€o rolel, FH P A5 rolel AW FALUR:

o RVFPITRGIUE SRR L3RI A dr 4.

o RVPHUTHTALL display Jki4 .

o RWHATHTE LU super JFkHAr %

o HAFTHE. VLAN FI VPN 41 % IR R ERUR o

PLESR, Telnet B/ Aetigai Ul 3 F 7 # £4 role2 A1 network-operator, e F /1 role2 B4 T
AR

o RWFPUTRGTIE A L2 HRMATE a4
o  HEAATEH. VLAN A1 VPN SE) B YR A ERR .
E2-1 fliA P A ERECE HME

Vlan-int 2
192.168.1.50/24
GE1/0/10
Telnet user

Switch
192.168.1.28/24

2.3 BEEFEEM

o /ISP ML E NEE 1 ISP S8 B AR B M ER, AT e A4 undo domain
default enable ¥HAEHCHAESE ISP 1K, SR A W] LAB I

o —/MNHFP MBI RVFRIEZ SR, F RN DL R 2 S AME— AR, SR EUZ A AT
FH P AT DLBRAT )i 2 A Se R 58 ST AT AT iy 4 (10 4 o 451X Se R 7 SCAIAL PR R 25 1 5,
IR 25 K04 3. Bitm, B 1 RvFdAT a4 A, B 2 R ¥FhiT @4 B, %JL'J'“J <E s
T A A, NI ZHN 2 AR 3 262, BIARIEHAT @4 A, RRFHAT G4

o UMRHIH MO AN AT SRR, S ERERE, X%V’E?U)ﬁﬁﬁﬁ)ﬂﬁ%@o

2.4 BEE LR
# W B AL R G4 FR N Switch.

<H3C> system-view



[H3C] sysname Switch

# B VLAN 2 3£ Switch 4% Telnet user f5 %15 3] VLAN 2 #1,
[Switch] vlan 2

[Switch-vlan2] quit

[Switch] interface GigabitEthernetl/0/10
[Switch-GigabitEthernetl/0/10] port access vlan 2
[Switch-GigabitEthernetl1/0/10] quit

# 07 VLAN #: 1 2 I E IP Hulik.

[Switch] interface Vlan-interface 2

[Switch-Vlan-interface2] ip address 192.168.1.50 24

# JT 5 B4 Telnet IR %525 Th ik .

[Switch] telnet server enable

# 1ES'5 N 0~63 [ VTY H 4T, ELE Telnet H 85K AAA WIE T .
[Switch] line vty 0 63

[Switch-line-vty0-63] authentication-mode scheme
[Switch-line-vty0-63] quit

# HCE ISP 5 bbb K] AAA 7512 9 A A UE A PR AL

[Switch] domain bbb

[Switch-isp-bbb] authentication login local

[Switch-isp-bbb] authorization login local

[Switch-isp-bbb] quit

# 0l P A rolel, BN AEME.

[Switch] role name rolel

#ECEH A O 1, VR RATTIE SCRFEAL L3 FHSCHI T A fir 2
[Switch-role-rolel] rule 1 permit execute read write feature-group L3
#EH P AEHN 2, v #AT A B display JT k4.
[Switch-role-rolel] rule 2 permit command display *
#EEH P AEHN 3, VAT IR LD super JFLI 4.
[Switch-role-rolel] rule 3 permit command super *
[Switch-role-rolel] quit

# 0l P A role2, #EANH T AEME.

[Switch] role name role2

#ECERH P AEHN 1, oV P ATTUE SCRFEA L2 FROCHI BT A i 2
[Switch-role-role2] rule 1 permit execute read write feature-group L2
[Switch-role-role2] quit

# BB B BEA L 7 telnetuser.

[Switch] local-user telnetuser class manage

# B P 258 2 B SCHY) aabbcec.

[Switch-luser-manage-telnetuser] password simple aabbcc

# 15 7€ P k%5 2K 242 Telnet.

[Switch-luser-manage-telnetuser] service-type telnet

# fa € H1 7 telnetuser AU 64 rolel.

[Switch-luser-manage-telnetuser] authorization-attribute user-role rolel



# N ORUE A BB P f B rolel, MR P telnetuser H A Gk H A ©
network-operator.

[Switch-luser-manage-telnetuser] undo authorization-attribute user-role network-operator
[Switch-luser-manage-telnetuser] quit

# fic & Telnet FH P )4 7 A (ol R A local IAIE7 N (RGUAE N local).

[Switch] super authentication-mode local

# L& Telnet H P # H P 1 )4 21 role2 B A 25 A0 9 B SC35AD 123456 TESTplat&!

[Switch] super password role role2 simple 123456TESTplat&!

# B E Telnet H 7 ¥ H 7 ff 1) #: 2| network-operator B {f F 1 % 15 Jy B SC % 14
987654TESTplat&!.

[Switch] super password role network-operator simple 987654TESTplat&!

2.5 Wil &

(1) HEEHFAERAREAE R
it display role @54 && M fth rolel. role2 Al network-operator ({15 2.
# WorH At rolel (45 R

<Switch> display role name rolel

Role: rolel
Description:
VLAN policy: permit (default)
Interface policy: permit (default)
VPN instance policy: permit (default)

Rule Perm  Type Scope Entity

1 permit RWX  feature-group L3

2 permit command display *
3 permit command super *

R:Read W:Write X:Execute

# SR P M role2 IfE R .

<Switch> display role name role2

Role: role2
Description:
VLAN policy: permit (default)
Interface policy: permit (default)
VPN instance policy: permit (default)

Rule Perm  Type Scope Entity

1 permit RWX  feature-group L2
R:Read W:Write X:Execute
# o F P 1 £5 network-operator f115 B
<Switch> display role name network-operator

Role: network-operator
Description: Predefined network operator role has access to all read commands

7



(2)

on the device
VLAN policy: permit (default)

Interface policy: permit (default)

VPN instance policy: permit (default)

command
command
command
command
command
command

command
command
command
command
command
web-menu
web-menu

xml-element
command
command

command

command
command

command

oid

display *

xml

system-view ; probe ; display *
display history-command all
display exception *

display cpu-usage configuration
*

display kernel exception *
display kernel deadloop *
display kernel starvation *
display kernel reboot *
system-view ; local-user *
m_device/m_maintenance/m_changep
assword

display security-logfile summary
display security-logfile buffer
system-view ; info-center securi
ty-logfile directory *
security-logfile save
system-view ; local-user-import

*

system-view ; local-user-export

*

1

il display role feature-group my & AR L2 il L3 HAFERFHERE R

ERY)

Rule Perm Type
sys-1 permit
sys-2 permit
sys-3 permit
sys-4 deny
sys-5 deny
sys-6 deny
sys-7 deny
sys-8 deny
sys-9 deny
sys-10 deny
sys-13 permit
sys-16 permit R--
sys-17 permit RW-
sys-18 permit R--
sys-19 deny
sys-20 deny
sys-21 deny
sys-22 deny
sys-23 deny
sys-24 deny
sys-25 permit R--
R:Read W:Write X:Execute
RVELIA 4
PP B R

sk

P & K Telnet 4%, 7E Telnet 2 /i 4% B3/~ Hi A /7 44 telnetuser@bbb J IE#f
FIED S, BRI E KB .
C:\Documents and Settings\user> telnet 192.168.1.50
login: telnetuser@bbb

Password:

*hkhk

R T s

E e R S

*

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*

* Without the owner®s prior written consent,

* no decompiling or reverse-engineering shall be allowed.

*

*




3)

(4)

<Switch>

EUE DI P Sy E i R FH AL BR
Telnet J /" BRI & st )m, A@ER A AP RIS UE T AR -

e}

FIHATHRFELL L3 R SRR PTA dr4 . (RAEIEE VPN 5241 vpnl ufi)

<Switch> system-view
[Switch] ip vpn-instance vpnl

AT FTA LL display T3k Bar %o (BLEZR RG240 H IR ) 941D

<Switch> display clock

13:53:24.357 test Sat 01/01/2018

Time Zone : test add 05:00:00

Summer Time : PDT 06:00:00 08/01 06:00:00 09/01 01:00:00

LN 7IE g aE abschech
Telnet H F IS Rt 44 J5, i an A0 BREGE H P AR «

a.

EHPAE R super JF3km 2. (LAY 2] H P A role2 FH-4 N R D) 4 4505
ySKD)

<Switch> super role2
Password:

User privilege role is role2, and only those commands that authorized to the role
can be used.

<Switch>

. VIR B S role2 S5, ATHATASR R L2 TR AR ST A 4. (LLANEE VLAN 10

D

<Switch> system-view

[Switch] vlan 10

[Switch-vlan10] quit

[Switch] quit

VI e role2 5, ASREBUT IR L2 A E R A 4. (AU P A
network-operator Jy4i)

<Switch> super network-operator
Permission denied.

- VI B P role2 5, AREHUTLL display FFkiIm 4. (LR R0 4 ET HIFIRS

&) 451D
<Switch> display clock
Permission denied.

. Telnet H P EF &%), A BEHATHTA UL super JF3kiIdnd.  (LAUI#EIH P At

network-operator F4i A B )45 % 59 1))
C:\Documents and Settings\user> telnet 192.168.1.50

login: telnetuser@bbb
Password:

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *



<Switch>
<Switch> super network-operator
Password:

User privilege role is network-operator, and only those commands that authorized

to the role can be used.
<Switch>

R R A5 AT DA B A R

2.6 BEENH

#
sysname Switch
#
telnet server enable
#
vian 2
#

interface Vlan-interface2
ip address 192.168.1.50 255.255.255.0
#
interface GigabitEthernetl/0/10
port access vlan 2
#
line vty 0 63
authentication-mode scheme
user-role network-operator
#
super password role role2 hash $h$6$DOkjHFktkktzgR5g$e673xFnlcKytCj6EDAw+pvwgh3
/ung3WNWHNrUTnXT862B+s7PaL fKTdi 18ef71RBOVUIVPAZH ] iLj rMPyWHQw==
super password role network-operator hash $h$6$3s5KMmscn9hJ6gPx$1cxbNjUc8udyxwR
m87b/Jki8BoPAxw/s5bEcPQjQj/cbbXwTVenQGLI1WOd7ss02rX/wKzfyzAO5VhBTN9Q4zQ==
#
domain bbb
authentication login local
authorization login local
#
role name rolel
rule 1 permit read write execute feature-group L3
rule 2 permit command display *
rule 3 permit command super *
#
role name role2
rule 1 permit read write execute feature-group L2
#
local-user telnetuser class manage
password hash $h$6$kZwlrKFsAY4lhgUz$+teVLy8gmKN4AMroovVWgXQTB8ai94gKH I rys50kytGT4

10



kT+nz5X1ZGAS jc282CYAR6ALUpH2 jbmRoTcfDzZ9Gmw==
service-type telnet

authorization-attribute user-role rolel

#

2.7 HXER

micE “HMIERS” I “RBAC”.
it E “HAhir 2% ) “RBAC”,

® H
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1 BEEWSHR AR IRF
1.1 &
KREHIN WG KRR IRF FECE T
1.2 AMFEK
Device A A B0 g, HEHT A R M2 H 251858, Device A B &% % K ie /1 2ok

BB A E TR . N T HEZORENE KT, NYREASULIA ML, B &A= m
Device B, 5 Device A 211 IRF, R 2 41T & 17K .

El1 MEmRIREH IRF H8EF B 40 [E

IRF
IRF-Port1/2 IRF-Port2/1
e, /\XGEL0/25 XGE2/0125 1\ 4 =
3 o
w \ XGE1/0/26 XGE2/0/26 \J
Device A Device B

1.3 BLE RS HIENX

BB BT, HEEMRNESNE 1.
(1) BLERLRS
ANTRI R 53 2% T EERC B AN F A g T o B SR 51 4 5 (0 B 7R 2L I R A e AR A
(2) MERAREHR
FEF A ARSI R, RS ZHUE R R YA K S o 28 o %
(3) ME IRF ¥
(4) fRAFACE
(5) R IRF Y)FRAERK
(6) BE IRF i I fic &
1 BRI

W R G R AR S 2 IRF i 7 J2 FL 45 5 F 4 B2 iy 1
IRFi [: irf-port 1/2
IRFAEEE I

Device A 1 (B4 32

e Ten-GigabitEthernet 1/0/25
e Ten-GigabitEthernet 1/0/26

IRFi M irf-port 2/1

Device B 2 1 (BRE)
evice B IREY 1




& F AR G 5 A 4k IRF iy I J FLE 7€ F ) B o 11
e Ten-GigabitEthernet 2/0/25
e Ten-GigabitEthernet 2/0/26

1.4 BB FEEIN

5 IRF-Portl M85 & 1 IRF 78 s 11 - GEANLR J& B % 4% IRF-Port2 1145 5€ [ IRF 47 B i 1 AH
A% B IRF-Port2 M46E 1) IRF 9B 1 R B AI4E B % 7 12 & IRF-Portl 1 E48E 1 IRF 473
Ut AE. B0, AREFEK IRF.

1.5 B E S

1. Device A R &

(1) Device A fREBRE T TN 1, ATHEEHTHE

(2) AUZE IRF % 2, F¥ e 59F i 0 Ten-GigabitEthernet 1/0/25 f1 Ten-GigabitEthernet
1/0/26 4 &
<DeviceA> system-view
[DeviceA] interface ten-gigabitethernet 1/0/25
[DeviceA-Ten-GigabitEthernetl/0/25] shutdown
[DeviceA-Ten-GigabitEthernetl/0/25] quit
[DeviceA] interface ten-gigabitethernet 1/0/26
[DeviceA-Ten-GigabitEthernetl/0/26] shutdown
[DeviceA-Ten-GigabitEthernetl/0/26] quit
[DeviceA] irf-port 1/2
[DeviceA-irf-portl/2] port group interface ten-gigabitethernetl/0/25
[DeviceA-irf-portl/2] port group interface ten-gigabitethernetl/0/26
[DeviceA-irf-portl/2] quit
[DeviceA] interface ten-gigabitethernet 1/0/25
[DeviceA-Ten-GigabitEthernetl/0/25] undo shutdown
[DeviceA-Ten-GigabitEthernetl/0/25] quit
[DeviceA] interface ten-gigabitethernet 1/0/26
[DeviceA-Ten-GigabitEthernetl/0/26] undo shutdown
[DeviceA-Ten-GigabitEthernetl/0/26] quit

(3) M & Device A IR AL Sedih 32, DMRIEH N IRF HF 34 .
[DeviceA] irf member 1 priority 32

(4) fRAFECE

[DeviceA] save force

2. Device B ffiL &
(1) W' Device B M mdm'5 N 2, 5 5 B R B AL

<DeviceB> system-view
[DeviceB] irf member 1 renumber 2

Warning: Renumbering the switch number may result in configuration change or loss.
Continue? [Y/N]:y
[DeviceB] quit



<DeviceB> reboot

(2) BUEEA IRF YT 1, J¥ e 53 0 Ten-GigabitEthernet 2/0/25 #il
Ten-GigabitEthernet 2/0/26 45 5&
[DeviceB] interface ten-gigabitethernet 2/0/25
[DeviceB-Ten-GigabitEthernet2/0/25] shutdown
[DeviceB-Ten-GigabitEthernet2/0/25] quit
[DeviceB] interface ten-gigabitethernet 2/0/26
[DeviceB-Ten-GigabitEthernet2/0/26] shutdown
[DeviceB-Ten-GigabitEthernet2/0/26] quit
[DeviceB] irf-port 2/1
[DeviceB-irf-port2/1] port group interface ten-gigabitethernet2/0/25
[DeviceB-irf-port2/1] port group interface ten-gigabitethernet2/0/26
[DeviceB-irf-port2/1] quit
[DeviceB] interface ten-gigabitethernet 2/0/25
[DeviceB-Ten-GigabitEthernet2/0/25] undo shutdown
[DeviceB-Ten-GigabitEthernet2/0/25] quit
[DeviceB] interface ten-gigabitethernet 2/0/26
[DeviceB-Ten-GigabitEthernet2/0/26] undo shutdown
[DeviceB-Ten-GigabitEthernet2/0/26] quit

(3) RIFECE

[DeviceB] save force
(4) =M 1.2 &1 Fin %R IES: Device A fil Device B Z A IRF ¥ [
3. WU E
# Wid DeviceA (1) IRF dii AL & .
[DeviceA] irf-port-configuration active
# Wis DeviceB [ IRF i AL & .
[DeviceB] irf-port-configuration active
# P B WA A 2T Master Seik, SR —TJrR HEE R, HE%ERE, IRFEM, 244
Fr4i— K DeviceA.

1.6 WItACE

ISF IRF @7 i1

<DeviceA> display irf

MemberID Slot Role Priority CPU-Mac Description
*+1 0 Master 32 0210-fc01-0000 ---
2 0 Standby 1 0210-fc02-0000 ---

* indicates the device is the master.
+ indicates the device through which the user logs in.

The Bridge MAC of the IRF is: 3822-d60f-2800

Auto upgrade > yes
Mac persistent - always
Domain 1D : 0

Auto merge I yes



AT FIERE, MM 5% IRF BRI,
1.7 BEEXH

) Device A:

#
irf member 1 renumber 2

#

irf-port 1/2

port group interface ten-gigabitethernetl/0/25
port group interface ten-gigabitethernetl/0/26

#
irf-port-configuration active
#
) Device B:
#

irf-port 2/1
port group interface ten-gigabitethernet2/0/25
port group interface ten-gigabitethernet2/0/26
#
irf-port-configuration active
#

1.8 tHXZEHR
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2 &3t BFD MAD %3] IRF
2.1 BN

AR/ 44iEE BFD MAD #6:3ll IRF D B 5 1%
2.2 AMFEKR

Bt #% Device A Al Device B BC & IRF, 4 1 FilE/i— IRF SRRk IR P EIRF 22, MZERAAAE A
ML BRI IRF, i 228 H] MAD KriliDifig, SR BFD MAD il 5 ARSI IRF FPIRES, IRF 73
A5, W RIS IRF A IR P28 sh AR E AL T Active IRES, phRALEEZrik Master 1§
RS /M IRF 4R421EH TAE, HE IRF 2E# 2| Recovery R#& (IR IRF &b T2EAIRZS),
JEIH] Recovery IRZs IRF v i A J 57 Be e b B O/ B i 11 LAAM L8 Bir A 0 Bl 1

&2 BFD MAD 4B MiEEE]

I
Device A Device B |

XGE1/1/1
(IRF-port1/2)

XGE2/1/1
(IRF-port2/1)

GE1/0/1 GE2/0/1

BFDAS: % %

2.3 BiEFEEIN

. BFD MAD A1 STP Thft H &, FHT BFD MAD F&ill ff) 5 1 ANfefdife STP Thfg.
. {# 58 BFD MAD il ZhRE ) = /242 1 H g% T BFD MAD #:3Ul, A fuiFiziT Henlss. s
fiodE T H eSS, nfgeaimizll % bl BFD MAD &l T REHiE4T .



2.4 BELEXR

1. Eg B ac#:4]l Device A #1 Device B #37 IRF
HABLES% 1 BLEWNE R &R IRF.
2. it ® BFD MAD

IRF IR E -

# fil & VLAN 3, ¥4 Device A L1 [0 GigabitEthernetl/0/1 A1 Device B _k ) ¥ [
GigabitEthernet2/0/1 il \ VLAN3 1,

<IRF> system-view

[IRF] vlan 3

[IRF-vlan3] port gigabitethernet 1/0/1 gigabitethernet 2/0/1

[IRF-vIan3] quit

# Q% VLAN £ 3, JFELE MAD IP il

[IRF] interface vlan-interface 3

[IRF-Vlan-interface3] mad bfd enable

[IRF-Vlan-interface3] mad ip address 192.168.2.1 24 member 1

[IRF-VIan-interface3] mad ip address 192.168.2.2 24 member 2

[IRF-VIan-interface3] quit

# [N BFD MAD F14 s DhRE HL /%, FIT AYE GigabitEthernet1/0/1 1 GigabitEthernet2/0/1 I5< 4]
G0 R LRUINE

[IRF] interface gigabitethernet 1/0/1

[IRF-gigabitethernetl/0/1] undo stp enable

[IRF-gigabitethernetl/0/1] quit

[IRF] interface gigabitethernet 2/0/1

[IRF-gigabitethernet2/0/1] undo stp enable

2.5 Wil &

# 24 IRF 4r 28I, 7€ Device A LT display mad verbose fii4, A L& 2| — 4 % Multi-active
recovery state 4 No, Device A 1E# TAE.

<DeviceA> display mad

MAD ARP disabled.

MAD ND disabled.

MAD LACP disabled.

MAD BFD enabled.

<DeviceA> display mad verbose

Multi-active recovery state: No

Excluded ports (user-configured):

Excluded ports (system-configured):

Ten-GigabitEthernetl/1/1

MAD ARP disabled.

MAD ND disabled.

MAD LACP disabled.

MAD BFD enabled interface: Vlan-interface3
MAD status . Faulty



Member 1D MAD IP address Neighbor MAD status
1 192.168.2.1/24 2 Faulty
# 34 Device B &y Recovery IR%H, ffH display interface brief down % Device B i
1R & B 1 2B 4 oG T, IRy mad shutdown.
<DeviceB> display interface brief down
Brief information on interfaces in route mode:
Link: ADM - administratively down; Stby - standby
Interface Link Cause
GE2/0/2 DOWN MAD ShutDown
GE2/0/3 DOWN MAD ShutDown

2.6 BEENH

#
vian 3
port gigabitethernet 1/0/1 gigabitethernet 2/0/1
#
interface vlan-interface 3
mad bfd enable
mad ip address 192.168.2.1 24 member 1
mad ip address 192.168.2.2 24 member 2
#
interface gigabitethernet 1/0/1
undo stp enable
#
interface gigabitethernet 2/0/1
undo stp enable
#

2.7 FEXER
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TR 7 OO RURPRRRO 1
1.2 TS TR SR wvvrerereseeeseereneesetete s sttt s e b bttt et h bt e s h bbb R bbb bbbt 1
IR Tl = =1 USROS 1
L T BB T ettt E e E e e e e s e e et e e b e b et e e rnrernres 1
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#7& Combo #& O AYE O e& O

1.1 &Y

A A ST Combo 2 1 FiL L B 8 O 77 1%
1.2 BLEE

i3t fir 4474 5 JF R Combo B2 [1R I LRI
1.3 BB FEEM

Combo #% Fsg— ML, —4> Combo 3% HAEPRE L xf B ARk b — A EAT—DE . B
F5 6 A6 O MR R A DAL, BrbL, PR ANBERIN A s e i — A%
HF,  S— Ot A st ARG

1.4 BB TE

RS

4

# i€ GigabitEthernet1/0/1 %y I ) HL FUHBOE, M8 FH R 4R IE#
<Sysname> system-view

[Sysname] interface gigabitethernet 1/0/1
[Sysname-GigabitEthernetl/0/1] combo enable copper
[Sysname-GigabitEthernetl/0/1] quit

# 1672 GigabitEthernet1/0/1 % I 06 I WEHGE, 16 e ef iR .

<Sysname> system-view

[Sysname] interface gigabitethernet 1/0/1
[Sysname-GigabitEthernetl/0/1] combo enable fiber
[Sysname-GigabitEthernetl/0/1] quit

1.5 Eurfc &

# Combo 1 LRI ER: T s, 158 display interface M2 &&G#HIGEE,
W BREE P EE “Media type is twisted pair”, TZR7R B DAL TR, B0, TRRGH
Ab T EEERAS .

[Sysname] display interface GigabitEthernet 1/0/1

GigabitEthernetl/0/1

Current state: DOWN

Line protocol state: DOWN

IP packet frame type: Ethernet Il, hardware address: O0Ff-00ff-0139

Description: GigabitEthernetl/0/1 Interface

Bandwidth: 1000000 kbps

Loopback is not set

Media type is twisted pair

Port hardware type is 1000 _BASE_T

Unknown-speed mode, unknown-duplex mode



Link speed type is autonegotiation, link duplex type is autonegotiation

1.6 BCEXH

#

interface GigabitEthernetl/0/1
port link-mode bridge

combo enable copper

#

1.7 tHHEER
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Ve OO ROPRRRO 3
L6 A TR +vvererereeereese et sttt bbbt 4
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2L FA I+ et 5
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1 EFim O VLAN RiREL B 55/
1.1 &9y

AL R EE T 1 VLAN ECE 72
1.2 HMEEK

Wk 1 fr7~, Host A Fil Host C J& T3] A, {HZEI A R A& AN A F M2 ; Host B fl Host D
JBFEET B, B AR EEANATMNLY . A TEER T, DR B ioOzlE, AR
WX 2 A B VLAN HiARORBE 25358118 — 2 s . HoAEBr] A H VLAN 100, #677 B{#H VLAN
200. HIER[E-— VLAN WK EHLAESS HiE, B Host A Al Host C fitfi% HiE, Host B il Host D fig
s Hd .

E1 EFi%O/ VLAN B E

. GE1/0/3 GE1/0/3
Device A

GE1/0/1

Device B

GE1/0/2 GE1/0/2

GE1/0/1

Host A Host B Host C Host D

VLAN 100 VLAN 200 VLAN 100 VLAN 200

1.3 ILEXE

1. Device A UL E
# B2 VLAN 100, ¥ GigabitEthernet1/0/1 i\ VLAN 100

<DeviceA> system-view

[DeviceA] vlan 100

[DeviceA-vIan100] port gigabitEthernet 1/0/1
[DeviceA-vIanl100] quit

# f# VLAN 200, ¥ GigabitEthernet1/0/2 i\ VLAN 200

[DeviceA] vlan 200
[DeviceA-vlan200] port GigabitEthernet 1/0/2
[DeviceA-vIan200] quit

# 4 T 1 Device A |- VLAN 100 Fil VLAN 200 ¥ S e & i%4, Device B, ¥ GigabitEthernet 1/0/2
)88 4 R UL B O Trunk, 3 701 VLAN 100 A1 VLAN 200 (4R SCil it

[DeviceA] interface gigabitEthernet 1/0/3

[DeviceA-GigabitEthernetl/0/3] port link-type trunk

[DeviceA-GigabitEthernetl/0/3] port trunk permit vlan 100 200
[DeviceA-GigabitEthernetl/0/3] quit

# RIFICE



[DeviceA] save force

2. Device B L E
# 17 VLAN 100, F#¥ GigabitEthernet1/0/1 i\ VLAN 100

<DeviceB> system-view

[DeviceB] vlan 100

[DeviceB-vlan100] port gigabitEthernet 1/0/1
[DeviceB-vlan100] quit

# 7 VLAN 200, F#K GigabitEthernet1/0/2 it \ VLAN 200

[DeviceB] vlan 200
[DeviceB-vlan200] port gigabitEthernet 1/0/2
[DeviceB-vIan200] quit

# 2y 7 ¥ Device B | VLAN 100 #1 VLAN 200 (4 e K 1545 Device A, # GigabitEthernet 1/0/3
4 B SSAIE B A Trunk, 9 781 VLAN 100 AT VLAN 200 K3 SCE T .

[DeviceB] interface gigabitEthernet 1/0/3
[DeviceB-GigabitEthernetl/0/3] port link-type trunk
[DeviceB-GigabitEthernetl/0/3] port trunk permit vlan 100 200
[DeviceB-GigabitEthernetl/0/3] quit

# IRAFICE

[DeviceB] save force

# ¥ Host A fll Host C it B /£ — MWL, #i4n 192.168.100.0/24; ¥ Host B # Host D Fit & £ —/
WEE, Ettin 192.168.200.0/24.

1.4 WiERCE

# 27~ Device A I VLAN [IECE(E B,

<DeviceA> display vlan 100
VLAN ID: 100
VLAN type: Static
Route interface: Not configured
Description: VLAN 0100
Name: VLAN 0100
Tagged ports:
GigabitEthernetl1/0/3(D)
Untagged ports:
GigabitEthernet1/0/1(D)
<DeviceA> display vlan 200
VLAN ID: 200
VLAN type: Static
Route interface: Not configured
Description: VLAN 0200
Name: VLAN 0200
Tagged ports:
GigabitEthernetl1/0/3(D)
Untagged ports:
GigabitEthernetl1/0/2(D)



AN

# 27~ Device B I VLAN HELEE B .

<DeviceB> display vlan 100
VLAN ID: 100
VLAN type: Static
Route interface: Not configured
Description: VLAN 0100
Name: VLAN 0100
Tagged ports:
GigabitEthernetl1/0/3(D)
Untagged ports:
GigabitEthernetl1/0/1(D)
<DeviceB> display vlan 200
VLAN ID: 200
VLAN type: Static
Route interface: Not configured
Description: VLAN 0200
Name: VLAN 0200
Tagged ports:
GigabitEthernetl1/0/3(D)
Untagged ports:
GigabitEthernetl1/0/2(D)

1.5 BEEXH

. Device A:

#

vlan 100

#

vlan 200

#

interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100

#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 200

#

interface GigabitEthernetl/0/3
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 100 200

. #Device B :

vlan 100
#
vlan 200
#



interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 100

#

interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 200

#

interface GigabitEthernetl/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 100 200

1.6 tHXZEHR

o UAMEE “TRER-DUKMISHECE RS ) “VLAN”.
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2 Super VLAN {RiRE & 155
2.1 &N

A ZA /48 Super VLAN B & J772.
2.2 HMFEK

Wi 2 Fios:

e VLAN 2 #idid Device A [ GigabitEthernet1/0/1 £ N4, VLAN 3 H ) i it
Device A ] GigabitEthernet1/0/2 # A% . VLAN 2 #14 30 N /', VLAN 3 #4550 /M
Fo

e Device A ] GigabitEthernet1/0/3 il Device B ] GigabitEthernet1/0/1 J& T VLAN 20,

e VLAN 20 2 i F2 #5458 ] 192.168.2.0/24 MBI IP Huhik, {7 192.168.2.1 1F KM i
k.

PR SRE T BC B Super VLAN I RESZIN LA T N H 73K«

e VLAN 2l VLAN 3 " %55 H P #84d F 192.168.1.0/24 M BLH IP ik LAA5 4 1P Hulik ¥R,
ffiF 192.168.1.1 1E M bt .

e  VLAN 2. VLAN 3. VLAN 20 H &M - ZZWE, =ZHiE.

&2 “AM[E]

Vlan-interface10: 192.168.1.1/24
Vlan-interface20: 192.168.2.1/24
——

o
. GE1/0/3 VLAN 20 GE1/0/1 D=2 i
Device A Device B
GE1/0/2 GEL/0/2
Host A Host B Host C
Sub VLAN 2 Sub VLAN 3 VLAN 20
192.168.1.0/24 192.168.1.0/24 192.168.2.0/24

Super VLAN 10

2.3 BLE XS

T+ Super VLAN HAGEE S W03 i 1, Bt 5 VLAN e S # g 1, 1% VLAN ASRE#
fic & A Super VLAN.

2.4 BEELE

1. Device A RIEC &
# {1 Super VLAN 10,

<DeviceA> system-view



[DeviceA] vlan 10
[DeviceA-vlanl10] supervilan
[DeviceA-vianl0] quit

# B VLAN 2 F£% i 1 GigabitEthernet1/0/1 i\ VLAN 2.

[DeviceA] vlan 2
[DeviceA-vlan2] port gigabitethernet 1/0/1
[DeviceA-vlan2] quit

# B VLAN 3 3835 1 GigabitEthernet1/0/2 il \ VLAN 3,

[DeviceA] vlan 3
[DeviceA-vlan3] port gigabitethernet 1/0/2
[DeviceA-viIan3] quit

# % Super VLAN 10 1 Sub VLAN 2 il Sub VLAN 3 k.

[DeviceA] vlan 10

[DeviceA-vlanl10] subvlan 2 3

[DeviceA-vlanl0] quit

# i & Super VLAN 10 XJ M 1) VLAN £ 11 1P s f A HACEE ARP Zhfg.

[DeviceA] interface vlan-interface 10
[DeviceA-VIan-interfacelO] ip address 192.168.1.1 24
[DeviceA-VIan-interfacelO] local-proxy-arp enable
[DeviceA-VIan-interfacelO] quit

# A% VLAN 20,

[DeviceA] vlan 20

[DeviceA-vlan20] quit

# 43 1 GigabitEthernet1/0/3 Fit & A Trunk ¥ 1 3 S0 ¥F VLAN 20 J@id, HUH Ui VLAN 15T .
[DeviceA] interface gigabitethernet 1/0/3
[DeviceA-GigabitEthernetl/0/3] port link-type trunk
[DeviceA-GigabitEthernetl/0/3] undo port trunk permit vlan 1
[DeviceA-GigabitEthernetl/0/3] port trunk permit vlan 20
[DeviceA-GigabitEthernetl/0/3] quit

# LB VLAN 20 X RZ ) VLAN 2 L 1P #idik.

[DeviceA] interface Vlan-interface 20
[DeviceA-Vlan-interface20] ip address 192.168.2.1 24
[DeviceA-VIan-interface20] quit

# R E

[DeviceA] save force

2. Device B Ut &

# )% VLAN 20.

[DeviceB] vlan 20

[DeviceB-vlan20] quit

# ¥4 1 GigabitEthernet1/0/1 fit & >4 Trunk i 1 I o ¥F VLAN 20 i@5d, HUH ¥ VLAN 185 .
[DeviceB] interface gigabitethernet 1/0/1

[DeviceB-GigabitEthernetl/0/1] port link-type trunk

[DeviceB-GigabitEthernetl/0/1] undo port trunk permit vlan 1
[DeviceB-GigabitEthernetl/0/1] port trunk permit vlan 20

6



[DeviceB-GigabitEthernetl/0/1] quit
# ¥4 I GigabitEthernet1/0/2 fin A\ VLAN 20.

[DeviceB] vlan 20
[DeviceB-vlan20] port gigabitethernet 1/0/2
[DeviceB-vlan20] quit

# R E

[DeviceB] save force

2.5 Wil &

# {7~ Device A - Super VLAN FIFC & (5 E .

<DeviceA> display supervlan
Super VLAN ID: 10
Sub-VLAN 1D: 2-3

VLAN ID: 10

VLAN type: Static

It is a super VLAN.

Route interface: Configured
IPv4 address: 192.168.1.1

IPv4 subnet mask: 255.255.255.0
Description: VLAN 0010

Name: VLAN 0010

Tagged ports: None

Untagged ports: None

VLAN ID: 2

VLAN type: Static

It is a sub-VLAN.

Route interface: Configured

IPv4 address: 192.168.1.1

IPv4 subnet mask: 255.255.255.0

Description: VLAN 0002

Name: VLAN 0002

Tagged ports: None

Untagged ports:
GigabitEthernetl1/0/1

VLAN ID: 3

VLAN type: Static

It is a sub-VLAN.

Route interface: Configured
IPv4 address: 192.168.1.1

IPv4 subnet mask: 255.255.255.0
Description: VLAN 0003

Name: VLAN 0003

Tagged ports: None



Untagged ports:
GigabitEthernetl/0/2

# 27~ Device A | VLAN 20 LB (S 5.

<DeviceA> display vlan 20
VLAN ID: 20
VLAN type: Static
Route interface: Configured
IPv4 address: 192.168.2.1
IPv4 subnet mask: 255.255.255.0
Description: VLAN 0020
Name: VLAN 0020
Tagged ports:
GigabitEthernetl/0/3
Untagged ports: None

# 27~ Device B | VLAN 20 AL EZ B .

<DeviceA> display vlan 20
VLAN ID: 20
VLAN type: Static
Route interface: Not configured
Description: VLAN 0020
Name: VLAN 0020
Tagged ports:
GigabitEthernetl/0/1
Untagged ports:
GigabitEthernetl1/0/2

2.6 BEENH

. Device A :

#
vlan 2
#
vlian 3
#
vlan 10
supervilan
subvlan 2 3
#
vlan 20
#
interface Vlan-interfacelO
ip address 192.168.1.1 255.255.255.0
local-proxy-arp enable
#
interface Vlan-interface20
ip address 192.168.2.1 255.255.255.0
#



interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 2

#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 3

#

interface GigabitEthernetl/0/3
port link-mode bridge
port link-type trunk
undo port trunk permit vlan 1
port trunk permit vlan 20

. #Device B :

#

vlan 20

#

interface GigabitEthernetl/0/1
port link-mode bridge

port link-type trunk

undo port trunk permit vlan 1
port trunk permit vlan 20

#

interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 20

#

2.7 lHXER

o UAHECE “ TRBOR-DUKMACHECE SRS ) “VLAN.
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3 Voice VLAN RIRFL & 57
3.1 &
A2 4)-48 Voice VLAN [FIELE J5 .
3.2 AMFEK
N T ARBEE S HAR e R R, WEBE & ISR Laptop Huhik X 40 I, K i B uE Hh bk 15 B Rk

192.168.2.0 M Bt kil 7> % VLAN2, 4 Laptop Hihik 1 B sk 192.168.10.0 W Bt il 7> VLAN1O, %
#EN DHCP k%545 4575 & FLiE AT Laptop R K IP ik«

Router

GE1/0/1

GE1/0/2

@ Switch
GE1/0/1

IP Phone Laptop
VLAN 2 VLAN 10

3.3 BEELTE

1. Swtich BYECE
# JF )3 POE, NiEHLfEHL .

<Switch> system-view

[Switch] interface gigabitEthernetl/0/1

[Switch-GigabitEthernetl/0/1] poe enable

[Switch-GigabitEthernetl/0/1] quit

# QI TENLATE VLAN2 LA PC FiJ& VLAN10

[Switch] vlan 2

[Switch-vlan2] quit

[Switch] vlan 10

[Switch-vIan10] quit

# WEAVFE DK OUl itk y MAC #ihkHT 48 v 6ca8-4900-0000, BV 4 4 3T 1 A 4 A
6ca8-4900-0000 Itf, &L E 2 iEH RSO R

[Switch] voice-vlan mac-address 6ca8-4900-0000 mask FFfF-Fff00-0000 description avaya
# ¥43% 1 GigabitEthernet1/0/1 % & 4 Hybrid % 11, FF & %% 1 Voice VLAN 16

[Switch] interface gigabitEthernet 1/0/1

10



[Switch-GigabitEthernetl/0/1] port link-type hybrid
[Switch-GigabitEthernetl/0/1] voice-vlan 2 enable

# 1% & PC FrJ& vlan 4 vian10

[Switch-GigabitEthernetl/0/1] port hybrid pvid vlan 10
[Switch-GigabitEthernetl/0/1] port hybrid vlan 10 untagged
[SWITCH-GigabitEthernetl/0/1] quit

#2543 dhep RS 231942 1 GigabitEthernet 1/0/2, #¥F VLAN2. LAN10 g

[Switch] interface gigabitEthernet 1/0/2
[Switch-GigabitEthernetl/0/2] port link-type trunk
[Switch-GigabitEthernetl/0/2] port trunk permit vlan 2 10
[Switch-GigabitEthernetl/0/2] quit

# R E

[Switch] save force

2. Router IEL &
# 6% VLAN2. VLAN10 FH R VLAN £ 0, AiZERE: ORCE (P Mk

<Router> system-view

[Router] vlan 2

[Router-vlan2] quit

[Router] vlan 10

[Router-vlanl0] quit

[Router] interface Vlan-interface 2

[Router-VIan-interface2] ip address 192.168.2.1 255.255.255.0
[Router-VIan-interface2] quit

[Router] interface Vlan-interface 10
[Router-VIlan-interfacelO] ip address 192.168.10.1 255.255.255.0
[Router-VIlan-interfacelO] quit

# WAAERE T LA D GigabitEthernet 1/0/1, ¥ VLAN2. VLAN10 it

[Router] interface GigabitEthernet 1/0/1
[Router-GigabitEthernetl/0/1] port link-type trunk
[Router-GigabitEthernetl/0/1] port trunk permit vlan 2 10
[Router-GigabitEthernetl/0/1] quit

# JT 5 DHCP k%5 .
[Router] dhcp enable
# 5 EIEHL VLAN2 [¥] DHCP Hiuhikith

[Router] dhcp server ip-pool vlan2

[Router-dhcp-pool-vlan2] network 192.168.2.0 mask 255.255.255.0
[Router-dhcp-pool-vlan2] gateway-list 192.168.2.1
[Router-dhcp-pool-vlan2] quit

# % E Laptop VLAN1O0 /) DHCP Hihtith

[Router] dhcp server ip-pool vlanlO

[Router-dhcp-pool-vlanl10] network 192.168.10.0 mask 255.255.255.0
[Router-dhcp-pool-vlanl0] gateway-list 192.168.10.1
[Router-dhcp-pool-vlanl0] dns-list 114.114.114.114
[Router-dhcp-pool-vlanl0] quit

# DRAFHCE
11



[Router] save force

3.4 WnFfAcE

# LM LB R, EEEVLE S IMAZ] VLAN2

<Switch> display mac-address

MAC Address VLAN ID STATE Port/Nickname AGING
3897-d630-676b 10 Learned GE1/0/2 Y
3897-d630-676b 2 Learned GE1/0/2 Y
6ca8-4986-6d59 2 Learned GE1/0/1 Y
0068-eb95-3683 10 Learned GE1/0/1 Y

# 7% voice vlan i B &5 4%

<Switch> display voice-vlan mac-address

Oui Address Mask Description

0003-6b00-0000 FFFF-FFO0-0000 Cisco phone
00e0-7500-0000 FFFF-FFO0-0000 Polycom phone
6ca8-4900-0000 ffFf-FF00-0000 avaya

# BRil voice vlan iy auto(H Zh )

<Switch> display voice-vlan state
Current Voice VLANs: 1

Voice VLAN security mode: Security
Voice VLAN aging time: 1440 minutes
Voice VLAN enabled port and its mode:
PORT VLAN MODE COS DSCP

GE1/0/1 2 AUTO 6 46

# DHCP %528 L& F WEHLA PC 3REL 1P Huhik

%Sep 1 09:19:59:333 2021 DHCP DHCPS/5/DHCPS_ALLOCATE_IP: DHCP server information: Server IP
= 192.168.2.1, DHCP client IP = 192.168.2.2, DHCP client hardware address = 6ca8-4986-6d59,
DHCP client lease = 86400.

<Router> display dhcp server ip-in-use all

Pool utilization: 0.59%

IP address Client-identifier/ Lease expiration Type

Hardware address

192.168.2.2 6ca8-4986-6d59 Aug 31 2021 09:19:59 Auto:COMMITTED
192.168.10.4 0068-eb95-3683 Aug 31 2021 09:19:42 Auto:COMMITTED

3.5 BEENXH

. Switch :

#
voice-vlan mac-address 6ca8-4900-0000 mask ffFF-ff00-0000 description avaya
#
vian 2
#
vlan 10

12



#

interface GigabitEthernetl/0/1
port link-mode bridge

port link-type hybrid

port hybrid vlan 10 untagged
port hybrid pvid vlan 10
voice-vlan 2 enable

poe enable

#

interface GigabitEthernetl/0/2
port link-mode bridge

port link-type trunk

port trunk permit vlan 2 10

o Router :
#

vian 2

#

vlan 10

#

dhcp server ip-pool vlan2
gateway-list 192.168.2.1
network 192.168.2.0 255.255.255.0
#
dhcp server ip-pool vlanlO
gateway-list 192.168.10.1
network 192.168.10.0 255.255.255.0
dns-list 114.114.114.114
#
interface Vlan-interface2
ip address 192.168.2.1 255.255.255.0
#
interface Vlan-interfacelO
ip address 192.168.10.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 2 10

3.6 HHxZEH

o UAMEE “TRER-LUKMIHECE RS ) “VLAN”.
o JURHECE “ TRBOR-LUKMAL AT &S ) “VLAN,

13



4 Private VLAN [RiREC B 5

4.1 &N

A Z M/ 48 Private VLAN FIHCE 7715 .
4.2 AMER

a3 -

. TR R4 Device A 3EAN 4 Device B 43t 7 VLAN 10, P43 11 VLAN-interfacel0 7]
IR A P B, DME P aT LA Device A SB[ AR 4% . Device B & TG P
WAL 1E— M B 10.0.0.0/24.

. HostA%D BETHEH, HostC Ml DJE TME&E. NRIEL A, FTEMARII T2 20
B, [FRS TR P 2z e ] DA @

LT Device A INfE N Device B /3L £ VLAN, ZEKifid Private VLAN JjHE 0 :

e  Device A R #& %] VLAN 10.

o  Device B 7t Primary VLAN 10 A& EC EA A Secondary VLAN, S ]1A] — =k
12 0

&3 Private VLAN B RVFD B 2545128 [ 5]

Device A <73y \/jan-int10

10.0.0.1/24
P 4 -
L7 GEL/O/L "~
, VLAN 10 N
// GE1/0/1 Pr\imary VLAN 10

Secondary VLAN 201 Secondary VLAN 202

S8..-88

Host A\ *Host B Host C \ 4 Host D

-~ /

10.0.0.0/24

LY

4.3 BLEFEEIN

. Private VLAN g R 7 BAE N34 Device B LA E .
. A4S VLAN (VLAN 1) ASSZFF Private VLAN A5G & .
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4.4 BLE LR

1. Dvice BHIECE
# L& VLAN 10 4 Primary VLAN.

<DeviceB> system-view

[DeviceB] vlan 10

[DeviceB-vlanl0] private-vlan primary

[DeviceB-vlanl10] quit

# )5 Secondary VLAN 201. 202,

[DeviceB] vlan 201 to 202

# %7 Primary VLAN 10 Al Secondary VLAN 201, 202 L ¢ R .

[DeviceB] vlan 10
[DeviceB-vlanl0] private-vlan secondary 201 to 202
[DeviceB-vlanl10] quit

# L E 473 0 GigabitEthernet1/0/1 7€ VLAN 10 1 TAE7E promiscuous &z .

[DeviceB] interface gigabitethernet 1/0/1
[DeviceB-GigabitEthernetl/0/1] port private-vlan 10 promiscuous
[DeviceB-GigabitEthernetl/0/1] quit

# ¥ 475 1 GigabitEthernet1/0/2. GigabitEthernet1/0/3 ¥ 1% VLAN 201, GigabitEthernet1/0/4.
GigabitEthernet1/0/5 7% VLAN 202, FAdE BT LIELE host f.

[DeviceB] interface range gigabitethernet 1/0/2 to gigabitethernet 1/0/3
[DeviceB-if-range] port access vlan 201

[DeviceB-if-range] port private-vlan host

[DeviceB-if-range] quit

[DeviceB] interface range gigabitethernet 1/0/4 to gigabitethernet 1/0/5
[DeviceB-if-range] port access vlan 202

[DeviceB-if-range] port private-vlan host

[DeviceB-if-range] quit

# R E

[DeviceB] save force

2. Dvice ARVECE
# 1% VLAN 10, #4210 GigabitEthernet1/0/1 i\ VLAN 10,

<DeviceA> system-view

[DeviceA] vlan 10

[DeviceA-vlanl0] quit

[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] port access vlan 10
[DeviceA-GigabitEthernetl/0/1] quit

# B B W <4 1 VLAN-interface10.

[DeviceA] interface vlan-interface 10
[DeviceA-Vlan-interfacelO] ip address 10.0.0.1 24
[DeviceA-Vlan-interfacelO] quit

# RAFICE
[DeviceA] save force

15



4.5 WiFfc &

# Device A 7] UL ping IB{EE A . &F ARP %, #ILLE2IFTA M F#4J8 T VLAN 10.

[DeviceA] display arp

Type: S-Static D-Dynamic  O-Openflow
IP address MAC address VLAN/VSI name
10.0.0.2 0e9e-0671-0302 10
10.0.0.3 0e9e-09f7-0402 10
10.0.0.4 0e9e-0d94-0502 10
10.0.0.5 0e9e-1263-0602 10

# {7~ Device B L] Private VLAN Jit B 154 .

<DeviceB> display private-vlan
Primary VLAN ID: 10
Secondary VLAN I1D: 201-202

VLAN ID: 10

VLAN type: Static

Private VLAN type: Primary

Route interface: Not configured

Description: VLAN 0010

Name: VLAN 0010

Tagged ports:
None

Untagged ports:
GigabitEthernetl/0/1(U)
GigabitEthernetl1/0/3(U)
GigabitEthernetl1/0/5(U)

VLAN ID: 201

VLAN type: Static

Private VLAN type: Secondary

Route interface: Not configured

Description: VLAN 0201

Name: VLAN 0201

Tagged ports:
None

Untagged ports:
GigabitEthernetl/0/1(U)
GigabitEthernetl1/0/3(U)

VLAN ID: 202

VLAN type: Static

Private VLAN type: Secondary
Route interface: Not configured
Description: VLAN 0202

Name: VLAN 0202

Tagged ports:

16

R-Rule
Interface

GE1/0/1
GE1/0/1
GE1/0/1
GE1/0/1

GigabitEthernetl1/0/2(VU)
GigabitEthernetl1/0/4(VU)

GigabitEthernetl1/0/2(VU)

M-Multiport

I-Invalid

Aging Type

1062
1052
1164
1109

O O O



None

Untagged ports:
GigabitEthernetl1/0/1(U) GigabitEthernetl/0/4(U)
GigabitEthernetl1/0/5(U)

A LLEF], TAELE promiscuous F i 1 GigabitEthernet1/0/1 A1 T/ELE host & 2 ) 5 11
GigabitEthernet1/0/2~ GigabitEthernet1/0/5 14 P Untagged J5 3 78 ¥ VLAN i) SCld .

# Host A. B 2 [A]R] LA B AH ping i, Host C. D Z[a]"] LA E AH ping . Host A. B 5 Host C. D
Z [ 35 ANRE ping i

4.6 BLEXXH

. Device A:

#
vlan 10
#
interface Vlan-interfacelO
ip address 10.0.0.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 10
#

. Device B :

#
vlan 10
private-vlan primary
private-vlan secondary 201 to 202
#
vlan 201 to 202
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type hybrid
undo port hybrid vlan 1
port hybrid vlan 10 201 to 202 untagged
port hybrid pvid vlan 10
port private-vlan 10 promiscuous
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type hybrid
undo port hybrid vlian 1
port hybrid vlan 10 201 untagged
port hybrid pvid vlan 201
port private-vlan host
#
interface GigabitEthernetl/0/3

17



port link-mode bridge
port link-type hybrid
undo port hybrid vlan 1
port hybrid vlan 10 201 untagged
port hybrid pvid vlan 201
port private-vlan host
#
interface GigabitEthernetl/0/4
port link-mode bridge
port link-type hybrid
undo port hybrid vlan 1
port hybrid vlan 10 202 untagged
port hybrid pvid vlan 202
port private-vlan host
#
interface GigabitEthernetl/0/5
port link-mode bridge
port link-type hybrid
undo port hybrid vlan 1
port hybrid vlan 10 202 untagged
port hybrid pvid vlan 202
port private-vlan host
#

4.7 HHxER

o UAECE “ TRBOR-DUKMACHECE SRS ) “VLAN.
o URHECE “ TRBOR-LUKMA AT &2 ) “VLAN,
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1 imARERRELE &R
1.1 T&9r

A G 2w 1 R S ) P T
1.2 HMEEK

w1 B, /NX AP Host AL Host B. Host C 435 Device i [l GigabitEthernet1/0/1.
GigabitEthernet1/0/2. GigabitEthernet1/0/3 #{i%, Switch 13 #1# 1L GigabitEthernet1/0/4 i 15 4k
LK AEE . IR SLIL/NX P Host AL Host B il Host C 1 itk 2 18] — 2 SCASRE FLa@E, {HA] LA
FHAIER I 24 T84

E1l & imOkREEmME

GE1/0/4

Host A Host B Host C

1.3 BLEEEEWM

o RN EAIm ARG E IR AT, A2 TE iR B AL A B .
o —MHEHEE REEIMA—REH.

1.4 ILELE

==
A EE

BB EEE, REF—-ANBEH, HEALADCNERBEA L, AP RTMERIZESERA) ZELib
WiaHm, 2faBaiksd, LFS N mEa, AP T F1iRE.

# O EERE A 1.

<Switch> system-view



[Switch] port-isolate group 1
# ¥ I GigabitEthernet1/0/1. GigabitEthernet1/0/2. GigabitEthernet1/0/3 A F&ES4H 1.

[Switch] interface gigabitethernet 1/0/1
[Switch-GigabitEthernetl/0/1] port-isolate enable group 1
[Switch-GigabitEthernetl/0/1] quit

[Switch] interface gigabitethernet 1/0/2
[Switch-GigabitEthernetl/0/2] port-isolate enable group 1
[Switch-GigabitEthernetl/0/2] quit

[Switch] interface gigabitethernet 1/0/3
[Switch-GigabitEthernetl/0/3] port-isolate enable group 1
[Switch-GigabitEthernetl/0/3] quit

# RFBCE

[Switch] save force

1.5 WitACE

# WoRR A 1 HER.
[Switch] display port-isolate group 1
Port isolation group information:
Group ID: 1
Group members:
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl/0/3
PL_EA5 B EoR Device L /¥ I GigabitEthernet1/0/1. GigabitEthernet1/0/2. GigabitEthernetE1/0/3

CAMAREEA 1, Ml 2k =, HostA. Host B Al Host C i It 2 [B] AN fE ping i

1.6 BCEXH

#

port-isolate group 1
#

interface GigabitEthernetl/0/1
port link-mode bridge
port-isolate enable group 1
#

interface GigabitEthernetl/0/2
port link-mode bridge
port-isolate enable group 1
#

interface GigabitEthernetl/0/3
port link-mode bridge
port-isolate enable group 1
#
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1 IRERANRIREL B 45
1.1 T&9r

A G CHER BRI ) P T
1.2 HMEEK

e 1 PR,
. = &1%% Device A. Device B i Device C ZHi— M _E I TN

o  IHIIFE Device A LFECEIFEEATMIIAE, RGNS H KM Device A b H I B (35 11, I
I T H S B ORISR R R 2

1 IFEEAME AR ThsE Be & LA P ]

Device A

&Y
&
Q)
@ GE1/0/1 GE1/0/2 @
Device B Device C

VLAN 100

1.3 ILELE

1. Device A Ut &
# B8 VLAN 100, 45775 1% VLAN W 3R ER RGN T BE

<DeviceA> system-view

[DeviceA] vlan 100

[DeviceA—vI1an100] quit

[DeviceA] loopback-detection global enable vlan 100

# Mt B % 11 GigabitEthernet1/0/1 #1 GigabitEthernet1/0/2 24 Trunk 2874, 372 ¥F VLAN 100 i@id .

[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] port link-type trunk
[DeviceA-GigabitEthernetl/0/1] port trunk permit vlan 100
[DeviceA-GigabitEthernetl/0/1] quit



[DeviceA] interface gigabitethernet 1/0/2
[DeviceA-GigabitEthernetl/0/2] port link-type trunk
[DeviceA-GigabitEthernetl/0/2] port trunk permit vlan 100
[DeviceA-GigabitEthernetl/0/2] quit

# 4 Jaj TG B A B A I A AL B 00 Shutdown FE.
[DeviceA] loopback-detection global action shutdown
# T B PRSI F I TR [T By 35 A0

[DeviceA] loopback-detection interval-time 35

# RIFBCE

[DeviceA] save force

2. Device B Ut &
# %2 VLAN 100,

<DeviceB> system-view
[DeviceB] vlan 100
[DeviceB—vI1anl100] quit

# Mt & U [ GigabitEthernet1/0/1 #1 GigabitEthernet1/0/2 4y Trunk 28%4, 0¥ VLAN 100 i@t .

[DeviceB] interface gigabitethernet 1/0/1
[DeviceB-GigabitEthernetl/0/1] port link-type trunk
[DeviceB-GigabitEthernetl/0/1] port trunk permit vlan 100
[DeviceB-GigabitEthernetl/0/1] quit

[DeviceB] interface gigabitethernet 1/0/2
[DeviceB-GigabitEthernetl/0/2] port link-type trunk
[DeviceB-GigabitEthernetl/0/2] port trunk permit vlan 100
[DeviceB-GigabitEthernetl/0/2] quit

# RIFBCE

[DeviceB] save force

3. Device C YL E
# 1% VLAN 100,

<DeviceC> system-view
[DeviceC] vlan 100
[DeviceC—vI1an100] quit

# Mt & U [ GigabitEthernet1/0/1 #1 GigabitEthernet1/0/2 4y Trunk 28%4, 0¥ VLAN 100 i@t .

[DeviceC] interface gigabitethernet 1/0/1
[DeviceC-GigabitEthernetl/0/1] port link-type trunk
[DeviceC-GigabitEthernetl/0/1] port trunk permit vlan 100
[DeviceC-GigabitEthernetl/0/1] quit

[DeviceC] interface gigabitethernet 1/0/2
[DeviceC-GigabitEthernetl/0/2] port link-type trunk
[DeviceC-GigabitEthernetl/0/2] port trunk permit vlan 100
[DeviceC-GigabitEthernetl/0/2] quit

# RIFBCE

[DeviceC] save force



1.4 WiERCE

MECE RS, RGAE— A H BRI (] (] B N /E Device A 3 1 GigabitEthernet1/0/1 Al
GigabitEthernet1/0/2 F#RL I E] 7 3 g, TRFXP N O HBIRH, HFTEH T FHEES:
<DeviceA> %Aug 26 19:17:29:760 2021 DeviceA IFNET/3/PHY_UPDOWN: -MDC=1; Physical state on
the interface GigabitEthernetl/0/2 changed to up.

%Aug 26 19:17:29:760 2021 DeviceA IFNET/5/LINK_UPDOWN: -MDC=1; Line protocol state on the
interface GigabitEthernetl/0/2 changed to up.

%Aug 26 19:17:30:356 2021 DeviceA IFNET/3/PHY_UPDOWN: -MDC=1; Physical state on the interface
GigabitEthernetl/0/1 changed to up.

%Aug 26 19:17:30:356 2021 DeviceA IFNET/5/LINK_UPDOWN: -MDC=1; Line protocol state on the
interface GigabitEthernetl/0/1 changed to up.

%Aug 26 19:17:33:985 2021 DeviceA LPDT/4/LPDT_LOOPED: -MDC=1; A loop was detected on
GigabitEthernetl/0/1.

%Aug 26 19:17:34:005 2021 DeviceA IFNET/3/PHY_UPDOWN: -MDC=1; Physical state on the interface
GigabitEthernetl/0/1 changed to down.

%Aug 26 19:17:34:006 2021 DeviceA IFNET/5/LINK_UPDOWN: -MDC=1; Line protocol state on the
interface GigabitEthernetl/0/1 changed to down.

%Aug 26 19:17:34:018 2021 DeviceA LPDT/4/LPDT_VLAN_LOOPED: -MDC=1; A loop was detected on
GigabitEthernetl/0/1 in VLAN 100.

%Aug 26 19:17:34:019 2021 DeviceA LPDT/4/LPDT_LOOPED: -MDC=1; A loop was detected on
GigabitEthernetl/0/2.

%Aug 26 19:17:34:040 2021 DeviceA IFNET/3/PHY_UPDOWN: -MDC=1; Physical state on the interface
GigabitEthernetl/0/2 changed to down.

%Aug 26 19:17:34:041 2021 DeviceA IFNET/5/LINK_UPDOWN: -MDC=1; Line protocol state on the
interface GigabitEthernetl/0/2 changed to down.

%Aug 26 19:17:34:055 2021 DeviceA LPDT/4/LPDT_VLAN_LOOPED: -MDC=1; A loop was detected on
GigabitEthernetl/0/2 in VLAN 100.

%Aug 26 19:17:34:055 2021 DeviceA LPDT/5/LPDT_VLAN_RECOVERED: -MDC=1; A loop was removed on
GigabitEthernetl1/0/1 in VLAN 100.

%Aug 26 19:17:34:055 2021 DeviceA LPDT/5/LPDT_RECOVERED: -MDC=1; All loops were removed on
GigabitEthernetl/0/1.

%Aug 26 19:17:34:056 2021 DeviceA LPDT/5/LPDT_VLAN_RECOVERED: -MDC=1; A loop was removed on
GigabitEthernetl/0/2 in VLAN 100.

%Aug 26 19:17:34:056 2021 DeviceA LPDT/5/LPDT_RECOVERED: -MDC=1; All loops were removed on
GigabitEthernetl/0/2.

ffiF] display loopback-detection 4] LL# %A Device A ¥R EE A BC B A2 AT 15 -
# 7K Device A L IRRRAS I )T & AE AT 0 .

<DeviceA> display loopback-detection

Loop detection is enabled.

Global loop detection interval is 35 second(s).
Loop is detected on following interfaces:

Interface Action mode VLANs/VSI
GigabitEthernetl/0/1 Shutdown 100
GigabitEthernetl/0/2 Shutdown 100

A L, Device A b E/R7EHG T GigabitEthernet1/0/1 I GigabitEthernet1/0/2 |65 3K %,
BT I EAS I T RE 12177 Shutdown 10T, % 1 GigabitEthernet1/0/1 F1 GigabitEthernet1/0/2 -
IR 53 O A B oC ], R & FTENI H E05 B Somx wi A L ERES O bR, bR, i



i display interface 1y 4 4 %l & & Device A L i I1 GigabitEthernet1/0/1 Fl
GigabitEthernet1/0/2 KIRAE B

<DeviceA> display interface gigabitEthernet 1/0/1
GigabitEthernetl/0/1

Current state: DOWN (Loopback detection down)
<DeviceA>display interface gigabitEthernet 1/0/2
GigabitEthernetl/0/2

Current state: DOWN (Loopback detection down)

Al W, 3% GigabitEthernet1/0/1 1 GigabitEthernet1/0/2 ¥4 EL 4 R B AS B H 15 355 1 .

1.5 BeEXH

. Device A:

loopback-detection global enable vlan 100
loopback-detection global action shutdown
loopback-detection interval-time 35
#
vian 100
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 100
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 100
#

. Device B :

#
vlan 100
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlian 1 100
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlian 1 100
#

. Device C :
#



vlan 100
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlian 1 100
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlian 1 100
#

1.6 tHXZEHR
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1 ®= oino xmm

1.1 &9y

AZHIN QIinQ KL B J7i% .
1.2 ZAMEEK

Wi 1-1 fios, CE 11 CE 2 52 A — AR AN S I AL #:ATL, PE A i PE B 1 E M 4%
Rl 244, WL E I‘J%&J&ﬁu: , ~aE PSS #E I VLAN SN VLAN 2, 155 7 R 2% A e]
] VLAN %54 VLAN 200, @iTACE QinQ Thig, SN/ AU 2 [a) @it & 8 i W 4% 3t 47

N

(=)

E1-1 QinQ EAZHME

GE1/0/2
SVLAN 200

GE1/0/1

Service provider network

GE1/0/1

Site 1 GE1/0/1

Site 2

VLAN 2

VLAN 2

1.3 BeE;FEEM

FFJa QinQ ThRE R 1, 5 EC E 5 H AEE VLAN N QinQ H 24482 VLAN (SVLAN)D.
1.4 BCELE
1.4.1 CE 1. E

# fll & VLAN 2.

<CE 1> system-view
[CE 1] vlan 2

[CE 1-vlan2] quit



# i & it 1 GigabitEthernet 1/0/2 A1 GigabitEthernet 1/0/3 A4 Access ¥ii 1, 2 ¥F VLAN 2 (3R 3Gl
[CE 1] interface range gigabitethernet 1/0/2 to gigabitethernet 1/0/3

[CE 1-if-range] port access vlan 2

[CE 1-if-range] quit

# i # v 1 GigabitEthernet 1/0/1 Jy Trunk %t 1, fSVF VLAN 2 iR SCil it

[CE 1] interface gigabitethernet 1/0/1

[CE 1-GigabitEthernetl/0/1] port link-type trunk

[CE 1-GigabitEthernetl/0/1] port trunk permit vlan 2

[CE 1-GigabitEthernetl1/0/1] quit

1.42 CE2 L E

CE2ECE S CE L H[F, AR TR,

1.4.3 PEARIECE

144

# f%& VLAN 2 1 VLAN 200.

<PE A> system-view

[PE A] vlan 2

[PE A-vlan2] quit

[PE A] vlan 200

[PE A-vlan200] quit

# M & i [ GigabitEthernet 1/0/1 5 Trunk % 1, J2¥F VLAN 2 A1 VLAN 200 H)3R SC#E IS
[PE A] interface gigabitethernet 1/0/1

[PE A-GigabitEthernetl/0/1] port link-type trunk

[PE A-GigabitEthernetl/0/1] port trunk permit vlan 2 200

# It & i I GigabitEthernet 1/0/1 () PVID 2y VLAN 200,

[PE A-GigabitEthernetl/0/1] port trunk pvid vlan 200

# JF )5 i I GigabitEthernet 1/0/1 ] QinQ I &g

[PE A-GigabitEthernetl/0/1] qinq enable

[PE A-GigabitEthernetl/0/1] quit

# Mt & ot I GigabitEthernet 1/0/2 4 Trunk % 1, 0¥ VLAN 200 [ SCi@Et
[PE A] interface gigabitethernet 1/0/2

[PE A-GigabitEthernetl/0/2] port link-type trunk

[PE A-GigabitEthernetl/0/2] port trunk permit vlan 200

[PE A-GigabitEthernetl/0/2] quit

PE B WL &

PE Bl E 5 PEAMIE, AR MHER.

1.5 Eurfc &

[F—2md, al)E T A B P & PC TARBET Ping #:4E, WLL Ping i, HXM& PC
BN HLAH 2% >) 2% 75 1) MAC Hihik o v WK 2% VLAN {5 S5, BE A% 15 2 ) 7 X 28 3004 T 32 WA A6 « 51l 2



# 1t Site 1 7} 321 PC 47T Ping ##1F, #7 Site 2 733 PC & HIA,
C:\Users\usera>ping 192.168.1.2

IEfE Ping 192.168.1.2 HAE 32 FHiffi%ds:

kH 192.168.1.2 MEIF: F75=32 Wf[A=28ms TTL=253
KH 192.168.1.2 MEIK: FH=32 Kf[a=27ms TTL=253
kH 192.168.1.2 MEIF: F75=32 Wf[A=27ms TTL=253
kH 192.168.1.2 MEIF: F75=32 Wf[Al=26ms TTL=253

192.168.1.2 ] Ping 4iil{5 & :

HE: okE = 4, 28l = 4, 2% =0 (0% £%),
AERATRERIAG THN 8] (AR A AT -

W = 26ms, &K = 28ms, V¥ = 27ms
#1£ CE 1 L&A MAC Hiht%, KI>I3] 1 Site 2 70 32 MAC #iudik.
<Sysname> display mac-address vlan 2
MAC Address VLAN 1D State Port/Nickname Aging
0003-2d00-5761 2 Learned GE1/0/1 Y

1.6 BCEXH

. CE1l

#

vian 2

#

interface GigabitEthernetl/0/1
port link-type trunk

port trunk permit vlan 1 to 2

#

interface GigabitEthernetl/0/2
port access vlan 2

#

interface GigabitEthernetl/0/3
port access vlan 2

) CE?2
#

vian 2

#

interface GigabitEthernetl/0/1
port link-type trunk

port trunk permit vlan 1 to 2

#

interface GigabitEthernetl/0/2
port access vlan 2

#

interface GigabitEthernetl/0/3
port access vlan 2

) PEA



#

vlian 2

#

Vlan 200

#

interface GigabitEthernetl/0/1
port link-type trunk
port trunk permit vlan 1 to 2 200
port trunk pvid vlan 200

qing enable

#

interface GigabitEthernetl/0/2
port link-type trunk
port trunk permit vlan 1 200

) PEB
#

vian 2

#

Vlan 200
#

interface GigabitEthernetl/0/1
port link-type trunk

port trunk permit vlan 1 to 2 200
port trunk pvid vlan 200

qing enable

#

interface GigabitEthernetl/0/2
port link-type trunk

port trunk permit vlan 1 200

#

1.7 tHHEER

o JUAMECE “ TRBOR-DUKMACHECE RS R “QinQ 7
o UAMIE “ TREER-LUKMI AT &S ) “QinQ”
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1 BEE 7S MAC Hhiik 3R I

1.1 &
RZEBINFEZ MAC bR TS & 5%

1.2 AMFEK
FEAS N N2 A 1 Firo, Al 2% 1 A P adaS Switch A 5 RS 2R B0 MER N 28 3R T o 1% 4%
HIH M7 R T

e VLAN 100 HJH P87 E 7 M RS 2% .

o WAAIAREM A AFAREE R E RS MAC Ml R IE R ST, WIRSS 2519 MAC bk #4785
b D223, SEAP AR S IR S IEHIEE, B2 B E B EERE G

o NRRFEMRFELANE, {f Switch A LRCE —A#HE MAC HUERI, K 5545 MAC Hulik
0033-0033-0033 5#% 11 GE1/0/2 43¢

&1 #7Ss MAC Hbik 3R 528 7 &

GE1/0/1
GE1/0/2 %2> )
Switch A
Server GE1/0/3
10.0.0.9/24
0033-0033-0033
@ LAN switch
VLAN 100

1.3 BLE T

X} Switch A #EATHC A -

# A2 VLAN 100,

<Switch A> system-view

[Switch A] vlan 100

[Switch A-vlanl100] quit

# 4 GigabitEthernet1/0/2 it A\ VLAN 100.
[Switch A] interface gigabitethernet 1/0/2

[Switch A-GigabitEthernetl/0/2] port access vlan 100
[Switch A-GigabitEthernetl/0/2] quit



# ¥ Switch A 4% T A HALI 1 GigabitEthernet1/0/3 ()45 KL B N Trunk, Jf 7014 VLAN

100 Fk i

[Switch A] interface gigabitethernet 1/0/3

[Switch A-GigabitEthernetl1/0/3] port link-type trunk
[Switch A-GigabitEthernetl/0/3] port trunk permit vlan 100
[Switch A-GigabitEthernetl/0/3] quit

# WIN—/NEAS MAC il £,

HiZ#OJET VLAN 100,

[Switch A] mac-address static 0033-0033-0033 interface gigabitethernet 1/0/2 vlan 100

1.4 WiEACE

H #ihly 0033-0033-0033, #2114 GigabitEthernetl/0/2,

(1) B VLAN 100 FI5H P AT 10.0.0.0/24 MEL, ZH 7% F1 Server HidE .

# VLAN 100 A 34T Ping #:1F, #7 10.0.0.9 £ & AliA.
<Sysname> ping 10.0.0.9

Ping 10.0.0.9
56 bytes from
56 bytes from
56 bytes from
56 bytes from
56 bytes from

(10.0.0.9): 56 data bytes, press CTRL+C
10.0.0.9: icmp_seq=0 ttl=254 time=2.137
10.0.0.9: icmp_seqg=1 ttl=254 time=2.051
10.0.0.9: icmp_seq=2 ttl=254 time=1.996
10.0.0.9: icmp_seq=3 ttl=254 time=1.963
10.0.0.9: icmp_seqg=4 ttl=254 time=1.991

--- Ping statistics for 10.0.0.9 -—-
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.963/2.028/2.137/0.062 ms

(2) 7 Switch A ff MAC HuE 5005 B, 5o A B A2 75 e

[Switch A] display mac-address
VLAN 1D State Port/NickName Aging

MAC Address

0033-0033-0033

1.5 BeEXH

#
vlan 100
#

100 Static GE1/0/2

interface GigabitEthernetl/0/2
port access vlan 100
mac-address static 0033-0033-0033 vlan 100

#

interface GigabitEthernetl/0/3
port link-type trunk

port trunk permit vlan 1 100

#

to break
ms
ms
ms
ms
ms



1.6 tHXZEHR

o JUAMECE “ TRBOR-DUKMICHECE RS ) “MAC HilER 7
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1 BB R EES

1.1 &Y

2RI 8 e B R T BT T
1.2 AWK
wE 1 FrR:

Device A 55 Device B i it % H ) — )= LK M $2 [1 GigabitEthernet1/0/1~
GigabitEthernet1/0/3 1 H.i% 4%

Device A 1 DeviceB )% 5 VLAN 10.VLAN 20 FdE 85 & . ISR ¥ % FAEE VLAN
AP DLEGE . o HR e A TR B T S aT S, nIE R R AR ST

El — BB ARE RGIE

Device A

GE1/0/4 GEL/O/
GE1/0/1 GE1/0/1
_ i) GEL/02 i : GEL/0/2 2 )
GELI0/3 Link aggregation 1 SR Device B
GE1/0/5 BAGG1 BAGG1 GEL/0/5

1.3 BLEEEEWM

Bic B A AL A b s O R T, B BT e AL N display this A& A
uit O FREAAEEERIE (B OR A E . QnQ At E . VLAN it E . VLAN ML), 1
RAXHRACE, EHFHXN A undo A MIFR X LeEC B, (s PR FFE VG B M 25 BIR A,
SR IG AR A EE A R A HN .

P T 5 25 8 A 2 rb g 1 36 mPObR ZS A A2 00 s i 1 7546 S8 A 2 b B 75 A T3 FrotR ZS IR FE R 03X
FEA AT RE 5 2509 i 13 4% BT 72 1Y Selected MR DAA—20, P un AR S IR iC B B S A ) & R
EHRHN T, EWH P RIEsh &R A H.

e B B RE T T A ThRE R B AN REIIN 2R A4 : MAC HihEAGE L i %2 44X 802.1X
g



1.4 BLE T

1. Device A UL E
# HENRGME, B2 VLAN 10, F£Km 0 GigabitEthernet1/0/4 it A E]i% VLAN 10 .

<DeviceA> system-view

[DeviceA] vlan 10

[DeviceA-vlanl0] port gigabitethernet 1/0/4
[DeviceA-vlanl0] quit

# B VLAN 20, F£#35 1 GigabitEthernet1/0/5 I\ %)% VLAN 20 .

[DeviceA] vlan 20
[DeviceA-vlan20] port gigabitethernet 1/0/5
[DeviceA-vlan20] quit

# AT RREEEO 1. ORYERMRIG SLde £ T pif oy Xz —)
o CRHIBEEAFHA: G- ERAEN1

[DeviceA] interface bridge-aggregation 1
[DeviceA-Bridge-Aggregationl] quit

o CRHZIERAGHA: Q@R EREGHED L, HFRESREHA
[DeviceA] interface bridge-aggregation 1
[DeviceA-Bridge-Aggregationl] link-aggregation mode dynamic
[DeviceA-Bridge-Aggregationl] undo shutdown
[DeviceA-Bridge-Aggregationl] quit

# #4311 GigabitEthernet1/0/1~GigabitEthernet1/0/3 I A FIE &4 1 4.

[DeviceA] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/3
[DeviceA-if-range] port link-aggregation group 1

[DeviceA-if-range] undo shutdown

[DeviceA-if-range] quit

#EE ERESED 18 Trunk 3, JFf0¥F VLAN 10 1 VLAN 20 ({3 Sl .

[DeviceA] interface bridge-aggregation 1
[DeviceA-Bridge-Aggregationl] port link-type trunk
Configuring GigabitEthernetl/0/1 done.

Configuring GigabitEthernetl/0/2 done.

Configuring GigabitEthernetl/0/3 done.
[DeviceA-Bridge-Aggregationl] port trunk permit vlan 10 20
Configuring GigabitEthernetl/0/1 done.

Configuring GigabitEthernetl/0/2 done.

Configuring GigabitEthernetl/0/3 done.
[DeviceA-Bridge-Aggregationl] quit

2. Device B WL &
Device B L E 5 Device A 52 &4 [F, AT .

1.5 Eurfc &

# @i display link-aggregation verbose 74K E/RREAHMARAEE, PAGIERE 2
NI



KHFSREHEAMEESREAIERS S

[DeviceA] display link-aggregation verbose

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing

Port Status: S -- Selected, U -- Unselected, 1 -- Individual

Port: A -- Auto port, M -- Management port, R -- Reference port

Flags: A -- LACP_Activity, B -- LACP_Timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

Aggregation Interface: Bridge-Aggregationl
Aggregation Mode: Static

Loadsharing Type: Shar

Management VLANs: None

Port Status Priority Oper-Key
GE1/0/1(R) S 32768 1
GE1/0/2 S 32768 1
GE1/0/3 S 32768 1

SERLUE . AN B A B A A N IR R B 1 ER AL T Selected RA, 5 X0 i 0k R S 12 75
J& Selected JR& T K.

KSR EHAN R R SR ERE S

[DeviceA] display link-aggregation verbose

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing
Port Status: S -- Selected, U -- Unselected, 1 -- Individual
Port: A -- Auto port, M -- Management port, R -- Reference port

Flags: A -- LACP_Activity, B -- LACP_Timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

Aggregation Interface: Bridge-Aggregationl
Creation Mode: Manual

Aggregation Mode: Dynamic

Loadsharing Type: Shar

Management VLANs: None

System ID: 0x8000, 000f-e234-5678

Local:
Port Status Priority Index Oper-Key Flag
GE1/0/1 S 32768 1 1 {ACDEF}
GE1/0/2 S 32768 2 1 {ACDEF}
GE1/0/3 S 32768 3 1 {ACDEF}
Remote:
Actor Priority Index Oper-Key SystemlD Flag
GE1/0/1(R) 32768 1 1 0x8000, a4e5-c316-0100 {ACDEF}
GE1/0/2 32768 2 1 0x8000, a4e5-c316-0100 {ACDEF}
GE1/0/3 32768 3 1 0x8000, a4e5-c316-0100 {ACDEF}

SRRV Ak A o 0 4 1SRG AL A Il bt o AR AR T Selected HRAS . JRIR R LS A HE S
R il LACP WS SCAZ B, R A P 3R 4 P9 AR 6 i 13 RS IE R — 30 AT igipl
SEHLX P e iR e 5o



1.6 BEEXH

. Device A:

#

vlan 10

#

interface GigabitEthernetl/0/4
port link-mode bridge

port access vlan 10

#

vlan 20

#

interface GigabitEthernetl/0/5
port link-mode bridge

port access vlan 20

o KHIFSREHA
#
interface Bridge-Aggregationl

port link-type trunk
port trunk permit vlan 10 20
o KHFEREHA
#
interface Bridge-Aggregationl
port link-type trunk
port trunk permit vlan 10 20
link-aggregation mode dynamic
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 10 20
port link-aggregation group 1
#
interface GigabitEthernetl1/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 10 20
port link-aggregation group 1
#
interface GigabitEthernetl1/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlan 10 20
port link-aggregation group 1

. Device B:



Device B L& X5 Device A # A,
1.7 tHx&HER

o JUAMECE “TRBOR-LUKMACHECE SRS TR “ DURMBER IR 5.
o UREE “TREEAR-UUKMZHGSSE” P LUK IR A
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1 MSTP (RiRFAL E 157
1.1 &

A ZEH44 MSTP (Multiple Spanning Tree Protocol, %4 KL & 7.
1.2 HAMEEK

W 1 froR:

o MEHTARAHEETFE—A MST 38, &1 M3 RiF VLAN 11~30 @it .
e  Device A fll Device B Ht%:0»/= %%, Device C Hl Device D NI R)/= %4 .

o BT T G BRI A I .

ZORIASACE MSTP JhRE, SEHL:

o ML EME,

. Device C fll Device D i VLAN 11~20 4 3 . VLAN 21~30 R SCISAS[F4E #7473 Device
A Fl Device B, SZHLI & 130 FIBERS 517

&1 MSTP BZ & 2B &

MST region

Device A Device B
T Permit: VLAN 11 to 30 S

GE1/0/3 GE1/0/3

VLAN 11-20%# i <€— —p>
Device C VLAN 21-30%#i < — Device D

1.3 BEE B

BE TR BB T A — MST 8, 7EpTA & ERCEMRIK NS4

o ERUMI TAERER (B MSTP B, THECE)

o A& CRHIIEN test)

o BITYUN (BEA 0, THRELE)

e VLAN MR CABIH VLAN 11~20 Wb 3] MSTI 1, VLAN 21~30 Bdif 3] MSTI 2)



o AT MSTI 1A MSTI 2 4 1 _EATBEMAS [F] I B ARVE N TR %4, Bl & Device Ay MSTI
1 ##R#r, Device B N MSTI 2 [, 745, AHIHECE Device A, B. C. DfE MSTI0
FIPR S AR IR FEAR, A Device A N IST 3AR o 2 B 22 AN 2B RS2 # $h 1.3 B 2 oo

E2 & VLAN %R 894 pioid SEBI RS AT

0.7425-8a02-4c00 32768.0cda-41b1-d1c0 32768.7425-8a02-4c00  0.0cda-41b1-d1cO

32768.00e0-fc00-c518 32768.7425-8a0f-8000  32768.00e0-fc00-c518 32768.7425-8a0f-8000
VLAN 11-20%F W fIMSTI 1 VLAN 21-30%f M fIMSTI 2
0.7425-8a02-4c00 4096.0cda-41b1-d1c0
O s
— R TSR BT )
-------- 52 i S BEL BT e i

32768.00e0-fc00-c518 36864.7425-8a0f-8000
HABVLANXS RZFFIMSTI O

1.4 BLE I

1. Device A IR E

<DeviceA> system-view

[DeviceA] vlan 11 to 30

[DeviceA] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/3
[DeviceA-if-range] port link-type trunk

[DeviceA-if-range] port trunk permit vlan 11 to 30

[DeviceA-if-range] quit

# L& MST 31384 4 test, #f VLAN 11~20 B %] MSTI 1, VLAN 21~30 B £] MSTI 2.

[DeviceA] stp region-configuration
[DeviceA-mst-region] region-name test
[DeviceA-mst-region] instance 1 vlan 11 to 20
[DeviceA-mst-region] instance 2 vlan 21 to 30
[DeviceA-mst-region] active region-configuration
[DeviceA-mst-region] quit

# FLE AR MSTI O Al 1 (AR

[DeviceA] stp instance 0 to 1 root primary

# 4 R T A AR O AL

[DeviceA] stp global enable

# RIFBCE



[DeviceA] save force

2. Device B WL &

# G2 VLAN 11~30. K8& (1431 U AC B A Trunk 31 JF o 7F VLAN 11~30 i@id .
<DeviceB> system-view

[DeviceB] vlan 11 to 30

[DeviceB] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/3
[DeviceB-if-range] port link-type trunk

[DeviceB-if-range] port trunk permit vlan 11 to 30

[DeviceB-if-range] quit

# BLE MST 4% test, K VLAN 11~20 Bht 5] MSTI 1, VLAN 21~30 Bt 3] MSTI 2.

[DeviceB] stp region-configuration
[DeviceB-mst-region] region-name test
[DeviceB-mst-region] instance 1 vlan 11 to 20
[DeviceB-mst-region] instance 2 vlan 21 to 30
[DeviceB-mst-region] active region-configuration
[DeviceB-mst-region] quit

# BCE ARSI MSTI 2 R, LA MSTI O 15 HRr

[DeviceB] stp instance 2 root primary
[DeviceB] stp instance 0 root secondary

# 4 R T A AR RO AL
[DeviceB] stp global enable

# RIFBCE

[DeviceB] save force

3. Device C BIfL E

# 6% VLAN 11~30. H B4 1% 3 L & A Trunk 3 H I 70 7F VLAN 11~30 @il .
<DeviceC> system-view

[DeviceC] vlan 11 to 30

[DeviceC] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/2
[DeviceC-if-range] port link-type trunk

[DeviceC-if-range] port trunk permit vlan 11 to 30

[DeviceC-if-range] quit

# L& MST 31384 test, #F VLAN 11~20 B %] MSTI 1, VLAN 21~30 BLSf£] MSTI 2.

[DeviceC] stp region-configuration
[DeviceC-mst-region] region-name test
[DeviceC-mst-region] instance 1 vlan 11 to 20
[DeviceC-mst-region] instance 2 vlan 21 to 30
[DeviceC-mst-region] active region-configuration
[DeviceC-mst-region] quit

# 4 R T A AR RO AL

[DeviceC] stp global enable

# RIFBCE

[DeviceC] save force



4. Device D IBC &
# 6% VLAN 11~30. #5225 1025 b 1 C B A Trunk ¥ 1 9 701 VLAN 11~30 @it .

<DeviceD> system-view

[DeviceD] vlan 11 to 30

[DeviceD] interface range gigabitethernet 1/0/1 to gigabitethernet 1/0/2
[DeviceD-if-range] port link-type trunk

[DeviceD-if-range] port trunk permit vlan 11 to 30

[DeviceD-if-range] quit

# LB MST I8 4 0 test, F VLAN 11~20 B %] MSTI 1, VLAN 21~30 B £] MSTI 2.
[DeviceD] stp region-configuration

[DeviceD-mst-region] region-name test

[DeviceD-mst-region] instance 1 vlan 11 to 20

[DeviceD-mst-region] instance 2 vlan 21 to 30

[DeviceD-mst-region] active region-configuration

[DeviceD-mst-region] quit

# lC B AW A AE MSTI 0 KL 2000 36864, MM 45 B2 £ 7£ MSTI 0 f{E /44T~ Device C(Device
C i k&L %2 32768).

[DeviceD] stp instance 0 priority 36864

# 4 R T A AR RO AL

[DeviceD] stp global enable

# RIFBCE

[DeviceD] save force

1.5 WitACE

1. ERE AN EAHRIMER
# £1 & Device A LA Rb i 7 245
[DeviceA] display stp brief

MST ID Port Role STP State Protection
0 GigabitEthernetl/0/1 DES1 FORWARDING NONE
0 GigabitEthernetl/0/2 DES1 FORWARDING NONE
0 GigabitEthernetl/0/3 DES1 FORWARDING NONE
1 GigabitEthernetl/0/1 DES1 FORWARDING NONE
1 GigabitEthernetl/0/2 DES1 FORWARDING NONE
1 GigabitEthernetl/0/3 DES1 FORWARDING NONE
2 GigabitEthernetl1/0/1 ALTE FORWARDING NONE
2 GigabitEthernetl/0/2 DESI FORWARDING NONE
2 GigabitEthernetl/0/3 ROOT FORWARDING NONE

# 5 Device B ARSI B S E .

[DeviceB] display stp brief

MST ID Port Role STP State Protection
0 GigabitEthernet1/0/1 DESI FORWARDING NONE
0 GigabitEthernet1/0/2 DESI FORWARDING NONE
0 GigabitEthernetl/0/3 ROOT FORWARDING NONE
1 GigabitEthernet1/0/1 DESI FORWARDING NONE



1 GigabitEthernetl/0/2 ALTE FORWARDING NONE
1 GigabitEthernetl1/0/3 ROOT FORWARDING NONE
2 GigabitEthernetl1/0/1 DES1 FORWARDING NONE
2 GigabitEthernetl/0/2 DES1 FORWARDING NONE
2 GigabitEthernetl1/0/3 DES1 FORWARDING NONE

# & Device C A b i T 2445 2
[DeviceC] display stp brief

MST ID Port Role STP State Protection
0 GigabitEthernet1/0/1 ROOT FORWARDING NONE
0 GigabitEthernet1/0/2 ALTE DISCARDING NONE
1 GigabitEthernetl/0/1 ROOT FORWARDING NONE
1 GigabitEthernetl1/0/2 DESI DISCARDING NONE
2 GigabitEthernet1/0/1 DESI DISCARDING NONE
2 GigabitEthernetl/0/2 ROOT FORWARDING NONE

# 757 Device D b/ pib i ) A5 H
[DeviceD] display stp brief

MST ID Port Role STP State Protection
0 GigabitEthernet1/0/1 ALTE DISCARDING NONE
0 GigabitEthernetl/0/2 ROOT FORWARDING NONE
1 GigabitEthernetl1/0/1 ALTE DISCARDING NONE
1 GigabitEthernet1/0/2 ROOT FORWARDING NONE
2 GigabitEthernetl/0/1 ROOT FORWARDING NONE
2 GigabitEthernetl1/0/2 ALTE DISCARDING NONE

g Fik BonfE A Alternate i I (FHZE3g 1), AIRAZH % VLAN Bt MSTI 14 4h,
w15 1. K3 fR.

&3 MSTI 0~2 B93R3N

Q) s

— RIS BHLIT R B

-------- S LT

® [HZEHN

VLAN 11-20%} M fIMSTI 1 VLAN 21-30%} ¥ fFIMSTI 2

A LLEF|, Device C #1 Device D ] VLAN 11~20 #3C A1 VLAN 21~30 $RSCHAE I AT 5 iR 55
K MZEH T EZ .



2. WIS &1 ThEE

# X [4] Device C ¥4I GigabitEthernetl/0/1 (iXj& Device C 7 MSTI 0~1 H (¥ A7 HE 2% BT 7 g

D)O

[DeviceC] interface gigabitethernet 1/0/1

[DeviceC-GigabitEthernetl/0/1] shutdown

# & Device A. B. C. D FEBMIHEEL.

[DeviceA]
MST 1D

N P B O O

2
[DeviceB]
MST 1D

N NP P P O OO

2
[DeviceC]
MST 1D

0

1

2
[DeviceD]
MST 1D

N P P O O

2

Rl B BoREEH i Alternate S (BHZES D, AT RAZ 1% VLAN Frxf i MSTI K44,

display stp brief
Port
GigabitEthernetl/0/2
GigabitEthernetl/0/3
GigabitEthernetl/0/2
GigabitEthernetl/0/3
GigabitEthernetl/0/2
GigabitEthernetl/0/3
display stp brief
Port
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl/0/3
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl/0/3
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl1/0/3
display stp brief
Port
GigabitEthernet1/0/2
GigabitEthernetl/0/2
GigabitEthernetl/0/2
display stp brief
Port
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl/0/1
GigabitEthernetl/0/2
GigabitEthernetl/0/1
GigabitEthernetl/0/2

2. B 4 Fiow.

Role
DESI
DESI
DESI
DESI
DESI
ROOT

Role
DESI
DESI
ROOT
DESI
DESI
ROOT
DESI
DESI
DESI

ROOT
ROOT
ROOT

Role
ALTE
ROOT
ALTE
ROOT
ROOT
ALTE

STP State
FORWARDING
FORWARDING
FORWARDING
FORWARDING
FORWARDING
FORWARDING

STP State
FORWARD ING
FORWARD ING
FORWARDING
FORWARD ING
FORWARD ING
FORWARDING
FORWARD ING
FORWARD ING
FORWARD ING

Role STP State

FORWARD ING
FORWARD ING
FORWARD ING

STP State
DISCARDING
FORWARDING
DISCARDING
FORWARDING
FORWARDING
DISCARDING

Protection
NONE
NONE
NONE
NONE
NONE
NONE

Protection
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE

NONE
NONE
NONE

Protection
NONE
NONE
NONE
NONE
NONE
NONE

Protection



E4 FEEEREFE MSTI 0~2 BU#aih

O s
{ GEL/0/1

GHWZ\ A T L5 BEL bR () B

\GEVOL e IS RELbYT F B

® P93 1

VLAN 11-20%f B [IMSTI 1 VLAN 21-30%} S fJMSTI 2

AILLE F], Device C 7E MSTI 0~1 Hr i) AT HE R B fE 3w H AR J6 1) GigabitEthernet1/0/1 Y#Ay
GigabitEthernet1/0/2.

1.6 BCEXH

. Device A:

#

vian 1

#

vlan 11 to 30

#

stp region-configuration
region-name test
instance 1 vlan 11 to 20
instance 2 vlan 21 to 30
active region-configuration

#

stp instance 0 to 1 root primary
stp global enable

#

interface GigabitEthernetl/0/1
port link-mode bridge

port link-type trunk
port trunk permit vlan 1 11 to 30

#

interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk



port trunk permit vlan 1 11 to 30
#
interface GigabitEthernetl/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 11 to 30

. Device B :

#
vian 1
#
vlan 11 to 30
#
stp region-configuration
region-name test
instance 1 vlan 11 to 20
instance 2 vlan 21 to 30
active region-configuration
#
stp instance 0 root secondary
stp instance 2 root primary
stp global enable
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 11 to 30
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 11 to 30
#
interface GigabitEthernetl/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlian 1 11 to 30

. Device C:

#

vian 1

#

vlan 11 to 30

#

stp region-configuration
region-name test
instance 1 vlan 11 to 20
instance 2 vlan 21 to 30
active region-configuration



stp global enable
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 11 to 30
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 11 to 30

. Device D :

#

vlian 1

#

vlan 11 to 30

#

stp region-configuration
region-name test
instance 1 vlan 11 to 20
instance 2 vlan 21 to 30
active region-configuration

#

stp instance O priority 36864
stp global enable

#

interface GigabitEthernetl/0/1
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 11 to 30

#

interface GigabitEthernetl/0/2
port link-mode bridge

port link-type trunk

port trunk permit vlan 1 11 to 30

1.7 tHHEER

o JUAMICE “TRBOR-LURMIHECE SRS ) AR
o JURMECE “ TRBOR-LURMIA AT &S E T ) AR
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i

1 B¢ E DHCP fR%2

1.1 &9y

7SO EE 1Pv4 Hutik

I

AR EH B E 2 O TAEAE DHCP RS2, SEBlahA 0 HL IPv4 Huhk i) 77 v .
1.2 AWK

W12 B 1R, AFESSBHUECZ AN, DUE 7 BEAEAZ O A L BRI 4 34 VLAN MIE,

HostA. Host B Al Host C 73 %lJ& T VLAN 5. VLAN 6 il VLAN 7, ZRAEAZHHL FEE DHCP i)k

ZAIIRe, g ENLGECAS R N B 1P ik

e {EX DHCP AR5 %31 Switch A/ 192.168.5.0/24. 192.168.6.0/24 F1 192.168.7.0/24 H1[¥]
& PN TG 1P Mk

e Switch B1=/ VLAN #£, VLAN #:[1 5. VLAN #2116 fil VLAN #0 7 §ystht 23 5N
192.168.5.254/24. 192.168.6.254/24 1 192.168.7.254/24;

e 192.168.5.0/24 MEL N ] DNS 45 a3t 8.8.8.8/24, WXkl 192.168.5.254/24;

e 192.168.6.0/24 MEL N 1] DNS 45 a3tk 8.8.8.8/24, MGkl 192.168.6.254/24;

e  192.168.7.0/24 M BN K DNS A 45 #s itk 8.8.8.8/24, Mkl 192.168.7.254/24

&1 DHCP PR z5AC EZHME]

Switch

GE1/0/5 GE1/0/7

GE1/0/6

&

Host A Host B Host C
VLAN 5 VLAN 6 VLAN 7

1.3 BLE T

# 7 J5 DHCP %

<Switch> system-view

[Switch] dhcp enable

# T E iy T8 VLAN FIXE R VLAN 42 010 1P ik, 1P ik RIZXER VLAN 0 SCH L .
[Switch] vlan 5

[Switch-vlan5] port gigabitEthernet 1/0/5

[Switch-vlan5] quit

[Switch]vlan 6



[Switch-vlan6] port gigabitEthernet 1/0/6

[Switch-vlan6] quit

[Switch]vlan 7

[Switch-vlan7] port gigabitEthernet 1/0/7

[Switch-vlan7] quit

[Switch] interface vlan-interface 5

[Switch-VIan-interface5] ip address 192.168.5.254 255.255.255.0
[Switch-VIan-interface5] quit

[Switch]interface vlan-interface 6

[Switch-VIan-interface6] ip address 192.168.6.254 255.255.255.0
[Switch-VIan-interface6] quit

[Switch]interface vlan-interface 7

[Switch-VIan-interface7] ip address 192.168.7.254 255.255.255.0
[Switch-VlIan-interface7] quit

#BLEAS S5 EHB O 1P ik (DNS RS 2545, b NikhD)

[Switch] dhcp server forbidden-ip 192.168.5.100
[Switch] dhcp server forbidden-ip 192.168.6.100
[Switch] dhcp server forbidden-ip 192.168.7.100

# LB DHCP Hulibith 5, FHkA 192.168.5.0/24 W B N (1125 F i 43 e 1P ik,

[Switch] dhcp server ip-pool 5

[Switch-dhcp-pool-5] network 192.168.5.0 mask 255.255.255.0
[Switch-dhcp-pool-5] dns-list 8.8.8.8

[Switch-dhcp-pool-5] gateway-list 192.168.5.254

[Switch-dhcp-pool-5] quit

# Pt B DHCP Huhikyth 6, FISK A 192.168.6.0/24 WY % 7 3 43 e IP stk o

[Switch] dhcp server ip-pool 6

[Switch-dhcp-pool-6] network 192.168.6.0 mask 255.255.255.0
[Switch-dhcp-pool-6] dns-list 8.8.8.8

[Switch-dhcp-pool-6] gateway-list 192.168.6.254

[Switch-dhcp-pool-6] quit

# LB DHCP Hibibyth 7, FISKA 192.168.7.0/24 BN 1% 7 b 4 e 1P ko

[Switch] dhcp server ip-pool 7

[Switch-dhcp-pool-7] network 192.168.7.0 mask 255.255.255.0
[Switch-dhcp-pool-7] dns-list 8.8.8.8

[Switch-dhcp-pool-7] gateway-list 192.168.7.254
[Switch-dhcp-pool-7] quit

1.4 WiEACE

Bl 5ERE, 5+ 6+ 7 =ANMEE i il LA DHCP 45 25 HIE B AH R B[ 1P Huhik 70 ) 45 i &
ZH. WIS - AE T display dhep server ip-in-use 4 7] LA & DHCP IR 5% 2% N2 7 i
BLA 1P Hhdk.
[Switch] display dhcp server ip-in-use
IP address Client-identifier/ Lease expiration Type

Hardware address
192.168.5.1 0031-3865-392e-6262- Jan 14 22:25:03 2021 Auto(C)



3363-2e30-3230-352d-
4745-3021-30

192.168.6.2 0031-fe65-4203-7e02- Jan 14 22:25:03 2021 Auto(C)
3063-5b30-3230-4702-
620e-712F-5e

192.168.7.3 3030-3030-2e30-3030- Jan 9 10:45:11 2021  Auto(C)
662e-3030-3033-2d45-
7568-6572-1e

1.5 BeEXH

. Switch:

#
dhcp enable
dhcp server forbidden-ip 192.168.5.100
dhcp server forbidden-ip 192.168.6.100
dhcp server forbidden-ip 192.168.7.100
#
vlan 5 to 7
#
dhcp server ip-pool 5
gateway-list 192.168.5.254
network 192.168.5.0 mask 255.255.255.0
dns-list 8.8.8.8
#
dhcp server ip-pool 6
gateway-list 192.168.6.254
network 192.168.6.0 mask 255.255.255.0
dns-list 8.8.8.8
#
dhcp server ip-pool 7
gateway-list 192.168.7.254
network 192.168.7.0 mask 255.255.255.0
dns-list 8.8.8.8
#
interface Vlan-interface5
ip address 192.168.5.254 255.255.255.0
#
interface Vlan-interface6
ip address 192.168.6.254 255.255.255.0
#
interface Vlan-interface7
ip address 192.168.7.254 255.255.255.0
#
interface GigabitEthernet1/0/5
port link-mode bridge
port access vlan 5
#



interface GigabitEthernetl/0/6
port link-mode bridge

port access vlan 6

#

interface GigabitEthernetl/0/7
port link-mode bridge

port access vlan 7

#

1.6 tHXZER

o UEELE “ZEHR-IPWSEEREST” PR “DHCP ALE .
o AMIE “Z=REEAR-IP WS HALSE” i) “DHCP @d 7.



2 BfE DHCP fgk
2.1 &N

A A BB E B O TAEAE DHCP th4kfis, 24 DHCP %% /7 i Al DHCP IR 5558 4b T AN [E147) 3 /K Bt
B, FHTseEl % Fosa] Lt DHCP H4k 5 DHCP RS- 2@ S, FRECIP il & HAbie BAE B,

2.2 AMEK

w22 P 2FR, Ak Switch A MCNIZOAZHANL, BIE TR ELEZ O HPL ERIS> 2 /4> VLAN W
B¢, Host A F1 Host B 73 %]J& T VLAN 5 #1 VLAN 6, P<i7E Switch A _F. PR A DHCP
R4, RG2S HPAER —ANME. BRE Switch A _EJF3 DHCP H4kIhig, 73 7l4a AN M
B FEALSTEC 1P Motk

. DHCP % i i 26 W B 10.10.1.0/24, DHCP JRZ52% 1% 1P Hihk >y 10.1.1.1/24;

. i T DHCP % J'uiii Al DHCP A5 #s ATEE — B, Rk, 7% EAER ) b BT e W B i B DHCP
WPk 2%, DIE R i A LA DHCP AR 4528 FHiE 1 10.10.1.0/24 W ELH 1P ik S AR G L B A5
H .

PARE)

. Switch A /-5 DHCP s 4kiiid i 11 (8 T VLAN10) EH:%3] DHCP % P i I LE R 2%, A8 #i
HL VLAN #2110 1 IP H#ihk > 10.10.1.1/24, VLAN #2111 20 ) IP Hudik g 10.1.1.2/24.

]2 DHCP A4kt & 2H W [&]

‘DHCP server

GE1/0/2

Switch A

GE1/0/1

GE1/0/1

Host A Host B
VLAN 5 VLAN 6

2.3 BKEDSR

) il & Switch B

# 6% VLAN 5 f1 VLAN 6, JFK$ 11 GigabitEthernet1/0/2 Al 1 GigabitEthernet1/0/3 73 HI I
VLAN 5 #1 VLAN 6.

<SwitchB> system-view



[SwitchB] vlan 5

[SwitchB-vlan5] port gigabitEthernet 1/0/2
[SwitchB-vlan5] quit

[SwitchB] vlan 6

[SwitchB-vlan6] port gigabitEthernet 1/0/3
[SwitchB-vlan6] quit

# ¥4 #:1 GigabitEthernet1/0/1 it &4 trunk H, JERLVFFTA VLAN T .

[SwitchB] interface gigabitEthernet 1/0/1
[SwitchB-GigabitEthernetl/0/1] port link-type trunk
[SwitchB-GigabitEthernetl/0/1] port trunk permit vlan all
[SwitchB-GigabitEthernetl/0/1] quit

. fi & Switch A
# JF )5 DHCP IR%% .

<SwitchA> system-view
[SwitchA] dhcp enable

# 6l VLAN 5. VLAN 6 1 VLAN 7, #4411 GigabitEthernet1/0/2 i\ VLAN 7.

[SwitchA] vlan 5 to 7

[SwitchA] interface GigabitEthernet 1/0/2
[SwitchA-GigabitEthernetl/0/2] port access vlan 7
[SwitchA-GigabitEthernetl/0/2] quit

# ¥4 #:1 GigabitEthernet1/0/1 it &4 trunk H, JERLVFFTA VLAN T .

[SwitchA] interface gigabitEthernet 1/0/1
[SwitchA-GigabitEthernetl/0/1] port link-type trunk
[SwitchA-GigabitEthernetl/0/1] port trunk permit vlan all
[SwitchA-GigabitEthernetl/0/1] quit

# Wic & %% VLAN £ 1) 1P ik,

[SwitchA] interface vlan-interface 5

[SwitchA-Vlan-interface5] ip address 192.168.5.1 255.255.255.0
[SwitchA-Vlan-interface5] quit

[SwitchA] interface vlan-interface 6

[SwitchA-VIan-interface6] ip address 192.168.6.1 255.255.255.0
[SwitchA-VIan-interface6] quit

[SwitchA]interface vlan-interface 7

[SwitchA-VIan-interface7] ip address 192.168.7.1 255.255.255.0
[SwitchA-VIan-interface7] quit

# & VLAN #2105 T/E4E DHCP H 2k,

[SwitchA] interface vlan-interface 5
[SwitchA-Vlan-interface5] dhcp select relay

# L& DHCP fik 55 as sttt .
[SwitchA-Vlan-interface5] dhcp relay server-address 192.168.7.100
# & VLAN #2116 LE7E DHCP 4kt =,

[SwitchA] interface vlan-interface 6
[SwitchA-Vlan-interface6] dhcp select relay

# HliC & DHCP IR45 25 L



[SwitchA-Vlan-interface6] dhcp relay server-address 192.168.7.100
e [iiE DHCP JIR% %

DHCP fik 55 #+iC B bk 7 Be D, R -RACE 192.168.7.100/255.255.255.0 Mk, <45 )
192.168.7.1, ifii\ DHCP Ik 4528t ping i 192.168.5.1 192.168.6.1, AL 451 DHCP IR 55 24l & .

2.4 BBl E

fid & 5¢ %5, DHCP %% i nf PLidiE DHCP H4% . DHCP Ak 45 8 $ B IP Hbhik S #H G B AS B o

2.5 BEENXH

) il & Switch B

#

vlan 5 to 6

#

interface GigabitEthernetl/0/1
port link-mode bridge

port link-type trunk

port trunk permit vlan all

#

interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 5

#

interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 6

. It B Switch A

#

dhcp enable
#
vlan 5 to 7
#

interface Vlan-interface5
ip address 192.168.5.1 255.255.255.0
dhcp select relay
dhcp relay server-address 192.168.7.100
#
interface Vlan-interface6
ip address 192.168.6.1 255.255.255.0
dhcp select relay
dhcp relay server-address 192.168.7.100
#
interface Vlan-interface7
ip address 192.168.7.1 255.255.255.0
#
interface Ten-GigabitEthernetl/0/1



port link-mode bridge
port link-type trunk
port trunk permit vlan all
#
interface Ten-GigabitEthernetl/0/2
port link-mode bridge
port access vlan 7
#

2.6 FHXZEH

o UEELE “ZEHR-IPWSEEREST” PR “DHCP ALE .
o AMIE “Z=REEAR-IP WS HALSE” i) “DHCP @d 7.



3 EZE DHCP Snooping
3.1 &Y

AR ZE AR E DHCP Snooping M fig L & 5%
3.2 LAMFEXK

1 3.2 & 3 fiizr, Switch i it LUK T GigabitEthernet1/0/1 %4 51 &% DHCP %548, i@t LA

KM 1 GigabitEthernet1/0/3 % #:314E%: DHCP k%% %%, il GigabitEthernet1/0/2 %% DHCP

. ER

o5&k DHCP IR S S AHE i 10 0] LU & DHCP R4S a8 Fm iR SC, i Fe g 0 A &
DHCP IR 55 % [0 B4R 52«

e it3% DHCP-REQUEST i SCAME L3 i 1)) DHCP-ACK i 3CH DHCP 7% /3 1P ik &%
MAC Hihik 145 € 15 2. .

[E13 DHCP Snooping Fic. & £H % &

DHCP server

Switch
DHCP snooping

GE1/0/3

Unauthorized
DHCP server

3.3 BLEFR

# 4= J5 7T )5 DHCP Snooping Zhfit .

<Switch> system-view

[Switch] dhcp snooping enable

# X E GigabitEthernet1/0/1 % 1 {5 4F5 .

[Switch] interface gigabitethernet 1/0/1
[Switch-GigabitEthernetl/0/1] dhcp snhooping trust
[Switch-GigabitEthernetl/0/1] quit

# 1t GigabitEthernet1/0/2 I-JF 5 DHCP Snooping &I i .
[Switch] interface gigabitethernet 1/0/2

[Switch-GigabitEthernetl/0/2] dhcp snooping binding record
[Switch-GigabitEthernetl/0/2] quit



3.4 WnFfAcE

FCE 58RUG, DHCP 2 7 3 A BE 512 DHCP IR g% a8 3K B IP suhib M e Re B A5 S, Rk DHCP Jik
%48 015N DHCP & /sy IP shhk A HMECEF S . B A display dhcp snooping
binding 7] & 23K A2 K] DHCP Snooping i,

3.5 BEENH

#
dhcp snooping enable
#
interface GigabitEthernetl/0/1
port link-mode bridge
dhcp snooping trust
#
interface Ten-GigabitEthernetl/0/2
port link-mode bridge
dhcp snooping binding record
#

3.6 HXZHER

. P E “ZEEAR-IP W EARCERES” ) “DHCP LE”.
o FEHE “ZEHAR-IPWEmASSE” FH “DHCP W47,
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4 BLE DHCPV6 Rk 528 sh7S 73 EC 1Pv6 itk
4.1 &

A ZAFN A AHBC B 4 1 TAELE DHCPV6 I 5 231520,  SEIBhA 43 BC IPV6 Mk 1) 77 7%
4.2 EMEXR

L A PR, SCEHUE Sy db 2% A B S 2 . BC B B L% 1 AR E DHCPVG JiR55 a3 A,
L E M b AT 2 Bl 7 5K, A 324 Host A Rl Host B E 343 C 1PV6 Hhdik . S [F] 9 B AL
il 1PV6 i s e ELAR T ) o

. Host A. Host B. Switch A Fl1 Switch B 2 [} isk DA R i AR, B DA RN S 1149 ) i N AR
M) VLAN B, 7 VLAN £ 10 FECE IPv6 Hulib, I0uEeEAT2 8] B iE .

e [E VLAN £ 1 M1 VLAN $1 3 T{F7E DHCPV6 iR&5 #4520, 151 FHhhbat, MmN EAL
H 34 Bt 1Pv6e Hutik,

R 7E Switch A f1 Switch B AL E IPv6 #AKH, SZHL& N B HLIE .,
B4 shZAS49ES IPv6 ik 2A N [E]

Host A Switch A Switch B Host B

Vlan-intl Vlan-int2 Vlan-int2 Vlan-int3
2001::1/64 3001::1/64 3001::2/64 4001::1/64
GE1/0/2 GE1/0/1 GE1/0/1 GE1/0/2

43 ILEDTE

1. fig & Switch A
# 0% VLAN, 7F VLAN 0N S 3% T o

<SwitchA> system-view

[SwitchA] vlan 1

[SwitchA-vlanl] port gigabitethernet 1/0/2
[SwitchA-vlanl] quit

[SwitchA] vlan 2

[SwitchA-vlan2] port gigabitethernet 1/0/1
[SwitchA-vIan2] quit

# T LI E VLAN 3211 2 4R L
[SwitchA] interface vlan-interface 2

[SwitchA-Vlan-interface2] ipv6 address 3001::1/64
[SwitchA-Vlan-interface2] quit

# T LH65E VLAN #2101 aseksafitbl, Jf fevr kA RAH R

[SwitchA] interface vlan-interface 1
[SwitchA-Vlan-interfacel] ipv6 address 2001::1/64
[SwitchA-Vlan-interfacel] undo ipv6 nd ra halt

# L& VLAN £:11 1 5| | DHCP Huhikith..
[SwitchA-Vlan-interfacel] ipv6 dhcp server apply pool 1 allow-hint rapid-commit
11



# MBI E LB BN 1, B ENLET DHCPV6 JIRSS 25 3KHL 1Pv6 Hitik. FeE HALE B
B RGN 1, RIEHLIEE DHCPV6 IR 5543 3K B 1Pv6 Hiuhik LAAM) HAtAZ B
[SwitchA-Vlan-interfacel] ipv6 nd autoconfig managed-address-flag
[SwitchA-Vlan-interfacel] ipv6 nd autoconfig other-flag

# & #2210 VLAN 10 1 TA/ETE DHCPV6 R 45 28520 .

[SwitchA-Vlan-interfacel] ipv6 dhcp select server
[SwitchA-Vlan-interfacel] quit

# I & DHCPV6 Hifibith 1.

[SwitchA] ipv6 dhcp pool 1

[SwitchA-dhcp6-pool-1] network 2001::/64

[SwitchA-dhcp6-pool-1] dns-server 1::1

[SwitchA-dhcp6-pool-1] quit

# ML E IPv6 Bl , 1% it B fHhhE Sy 4001::/64, F—BkHihk Ay 3001::2.
[SwitchB] ipv6 route-static 4001:: 64 3001::2

# ORI E

[SwitchA] save force

2. Bt & Switch B
# 67 VLAN, 7E VLAN HIm 0 S R 1.

<SwitchB> system-view

[SwitchB] vlan 2

[SwitchB-vlan2] port gigabitethernet 1/0/1
[SwitchB-vlan2] quit

[SwitchB] vlan 3

[SwitchB-vlan3] port gigabitethernet 1/0/2
[SwitchB-vlan3] quit

# T LHaE VLAN #2112 () sR it
[SwitchB] interface vlan-interface 2

[SwitchB-Vlan-interface2] ipv6 address 3001::2/64
[SwitchB-Vlan-interface2] quit

# T L4RE VLAN 42 1 3 fepR sk, JERvr ki RAHE.
[SwitchB] interface vlan-interface 3

[SwitchB-Vlan-interface3] ipv6 address 4001::1/64
[SwitchB-VIan-interface3] undo ipv6 nd ra halt

# MC & VLAN #2111 3 5] i DHCP Hhiikith.

[SwitchB-Vlan-interface3] ipv6 dhcp server apply pool 1 allow-hint rapid-commit

# B E LB BN 1, B ENLET DHCPV6 JIRSS 25 3KHL 1Pv6 Hitik. FeE HALE B
B RGN 1, RIEHLIET DHCPV6 IR 5543 3K B 1Pv6 skl AAM) HAtAE B

[SwitchB-Vlan-interface3] ipv6 nd autoconfig managed-address-flag
[SwitchB-Vlan-interface3] ipv6 nd autoconfig other-flag

# & #2210 VLAN 10 1 TA/ETE DHCPV6 IR 45 28520 .

[SwitchB-Vlan-interface3] ipv6 dhcp select server
[SwitchB-Vlan-interface3] quit

# I & DHCPV6 Hifibith 1.

12



[SwitchB] ipv6 dhcp pool 1

[SwitchB-dhcp6-pool-1] network 4001::/64

[SwitchB-dhcp6-pool-1] dns-server 1::1

[SwitchB-dhcp6-pool-1] quit

#HLE IPV6 S, g H ik 2001::/64, F—BkHidik A 3001:1.
[SwitchB] ipv6 route-static 2001:: 64 3001::1

3. BL & Host A

fE Host A L%2%¢ IPv6, JFICE H 3R IPV6 Ml

4. Bt & Host B

£ Host B %% IPv6, JFHC & H 203K HL IPV6 il

4.4 WFREE

# 7 Switch A _F#&F DHCPvV6 Ik 55 8 A& F i 43 B IPv6 Mk

[SwitchA] display ipv6 dhcp server ip-in-use

Pool: 1
IPv6 address Type Lease expiration
2001::2 Auto(C) Sep 30 11:45:07 2021

# M Switch A |2 % it 1 GigabitEthernet1/0/2 f145fE 15 E -
[SwitchA] display ipv6 neighbors interface gigabitethernet 1/0/2

Type: S-Static D-Dynamic 0-Openflow R-Rule IS-Invalid static

IPv6 address MAC address VLAN/VSI Interface State T Aging
2001::2 b025-0b54-0106 -- GE1/0/2 REACH D 29
FE8B0: :B225:BFF:FE54:106 b025-0b54-0106 -- GE1/0/2 REACH D 18

B E S ST PLANIE Host A F3R15 1) IPve e BREEHE Ny 2001::2,
# 7 Switch B & %& DHCPV6 R 55 %% N F i 4 Bt i 1Pv6 kit

[SwitchB] display ipv6 dhcp server ip-in-use

Pool: 1
IPv6 address Type Lease expiration
4001::2 Auto(C) Sep 30 14:05:49 2021

# M Switch B k%5 I1 GigabitEthernet1/0/2 (41515 B
[SwitchB] display ipv6 neighbors interface gigabitethernet 1/0/2

Type: S-Static D-Dynamic 0-Openflow R-Rule IS-Invalid static

IPv6 address MAC address VLAN/VSI Interface State T Aging
4001::2 b043-5415-0406 -- GE1/0/2 REACH D 3
FE80: :B243:54FF:FE15:406 b043-5415-0406 -- GE1/0/2 REACH D 44

EE E RS S PLANIE Host B L3R5 IPv6e 4Bk ik shhik 4 4001::2.
M Host A _F AT L ping 8 Host B, {iE#E 412 EE

4.5 BLEXXH

. Switch A:

13



vian 1

#

vlan 2

#

ipv6é dhcp pool 1
network 2001::/64

dns-server 1::1

#

interface Vlan-interfacel
ipv6é dhcp select server
ipv6 dhcp server apply pool 1 allow-hint rapid-commit
ipv6 address 2001::1/64
ipv6 nd autoconfig managed-address-flag
undo ipv6 nd ra halt

#

interface Vlan-interface2
ipv6 address 3001::1/64

#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 2

#

interface GigabitEthernetl/0/2
port link-mode bridge

#
ipv6 route-static 4001:: 64 3001::2
#
. Switch B :
#
vlan 2 to 3
#

ipv6é dhcp pool 1
network 4001::/64
dns-server 1::1
#
interface Vlan-interface2
ipv6 address 3001::2/64
#
interface Vlan-interface3
ipv6é dhcp select server
ipv6 dhcp server apply pool 1 allow-hint rapid-commit
ipv6 address 4001::1/64
ipv6 nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag
undo ipv6 nd ra halt
#
interface GigabitEthernetl/0/1
port link-mode bridge

14



port access vlan 2
#

interface GigabitEthernetl/0/2

port link-mode bridge

port access vlan 3
#

ipv6 route-static 2001:: 64 3001::1
#

4.6 HHxZER

. PEE “ZEEARIP AR EIES” i) “DHCPV6 it E 7.
o FREE “ZEHEHAR-IPIEGLSSE” FH “DHCPV6 fi4 7.
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1 BLE OSPF 5| ABia &%/ MR H
1.1 T&9r

KEHIN-4 OSPF 51 N B IR RSN H I E T
1.2 HMEEK

K 1 fi7x, Switch AL Switch B. Switch C 1 Switch D iz47 OSPF; Switch C 1 Switch E iz47
FAKE. BIMEBRSN SN 3 M. BARNHFERINT:

. Switch A #1 Switch B /£y ABR k% & X I8 [A] ¥ %
o Switch C{EJy ASBR I NSRS H (i) , BOREK R ST IEHHIE AS NALHE.
Ell OSPF 3IANBRFRSGIMERER LA E]

Switch A Area 0 Switch B

GE1/0/1 GE1/01
Vlan-int100 Vlan-int100
192.168.0.1/24 192.168.0.2/24

GE1/0/2
Vlan-int200 Vlan-int200

192.168.1.1/24

Areal [ce1/02 Area 2
Vlan-int200 Vlan-int200
Switch C L 197 168.1.2/24 192.168.2.2/2 Switch D

GE1/0/1
Vlan-int300
172.16.1.1/24

GE1/0/1
Vlan-int300
172.16.1.2/24

Vlan-int400 Host B
0.10.10.1/24 172.17.1.2/24

10.10.10.2/24
1.3 BIEMX
W& Router ID B OH P hhl o) 3 AR X
PIEPEH: GELO MEt: 192.168.0.0/24
VLAN: 100

Xi#: area 0
IP Hhihl: 192.168.0.1/24

YIFEEL . GE1/0/2
VLAN: 200
IP Hihl: 192.168.1.1/24

Switch A 1111

PEE: 192.168.1.0/24
Xi#: areal




B Router ID BECTAT IP Hbdik x| 5 R X 2,

YyFEC: GEL/0/1
VLAN: 100
IP H#ifi: 192.168.0.2/24

M Ex: 192.168.0.0/24
[Xi#: area 0
Switch B 2.2.2.2

YIFE . GEL/0/2
VLAN: 200
IP #hhl: 192.168.2.1/24

PEE: 192.168.2.0/24
Xi%: area?2

YIEEEEL. GE1/0/1
VLAN: 300
IP Huhlk: 172.16.1.1/24

WEE: 172.16.1.0/24
Xi#. areal
SwitchC | 3.3.3.3

YIFE . GEL/0/2
VLAN: 200
IP #hhl: 192.168.1.2/24

PE: 192.168.1.0/24
[Xi#: area 1l

YIEEEEL. GE1/0/1
VLAN: 300
IP Hudik: 172.17.1.1/24

MEL: 172.17.1.0/24
Xi#: area 2
SwitchD | 4.4.4.4

YIEEEEL . GE1/0/2
VLAN: 200
IP Hihil: 192.168.2.2/24

M Ex: 192.168.2.0/24
Xi: area 2

YyFBEI. GE1/0/1
VLAN: 300 PEE: 172.16.1.0/24
IP Hudik: 172.16.1.2/24

Switch E -
YIEEEE: GE1/0/2
VLAN: 400 M E%: 10.10.10.0/24
IP Hohk: 10.10.10.1/24
Host A - IP iht: 10.10.10.2/24 M E%: 10.10.10.0/24
Host B - IP Huht: 172.17.1.2/24 KB 172.17.1.0/24

1.4 ILELE

1. Switch A BIECE

# @1 VLAN 100 1 VLAN 200, #4421 GE1/0/1 it A\ VLAN 100, £z GE1/0/2 i\ VLAN 200,
JFBCE VLAN 100 {7 IP Hiht>Ay 192.168.0.1/24, VLAN 200 ] IP #ihil:Jy 192.168.1.1/24.
<Switch A> system-view

[Switch A] vlan 100

[Switch A-vlanl100] port gigabitethernet 1/0/1

[Switch A-vlanl100] quit



[Switch A] vlan 200

[Switch A-vlan200] port gigabitethernet 1/0/2

[Switch A-vlan200] quit

[Switch A] interface vlan 100

[Switch A-Vlan-interfacelO0] ip address 192.168.0.1 255.255.255.0
[Switch A-Vlan-interfacel00] quit

[Switch A] interface vlan 200

[Switch A-Vlan-interface200] ip address 192.168.1.1 255.255.255.0
[Switch A-Vlan-interface200] quit

# il B 4% Router ID 4 1.1.1.1,

[Switch A] router id 1.1.1.1

# Ja5h OSPF #Ef% 1, 812X 4k 0, 373l 192.168.0.0/24 M Bt ; Gl X 15k 1, FFil 1 192.168.1.0/24
WL

[Switch A] ospf 1

[Switch A-ospf-1] area O

[Switch A-ospf-1l-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Switch A-ospf-l-area-0.0.0.0] quit

[Switch A-ospf-1] area 1

[Switch A-ospf-l-area-0.0.0.1] network 192.168.1.0 0.0.0.255
[Switch A-ospf-1] quit

# RIFBCE

[Switch A] save force

2. Switch B L E

# fi]% VLAN 100 #1 VLAN 200, ¥4 10 GE1/0/1 i\ VLAN 100. £ GE1/0/2 in \ VLAN 200,
JFECE VLAN 100 f#] IP Hihik >4 192.168.0.2/24, VLAN 200 f#] IP #ihl>k 192.168.2.1/24.

<Switch B> system-view

[Switch B] vlan 100

[Switch B-vlanl100] port gigabitethernet 1/0/1

[Switch B-vlan100] quit

[Switch B] vlan 200

[Switch B-vlan200] port gigabitethernet 1/0/2

[Switch B-vlan200] quit

[Switch B] interface vlan 100

[Switch B-Vlan-interfacelO0] ip address 192.168.0.2 255.255.255.0
[Switch B-Vlan-interfacel00] quit

[Switch B] interface vlan 200

[Switch B-Vlan-interface200] ip address 192.168.2.1 255.255.255.0
[Switch B-Vlan-interface200] quit

# L& 425 Router ID N 2.2.2.2,

[Switch B] router id 2.2.2.2

# J35) OSPF #EF2 1, B X1k 0, I 192.168.0.0/24 W EL; A& X 1 2, JHili 75 192.168.2.0/24
WAE o

[Switch B] ospf 1

[Switch B-ospf-1] area O

[Switch B-ospf-l-area-0.0.0.0] network 192.168.0.0 0.0.0.255

3



[Switch B-ospf-l-area-0.0.0.0] quit

[Switch B-ospf-1] area 2

[Switch B-ospf-l-area-0.0.0.2] network 192.168.2.0 0.0.0.255
[Switch B-ospf-l-area-0.0.0.2] quit

[Switch B-ospf-1] quit

# ORI E

[Switch B] save force
3. Switch C L&

# A1 VLAN 200 F11 VLAN 300, ¥4 11 GE1/0/1 i\ VLAN 300. #:11 GE1/0/2 i\ VLAN 200,
FERCE VLAN 300 7] IP Hihik Ay 172.16.1.1/24, VLAN 200 [ IP Hilik 4y 192.168.1.2/24.

<Switch C> system-view

[Switch C] vlan 300

[Switch C-vlanl100] port gigabitethernet 1/0/1

[Switch C-vlan100] quit

[Switch C] vlan 200

[Switch C-vlan200] port gigabitethernet 1/0/2

[Switch C-vlan200] quit

[Switch C] interface vlan 300

[Switch C-Vlan-interfacelO0] ip address 172.16.1.1 255.255.255.0
[Switch C-Vlan-interfacelO0] quit

[Switch C] interface vlan 200

[Switch C-Vlan-interface200] ip address 192.168.1.2 255.255.255.0
[Switch C-Vlan-interface200] quit

# BCEBASM N, HHMMEBCY 10.10.10.0/24, F—BkH 172.16.1.2,

[Switch C] ip route-static 10.10.10.0 24 172.16.1.2

# It & 425 Router ID 4 3.3.3.3.

[Switch C] router id 3.3.3.3

# JE 7)) OSPF 2 1, GUEXIN 1, JFil 192.168.1.0/24 W Bl 172.16.1.0/24 M .
[Switch C] ospf 1

[Switch C-ospf-1] area 1

[Switch C-ospf-1-area-0.0.0.1] network 192.168.1.0 0.0.0.255

[Switch C-ospf-l-area-0.0.0.1] network 172.16.1.0 0.0.0.255
[Switch C-ospf-l1-area-0.0.0.1] quit

# LB OSPF 5| NFRASEEH .

[Switch C-ospf-1] import-route static

[Switch C-ospf-1] quit

# IRAFICE

[Switch C] save force

4. Switch D BYEC &

# €)% VLAN 200 F1 VLAN 300, #4411 GEL1/0/1 i VLAN 300. #:I1 GE1/0/2 jin A\ VLAN 200,
JEBCE VLAN 300 (1 1P il >y 172.17.1.1/24, VLAN 200 ) IP Hidik A 192.168.2.2/24.

<Switch D> system-view
[Switch D] vlan 300
[Switch D-vlanl100] port gigabitethernet 1/0/1
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[Switch D-vlanl100] quit

[Switch D] vlan 200

[Switch D-vlan200] port gigabitethernet 1/0/2

[Switch D-vlan200] quit

[Switch D] interface vlan 300

[Switch D-Vlan-interfacelO0] ip address 172.17.1.1 255.255.255.0
[Switch D-Vlan-interfacelO0] quit

[Switch D] interface vlan 200

[Switch D-Vlan-interface200] ip address 192.168.2.2 255.255.255.0
[Switch D-Vlan-interface200] quit

# Fii B 4 )5 Router ID N 4.4.4.4.,

[Switch D] router id 4.4.4.4
# J55h OSPF 2 1, X 2, it 192.168.2.0/24 WA 172.17.1.0/24 MR Ex.

[Switch D] ospf 1

[Switch D-ospf-1] area 2

[Switch D-ospf-l-area-0.0.0.2] network 192.168.2.0 0.0.0.255
[Switch D-ospf-l-area-0.0.0.2] network 172.17.1.0 0.0.0.255
[Switch D-ospf-l-area-0.0.0.2] quit

[Switch D-ospf-1] quit

# RIFBCE

[Switch D] save force

5. Switch E B E

# £ VLAN 300 #1 VLAN 400, ¥4 10 GE1/0/1 i\ VLAN 300. £ GE1/0/2 in \ VLAN 400,
JFECE VLAN 300 ¥ IP Hihik >y 172.16.1.2/24, VLAN 200 (17 IP #ihh 4 10.10.10.1/24.

<Switch E> system-view

[Switch E] vlan 300

[Switch E-vlanl100] port gigabitethernet 1/0/1

[Switch E-vlIan100] quit

[Switch E] vlan 200

[Switch E-vlIan200] port gigabitethernet 1/0/2

[Switch E-vlIan200] quit

[Switch E] interface vlan 300

[Switch E-Vlan-interfacelO0] ip address 172.16.1.2 255.255.255.0
[Switch E-Vlan-interfacel00] quit

[Switch E] interface vlan 200

[Switch E-Vlan-interface200] ip address 10.10.10.1 255.255.255.0
[Switch E-Vlan-interface200] quit

#ECESE R, T By 172.16.1.1.
[Switch E] ip route-static 0.0.0.0 0 172.16.1.1

# RIFBCE

[Switch E] save force



1.5 WitACE

# A F Switch A [ HH#, fA7EF 172.16.1.0. 172.17.1.0. 192.168.2.0 [{J#&H, LA >] )41
RN ERAS S

[Switch A] display ip routing-table

Destinations : 20 Routes : 20

Destination/Mask Proto Pre Cost NextHop Interface
0.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
10.10.10.0/24 O_ASE2 150 1 192.168.1.2 V1an200
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
172.16.1.0/24 O_INTRA 10 2 192.168.1.2 VIan200
172.17.1.0/24 O_INTER 10 3 192.168.0.2 VI1an100
192.168.0.0/24 Direct 0 O 192.168.0.1 VIan100
192.168.0.0/32 Direct 0 O 192.168.0.1 VIan100
192.168.0.1/32 Direct 0 O 127.0.0.1 InLoopO
192.168.0.255/32 Direct 0 O 192.168.0.1 V1an100
192.168.1.0/24 Direct 0 O 192.168.1.1 VIan200
192.168.1.0/32 Direct 0 O 192.168.1.1 VIan200
192.168.1.1/32 Direct 0 O 127.0.0.1 InLoop0
192.168.1.255/32 Direct 0 O 192.168.1.1 V1an200
192.168.2.0/24 O_INTER 10 2 192.168.0.2 VIan100
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO
224.0.0.0/24 Direct 0 O 0.0.0.0 NULLO
255.255.255.255/32 Direct O 0 127.0.0.1 InLoopO

# Host A FJ ) ping i# Host B.

C:\Users\HostA>ping 172.17.1.2

IEfE Ping 172.17.1.2 BA 32 FIH%EE:

kHE 172.17.1.2 KIEE: F17=32 Bf[A=3ms TTL=255
KH 172.17.1.2 HEE: F11=32 W[E=1ms TTL=255
kHE 172.17.1.2 HEE: F17=32 Wf[E<lms TTL=255
kHE 172.17.1.2 KIEE: F17=32 Wf[E=2ms TTL=255

172.17.1.2 1] Ping AitEE:

Fra: ORZE = 4, B8 = 4, ZKR = 0 (0% EXK),
ARATRERIAG VH I R (LA RPN BT )

B = Oms, &K = 3ms, T = 1ms

1.6 BeEXH

(] Switch A:

#
router id 1.1.1.1



#
ospf 1
area 0.0.0.0
network 192.168.0.0 0.0.0.255
area 0.0.0.1
network 192.168.1.0 0.0.0.255
#
interface Vlan-interfacelO0
ip address 192.168.0.1 255.255.255.0
#
interface Vlan-interface200
ip address 192.168.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 100
#
interface GigabitEthernetl/0/2
port access vlan 200
#

(] Switch B:

#
router id 2.2.2.2
#
ospf 1
area 0.0.0.0
network 192.168.0.0 0.0.0.255
area 0.0.0.2
network 192.168.2.0 0.0.0.255
#
interface Vlan-interfacelO0
ip address 192.168.0.2 255.255.255.0
#
interface Vlan-interface200
ip address 192.168.2.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 100
#
interface GigabitEthernetl/0/2
port access vlan 200
#

(] Switch C:

#
router id 3.3.3.3
#
ospf 1
area 0.0.0.1
network 192.168.1.0 0.0.0.255



network 172.16.1.0 0.0.0.255
#

interface Vlan-interface200

ip address 192.168.1.2 255.255.255.0
#

interface Vlan-interface300

ip address 172.16.1.1 255.255.255.0
#

interface GigabitEthernetl/0/1

port access vlan 300
#

interface GigabitEthernetl/0/2

port access vlan 200
#

. Switch D:

#
router id 4.4.4.4
#
ospf 1
area 0.0.0.2
network 192.168.2.0 0.0.0.255
network 172.17.1.0 0.0.0.255
#
interface Vlan-interface200
ip address 192.168.2.2 255.255.255.0
#
interface Vlan-interface300
ip address 172.17.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 300
#
interface GigabitEthernetl/0/2
port access vlan 200

(] Switch E:

- 3

nterface Vlan-interface200
ip address 10.10.10.1 255.255.255.0
#
interface Vlan-interface300
ip address 172.16.1.2 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 300
#
interface GigabitEthernetl/0/2



port access vlan 200
#

ip route-static 0.0.0.0 0 172.16.1.1
#

1.7 tHHEER

o JUAMCE “Z=REOR-IPEHIBCEIR S ) “OSPF”.
o UREE “=ZFEHEAR-IPEHIGLSZSE” P “OSPF”,



2 H[XiH OSPF EAINEERL B
2.1 fEifr

ARZHIN G X 3 OSPF FEA I ERIHC B 5 .
2.2 AMFEKR

P 2 Bz, Switch A Fil Switch B iz 17 OSPF, %3k Host A Fil Host B i id iz 17 OSPF 13X i) Switch
A I Switch B =28 H B HlE .

B2 B[Xid OSPF & A IhRELA W E]

Switch A Switch B

GE1/0/2 GE1/0/2
Vlan-int20 Vlan-int20
192.168.20.1/24  192.168.20.2/24

GE1/0/1
Vlan-int10
192.168.10.1/24;

GE1/0/1
Vlan-int30
192.168.30.1/24

Host A Host B
192.168.10.2 192.168.30.2

2.3 ELEXR

1. Switch A fELE

# 617 VLAN 10 #il VLAN 20, K210 GE1/0/1 in A\ VLAN 10. #17 GE1/0/2 i\ VLAN 20, Jfid
H VLAN 10 (1 IP #ihik 4 192.168.10.1/24, VLAN 20 (1] IP #uhik & 192.168.20.1/24.

<Switch A> system-view

[Switch A] vlan 10

[Switch A-vlanl0] port gigabitethernet 1/0/1

[Switch A-vlanl0] quit

[Switch A] vlan 20

[Switch A-vlan20] port gigabitethernet 1/0/2

[Switch A-vlan20] quit

[Switch A] interface vlan 10

[Switch A-Vlan-interfacelO] ip address 192.168.10.1 255.255.255.0
[Switch A-Vlan-interfacelO] quit

[Switch A] interface vlan 20

[Switch A-Vlan-interface20] ip address 192.168.20.1 255.255.255.0
[Switch A-Vlan-interface20] quit

# BB 45 Router ID 2y 1.1.1.1.
[Switch A] router id 1.1.1.1
# Jo5h OSPF #H2 1, fIZEXIE 0, Jfilss 192.168.10.0/24 M EX AT 192.168.20.0/24 M EX .
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[Switch A] ospf 1

[Switch A-ospf-1] area O

[Switch A-ospf-l-area-0.0.0.0] network 192.168.10.0 0.0.0.255
[Switch A-ospf-l-area-0.0.0.0] network 192.168.20.0 0.0.0.255
[Switch A-ospf-l-area-0.0.0.0] quit

[Switch A-ospf-1] quit

# RIFBCE

[Switch A] save force

2. Switch B L E

# A2 VLAN 20 1 VLAN 30, ¥4 GE1/0/1 i\ VLAN 30. #17 GE1/0/2 it \ VLAN 20, FAc
H VLAN 30 #] IP Hulik & 192.168.30.1/24, VLAN 20 ) IP #idil- >y 192.168.20.2/24.

<Switch B> system-view

[Switch B] vlan 30

[Switch B-vlan30] port gigabitethernet 1/0/1

[Switch B-vlan30] quit

[Switch B] vlan 20

[Switch B-vlan20] port gigabitethernet 1/0/2

[Switch B-vlan20] quit

[Switch B] interface vlan 30

[Switch B-Vlan-interfacelO0] ip address 192.168.30.1 255.255.255.0
[Switch B-Vlan-interfacel00] quit

[Switch B] interface vlan 20

[Switch B-Vlan-interface20] ip address 192.168.20.2 255.255.255.0
[Switch B-Vlan-interface20] quit

# Fii B 4 )5 Router ID 25 2.2.2.2,
[Switch B] router id 2.2.2.2
# Jo5h OSPF #HF%E 1, fIZEXIE 0, Jfiss 192.168.20.0/24 M EX I 192.168.30.0/24 M EX .

[Switch B] ospf 1

[Switch B-ospf-1] area O

[Switch B-ospf-l-area-0.0.0.0] network 192.168.20.0 0.0.0.255
[Switch B-ospf-l-area-0.0.0.0] network 192.168.30.0 0.0.0.255
[Switch B-ospf-l-area-0.0.0.0] quit

[Switch B-ospf-1] quit

# ORI E

[Switch B] save force

2.4 WUFACE

# £ Switch A f] OSPF 4l /&
[Switch A] display ospf peer

OSPF Process 1 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0

11



Router 1D Address Pri Dead-Time State Interface
2.2.2.2 192.168.20.2 1 30 Full/DR - V1an20

# #F Switch A ] OSPF % thi {5 5.
[Switch A] display ospf routing

OSPF Process 1 with Router ID 1.1.1.1
Routing Table
Topology base (MTID 0)

Routing for network

Destination Cost Type NextHop AdvRouter

192.168.10.0/24 1 Stub 0.0.0.0 192.168.20.1
192.168.30.0/24 2 Stub 192.168.20.2 192.168.20.2
192.168.20.0/24 1 Transit 0.0.0.0 192.168.20.1

# &F Switch A FIEHRE R, F7ER)E 192.168.30.0/24 W BL AT H .

[Switch A] display ip routing-table

Destinations : 17 Routes : 17

Destination/Mask Proto Pre Cost NextHop Interface
0.0.0.0/32 Direct O 0 127.0.0.1 InLoopO
127.0.0.0/8 Direct O 0 127.0.0.1 InLoopO
127.0.0.0/32 Direct O 0 127.0.0.1 InLoopO
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO
127.255.255.255/32 Direct O 0 127.0.0.1 InLoopO
192.168.10.0/24 Direct O 0 192.168.10.1 Vlanl0
192.168.10.0/32 Direct O 0 192.168.10.1 Vlanl0
192.168.10.1/32 Direct O 0 127.0.0.1 InLoopO
192.168.10.255/32 Direct O 0 192.168.10.1 Vlanl0
192.168.20.0/24 Direct O 0 192.168.20.1 V1an20
192.168.20.0/32 Direct O 0 192.168.20.1 Vian20
192.168.20.1/32 Direct O 0 127.0.0.1 InLoopO
192.168.20.255/32 Direct O 0 192.168.20.1 V1an20
192.168.30.0/24 O_INTRA 10 2 192.168.20.2 V1an20
224.0.0.0/74 Direct O 0 0.0.0.0 NULLO
224.0.0.0/24 Direct O 0 0.0.0.0 NULLO
255.255.255.255/32 Direct O 0 127.0.0.1 InLoopO

# Host A AJ L ping i# Host B.

C:\Users\HostA>ping 192.168.30.2

IEfE Ping 192.168.30.2 HA 32 it :

FH 192.168.30.2 [MEIKE: F4=32 Kf[A=3ms TTL=255
kH 192.168.30.2 MREIE: #4i=32 KfH=1ms TTL=255
kH 192.168.30.2 MEIE: #Hi=32 KflH<ims TTL=255

12
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0.0.0.0



KH 192.168.30.2 {EE: F4=32 KfA=2ms TTL=255

192.168.30.2 ] Ping S#itfEE:

Hama: 2R%E = 4, Bl = 4, EK = 0 (0% EXK),
AEIRATFE RIS T R (LA R A s -

B = 2ms, K = 3ms, FH = 2ms

2.5 BEENXH

. Switch A:

#

router id 1.1.1.1
#
ospf 1

area 0.0.0.0

network 192.168.10.0 0.0.0.255

network 192.168.20.0 0.0.0.255
#

interface Vlan-interfacelO

ip address 192.168.10.1 255.255.255.0
#

interface Vlan-interface20

ip address 192.168.20.1 255.255.255.0
#

interface GigabitEthernetl/0/1

port access vlan 10
#

interface GigabitEthernetl/0/2

port access vlan 20
#

(] Switch B:

#
router id 2.2.2.2
#
ospf 1
area 0.0.0.0
network 192.168.20.0 0.0.0.255
network 192.168.30.0 0.0.0.255
#
interface Vlan-interface20
ip address 192.168.20.2 255.255.255.0
#
interface Vlan-interface30
ip address 192.168.30.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 30
#
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interface GigabitEthernetl/0/2
port access vlan 20
#

2.6 FHXER

o UREE “=ZFEHAR-IPEHEERT” P “OSPF”,
o  JUAME “Z=RECR-IP M LSE” ) “OSPF7,
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3 %[XiH OSPF EAINEERIE
3.1 &N
KRZHINE L X I, OSPF AR B 5.

3.2 Mk

WK 3 Az, Switch AL Switch B. Switch C. Switch D #fiZ1T OSPF, %A HiG 24k R
3N X, HH Switch A Fl Switch B £ ABR Sk R X Sk 2 A% . LB El)E, B E38HM

HBN 222 AS PN I 2 BT Y B S
E3 %[Xig OSPF EAIhEELE M E

Switch A Area 0

Switch B

GEL1/0/1 GE1/01
Vlan-int100 Vlan-int100
192.168.0.1/24 192.168.0.2/24

GE1/0/2
Vlan-int200
192.168.1.1/24

GE1/0/2
Vlan-int200

Areal [oe1/02 Area 2

Vlan-int300
172.16.1.1/24

Host A
172.16.1.2/24

3.3 HIEAKI

Host B
172.17.1.2/24

B Router ID BEURN 1P Hudik IoX] BRI X dak
YIEEEL . GE1/0/1
M Er: 192.168.0.0/24
VLAN: 100
Xi%: area 0
_ IP H#if: 192.168.0.1/24
Switch A 1.111
YIFE . GEL/0/2
PEE: 192.168.1.0/24
VLAN: 200
Xi%: areal
IP #hhl: 192.168.1.1/24
YIEEEL . GE1/0/1
M Er: 192.168.0.0/24
VLAN: 100
Switch B 2.2.2.2 X1k: area0

IP #ikk: 192.168.0.2/24

YIFE . GEL/0/2

15
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PBE# Router ID BEURD 1P Hbdik Iox] BRI X dak
VLAN: 200 Xi#: area 2

IP #ikk: 192.168.2.1/24

SwitchC | 3.3.3.3

YIEEE0: GE1/0/1
VLAN: 300

IP Hiht: 172.16.1.1/24
Yy#$E . GE1/0/2
VLAN: 200

IP Hiht: 192.168.1.2/24

ME: 172.16.1.0/24
X1#: areal

PEE: 192.168.1.0/24
Xi#: areal

SwitchD | 4.4.4.4

YIEEEL . GE1/0/1
VLAN: 300
IP Huhlk: 172.17.1.1/24

YIFEE . GEL/0/2

W EE: 172.17.1.0/24
Xi#: area 2

PEZ: 192.168.2.0/24

VLAN: 200
X1#,: area 2
IP Hhihl: 192.168.2.2/24
Host A - IP #hlik: 172.16.1.2/24 MEL: 172.16.1.0/24
Host B - IP #hilik: 172.17.1.2/24 MEL: 172.17.1.0/24

34 BELEXTR

1. Switch A B E

# A2 VLAN 100 11 VLAN 200, #4211 GE1/0/1 i\ VLAN 100. #11 GE1/0/2 i\ VLAN 200,
FERCE VLAN 100 7] IP Hihik Ay 192.168.0.1/24, VLAN 200 (1] IP itk 192.168.1.1/24.

<Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch
[Switch

A> system-view

A] vlan 100

A-vlanl100] port gigabitethernet 1/0/1

A-vlan100] quit

A] vlan 200

A-vlan200] port gigabitethernet 1/0/2

A-vlan200] quit

A] interface vlan 100

A-Vlan-interfacelO0] ip address 192.168.0.1 255.255.255.0
A-Vlan-interfacelO0] quit

A] interface vlan 200

A-Vlan-interface200] ip address 192.168.1.1 255.255.255.0
A-Vlan-interface200] quit

# B4 )5 Router ID 2y 1.1.1.1.

[Switch

A] router id 1.1.1.1

# 57 OSPF #EFE 1, 64 XI5 0, 3@ 55 192.168.0.0/24 W EL; )7 [X I8, 1, I H 192.168.1.0/24

PIBL
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[Switch A] ospf 1

[Switch A-ospf-1] area O

[Switch A-ospf-l-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Switch A-ospf-l-area-0.0.0.0] quit

[Switch A-ospf-1] area 1

[Switch A-ospf-l-area-0.0.0.1] network 192.168.1.0 0.0.0.255
[Switch A-ospf-l-area-0.0.0.1] quit

[Switch A-ospf-1] quit

# ORI E

[Switch A] save force
2. Switch B fEC &

# Al VLAN 100 11 VLAN 200, ¥4 11 GE1/0/1 i\ VLAN 100. #11 GE1/0/2 i\ VLAN 200,
FERCE VLAN 100 7] IP Hilik Ay 192.168.0.2/24, VLAN 200 [ IP it 192.168.2.1/24.

<Switch B> system-view

[Switch B] vlan 100

[Switch B-vlanl100] port gigabitethernet 1/0/1

[Switch B-vlan100] quit

[Switch B] vlan 200

[Switch B-vlan200] port gigabitethernet 1/0/2

[Switch B-vlan200] quit

[Switch B] interface vlan 100

[Switch B-Vlan-interfacelO0] ip address 192.168.0.2 255.255.255.0
[Switch B-Vlan-interfacelO0] quit

[Switch B] interface vlan 200

[Switch B-Vlan-interface200] ip address 192.168.2.1 255.255.255.0
[Switch B-Vlan-interface200] quit

# it & 427 Router ID 4 2.2.2.2,

[Switch B] router id 2.2.2.2

# Ja5h OSPF 2 1, BIZ X 1k 0, JFiE 1 192.168.0.0/24 M B; Al X 1k 2, JFif 1 192.168.2.0/24
ZES

[Switch B] ospf 1

[Switch B-ospf-1] area 0O

[Switch B-ospf-l-area-0.0.0.0] network 192.168.0.0 0.0.0.255
[Switch B-ospf-l-area-0.0.0.0] quit

[Switch B-ospf-1] area 2

[Switch B-ospf-l-area-0.0.0.2] network 192.168.2.0 0.0.0.255
[Switch B-ospf-l-area-0.0.0.2] quit

[Switch B-ospf-1] quit

# RIFBCE

[Switch B] save force

3. Switch C BYECE

# B2 VLAN 200 F1 VLAN 300, ¥4 11 GE1/0/1 i\ VLAN 300. #11 GE1/0/2 Jin\ VLAN 200,
JFECE VLAN 300 1) IP Hihil >y 172.16.1.1/24, VLAN 200 (1] IP Hihl 5 192.168.1.2/24.

<Switch C> system-view
[Switch C] vlan 300
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[Switch C-v1an300] port gigabitethernet 1/0/1

[Switch C-v1an300] quit

[Switch C] vlan 200

[Switch C-vlan200] port gigabitethernet 1/0/2

[Switch C-vlan200] quit

[Switch C] interface vlan 300

[Switch C-Vlan-interface300] ip address 172.16.1.1 255.255.255.0
[Switch C-Vlan-interface300] quit

[Switch C] interface vlan 200

[Switch C-Vlan-interface200] ip address 192.168.1.2 255.255.255.0
[Switch C-Vlan-interface200] quit

# Bt B 45 Router ID 25 3.3.3.3.
[Switch C] router id 3.3.3.3
# J55h) OSPF 32 1, GlXE 1, Il 192.168.1.0/24 M EXAT 172.16.1.0/24 M EX.

[Switch C] ospf 1

[Switch C-ospf-1] area 1

[Switch C-ospf-l-area-0.0.0.1] network 192.168.1.0 0.0.0.255
[Switch C-ospf-l-area-0.0.0.1] network 172.16.1.0 0.0.0.255
[Switch C-ospf-l-area-0.0.0.1] quit

[Switch C-ospf-1] quit

# RIFBCE

[Switch C] save force

4. Switch D fECE

# £ VLAN 200 #1 VLAN 300, ¥4 0 GE1/0/1 i\ VLAN 300. £ GE1/0/2 i\ VLAN 200,
JFECE VLAN 300 1) IP Hihik- >y 172.17.1.1/24, VLAN 200 (1] IP Hihk 5 192.168.2.2/24.

<Switch D> system-view

[Switch D] vlan 300

[Switch D-vlanl100] port gigabitethernet 1/0/1

[Switch D-vlan100] quit

[Switch D] vlan 200

[Switch D-vlan200] port gigabitethernet 1/0/2

[Switch D-vlan200] quit

[Switch D] interface vlan 300

[Switch D-Vlan-interfacelO0] ip address 172.17.1.1 255.255.255.0
[Switch D-Vlan-interfacelO0] quit

[Switch D] interface vlan 200

[Switch D-Vlan-interface200] ip address 192.168.2.2 255.255.255.0
[Switch D-Vlan-interface200] quit

# il B 45 Router ID 4 4.4.4.4,

[Switch D] router id 4.4.4.4

# Ja5 OSPF HHfE 1, I IXk 2, JEiET 192.168.2.0/24 M EBLA1 172.17.1.0/24 M Ek .
[Switch D] ospf 1

[Switch D-ospf-1] area 2

[Switch D-ospf-l-area-0.0.0.2] network 192.168.2.0 0.0.0.255

[Switch D-ospf-l-area-0.0.0.2] network 172.17.1.0 0.0.0.255
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[Switch D-ospf-l-area-0.0.0.2] quit
[Switch D-ospf-1] quit

# ORI E

[Switch D] save force

3.5 WuFACE

# £ Switch A f] OSPF 4l /&
[Switch A] display ospf peer

OSPF Process 1 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0
Router 1D Address Pri Dead-Time State

2.2.2.2 192.168.0.2 1 33 Full/DR

Area: 0.0.0.1
Router 1D Address Pri Dead-Time State

3.3.3.3 192.168.1.2 1 34 Full/DR

Interface
VIan100

Interface
V1an200

# #FE Switch A % 3R, fF7EF) 172.16.1.0. 172.17.1.0. 192.168.2.0 [F1#&H .

[Switch A] display ip routing-table

Destinations : 19 Routes : 19

Destination/Mask Proto Pre Cost NextHop
0.0.0.0/32 Direct O 127.0.0.1
127.0.0.0/8 Direct O 0 127.0.0.1
127.0.0.0/32 Direct O 0 127.0.0.1
127.0.0.1/32 Direct O 0 127.0.0.1
127.255.255.255/32 Direct O 0 127.0.0.1
172.16.1.0/24 O_INTRA 10 2 192.168.1.2
172.17.1.0/24 O_INTER 10 3 192.168.0.2
192.168.0.0/24 Direct O 0 192.168.0.1
192.168.0.0/32 Direct O 0 192.168.0.1
192.168.0.1/32 Direct O 0 127.0.0.1
192.168.0.255/32 Direct O 0 192.168.0.1
192.168.1.0/24 Direct O 0 192.168.1.1
192.168.1.0/32 Direct O 0 192.168.1.1
192.168.1.1/32 Direct O 0 127.0.0.1
192.168.1.255/32 Direct O 0 192.168.1.1
192.168.2.0/24 O_INTER 10 2 192.168.0.2
224.0.0.0/74 Direct O 0 0.0.0.0
224.0.0.0/24 Direct O 0 0.0.0.0
255.255.255.255/32 Direct O 0 127.0.0.1

# Host A ] L) ping i@ Host B.
C:\Users\HostA>ping 172.17.1.2

19

Interface
InLoop0
InLoopO
InLoop0
InLoop0
InLoopO
VI1an200
VIan100
VI1an100
VIan100
InLoop0
VIan100
VI1an200
VI1an200
InLoopO
VIan200
VIan100
NULLO
NULLO
InLoopO



IEfE Ping 192.168.30.2 HA 32 FHH%dE -

RHE 172.17.1.2 KEE: F17=32 Wf[E=3ms TTL=255
KH 172.17.1.2 KEE: F11=32 W[E=1ms TTL=255
kHE 172.17.1.2 KIEE: F17=32 Bf[E<lms TTL=255
RHE 172.17.1.2 KIEE: F17=32 Wf[E=2ms TTL=255

172.17.1.2 1] Ping AitEE:

FolRa: ORZE = 4, B8 = 4, ZKR = 0 (0% EXK),
AIRATRE R VH I R (LA AP BT )

BE = 2ms, &K = 3ms, T = 2ms

3.6 BEENH

(] Switch A:

#
router id 1.1.1.1
#
ospf 1
area 0.0.0.0
network 192.168.0.0 0.0.0.255
area 0.0.0.1
network 192.168.1.0 0.0.0.255
#
interface Vlan-interfacel0O0
ip address 192.168.0.1 255.255.255.0
#
interface Vlan-interface200
ip address 192.168.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 100
#
interface GigabitEthernetl/0/2
port access vlan 200
#

. Switch B:

#
router id 2.2.2.2
#
ospf 1
area 0.0.0.0
network 192.168.0.0 0.0.0.255
area 0.0.0.2
network 192.168.2.0 0.0.0.255
#
interface Vlan-interfacelO0
ip address 192.168.0.2 255.255.255.0
#
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interface Vlan-interface200
ip address 192.168.2.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 100
#
interface GigabitEthernetl/0/2
port access vlan 200
#

(] Switch C:

#

router id 3.3.3.3
#
ospf 1

area 0.0.0.1

network 192.168.1.0 0.0.0.255

network 172.16.1.0 0.0.0.255
#

interface Vlan-interface200

ip address 192.168.1.2 255.255.255.0
#

interface Vlan-interface300

ip address 172.16.1.1 255.255.255.0
#

interface GigabitEthernetl/0/1

port access vlan 300
#

interface GigabitEthernetl/0/2

port access vlan 200
#

(] Switch D:

#
router id 4.4.4.4
#
ospf 1
area 0.0.0.2
network 192.168.2.0 0.0.0.255
network 172.17.1.0 0.0.0.255
#
interface Vlan-interface200
ip address 192.168.2.2 255.255.255.0
#
interface Vlan-interface300
ip address 172.17.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 300
#



interface GigabitEthernetl/0/2
port access vlan 200
#

3.7 lHX&EX

o UREE “=ZFEHAR-IPEHEERT” P “OSPF”,
o  JUAME “Z=RECR-IP M LSE” ) “OSPF7,
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1 875E8E. Track 5 NQA Bxzh
1.1 &9y
AREBINFERRBE . Track 5 NQA BT & i

1.2 AWK

W& 1 iz, Switch A, Switch B, Switch C Il Switch D 4% 7 20.1.1.0/24 il 30.1.1.0/24 HiAM

B, fEACHNL I C B A I DS A I B B, I ER S DA v X % ) AT S

Switch A {74 20.1.1.0/24 W Bt N FHLHIERAE N E, 7E Switch A _EAFZEPI 26 ik 30.1.1.0/24 B

¥t B4 Switch B Al Switch C. X #F A I &, Hi:

o F—BkX Switch B AR HIL g m, MENFEEH . X B H AR, Switch A @it Switch
B Kk S K %) 30.1.1.0/24 MIEL

e Nkl Switch C MIEFSIRIE N & H

e ff Switch A Filid#E &AM . Track 5 NQA BEZ, SZIf A FBK R Sk, S4B HAH]
IS, &R AR, Switch AT Switch C 4 R C#: K& 5] 30.1.1.0/24 M EXL .

[F]FF 3, Switch D 74 30.1.1.0/24 W B N EHLIKIERE 5K, 78 Switch D _EAEER 26 311k 20.1.1.0/24

W BB AR 1, T —Bk% B4 Switch B A1 Switch C. X P 2k 1k I & 4y, o

e kX Switch B MEFARK L dim, 1FRAERE. 1% Al IAR, Switch D i@id Switch
B K S K 5 20.1.1.0/24 WL

e Nkl Switch C MIEFSIRIE N & H

e  fF SwitchD i@l # &Mt . Track 5 NQA BEZh, SZi b 8% it A rlik . 24E 8 Rw]
ik, Bk ER, Switch D JEid Switch C Bk SC#: & 31 20.1.1.0/24 PIEL.

&1 874EE. Track 5 NQA Bxzhiic & 4H M &

Switch B

Vlan-int2 i Vlan-int5

10.2.1.2/24

Switch D
Vlan-int7

30.1.1.1/24

Vian-int2 Vian-int5
10.2.1.4/24

20.1.1.0/24 30.1.1.0/24

Vlan-int3
10.3.1.1/24

Vian-int4
10.4.1.4/24

Vlan-int3
10.3.1.3/24
3§

Vlan-int4
10.4.1.3/24

Switch C



1.3 BCE B

fic B B -
(1) MERXE P L
(2) BLEFSKH

FCE s, HorbF B Switch B RS e, EvERt, BN
Switch C HIE#SEEAE N &40 %

(3) & NQA JIixk
43 AI7E Switch A #1 Switch D _EACE NQA Kl Switch A—Switch B—Switch D 1X 2k B 42 113%E
M. JEI Track G NQA MIRZH, SEELERSESH . Track 5 NQA B3],

1.4 BB SR

1. fig & Switch A
# 2% VLAN, 7E VLAN FIIASS B sg I, FFRCE % VLAN #2 0 1 IP bk,

<SwitchA> system-view

[SwitchA] vlan 2

[SwitchA-vlan2] port gigabitethernet 1/0/1
[SwitchA-vIan2] quit

[SwitchA] vlan 3

[SwitchA-vlan3] port gigabitethernet 1/0/2
[SwitchA-vIan3] quit

[SwitchA] vlan 6

[SwitchA-vlan6] port gigabitethernet 1/0/3
[SwitchA-vIan6] quit

[SwitchA] interface vlan-interface 2
[SwitchA-VIan-interface2] ip address 10.1.1.1 24
[SwitchA-VIan-interface2] quit

[SwitchA] interface vlan-interface 3
[SwitchA-VIan-interface3] ip address 10.3.1.1 24
[SwitchA-Vlan-interface3] quit

[SwitchA] interface vlan-interface 6
[SwitchA-VIan-interface6] ip address 20.1.1.1 24
[SwitchA-Vlan-interface6] quit

# ML E FA 30.1.1.0/24 MLt : N —Bkthdly 10.1.1.2, e NEEE 60, ZHS
Track Tl 1 CHK.

[SwitchA] ip route-static 30.1.1.0 24 10.1.1.2 track 1

# BCEFIL 30.1.1.0/24 MBIFFA S HT: T Bkl 7y 10.3.1.3, L5405 80.

[SwitchA] ip route-static 30.1.1.0 24 10.3.1.3 preference 80

# BCEPIL 10.2.1.4 gASH il N —Bthy 10.1.1.2.

[SwitchA] ip route-static 10.2.1.4 24 10.1.1.2

# QIS R4 admin, #RAEFRZEDY test Y NQA 4

[SwitchA] nga entry admin test



# e B MHAZKA Y ICMP-echo.

[SwitchA-nga-admin-test] type icmp-echo

# BCE N H ik 10.2.1.4, F—BkHibloy 10.1.1.2, DAME@ET NQA Al Switch A—Switch
B—Switch D iX 7% g4 il 1 .

[SwitchA-nga-admin-test-icmp-echo] destination ip 10.2.1.4
[SwitchA-nga-admin-test-icmp-echo] next-hop ip 10.1.1.2

# LB My 100ms.

[SwitchA-nga-admin-test-icmp-echo] frequency 100

# MCE RSN 1 GEZRRI 5 XAl R BKE]D o

[SwitchA-nga-admin-test-icmp-echo] reaction 1 checked-element probe-fail threshold-type
consecutive 5 action-type trigger-only

[SwitchA-nga-admin-test-icmp-echo] quit

# JA SR .

[SwitchA] nga schedule admin test start-time now lifetime forever

#BCE Track T 1, FF3EN Track MK, Bt NQA MR (F ¥ 5N admin, #REFRZEA test) )
PRZHT 1,

[SwitchA] track 1 nga entry admin test reaction 1

[SwitchA-track-1] quit

# RIFBCE

[SwitchA] save force

2. Big & Switch B
# 0% VLAN, 7E VLAN FIIASS B s 1, FFRCE % VLAN #2011 1P bk,

<SwitchB> system-view

[SwitchB] vlan 2

[SwitchB-vlan2] port gigabitethernet 1/0/1
[SwitchB-vlan2] quit

[SwitchB] vlan 5

[SwitchB-vlan5] port gigabitethernet 1/0/2
[SwitchB-vlan5] quit

[SwitchB] interface vlan-interface 2
[SwitchB-VIan-interface2] ip address 10.1.1.2 24
[SwitchB-VIan-interface2] quit

[SwitchB] interface vlan-interface 5
[SwitchB-VlIan-interface5] ip address 10.2.1.2 24
[SwitchB-VIan-interface5] quit

# LB FIIA 30.1.1.0/24 M HIAERAE th: T Bkl 10.2.1.4.
[SwitchB] ip route-static 30.1.1.0 24 10.2.1.4
# BCEFIIA 20.1.1.0/24 M HIERAE tH: T —Blithhiy 10.1.1.1.
[SwitchB] ip route-static 20.1.1.0 24 10.1.1.1

# RIFBCE

[SwitchB] save force

3. Big & Switch C
# )% VLAN, 7E VLAN F DA B s I, FFRCE % VLAN #2 0 1 IP bk,
3



<SwitchC> system-view

[SwitchC] vlan 3

[SwitchC-vlan3] port gigabitethernet 1/0/1
[SwitchC-vlan3] quit

[SwitchC] vlan 4

[SwitchC-vlan4] port gigabitethernet 1/0/2
[SwitchC-vlan4] quit

[SwitchC] interface vlan-interface 3
[SwitchC-VIan-interface3] ip address 10.3.1.3 24
[SwitchC-VIan-interface3] quit

[SwitchC] interface vlan-interface 4
[SwitchC-VIan-interface4] ip address 10.4.1.3 24
[SwitchC-Vlan-interface4] quit

# LB FIIA 30.1.1.0/24 M HIERAH th: T —Blithiy 10.4.1.4.
[SwitchC] ip route-static 30.1.1.0 24 10.4.1.4
# BCE A 20.1.1.0/24 M IERAE tH: T —Blitthiy 10.3.1.1.
[SwitchC] ip route-static 20.1.1.0 24 10.3.1.1

# RIFBCE

[SwitchC] save force

4. B2 & Switch D
# )% VLAN, 7E VLAN FIIASS B s H, FFRCE % VLAN #2H1 IP bk,

<SwitchD> system-view

[SwitchD] vlan 4

[SwitchD-vlan4] port gigabitethernet 1/0/1
[SwitchD-vlan4] quit

[SwitchD] vlan 5

[SwitchD-vlan5] port gigabitethernet 1/0/2
[SwitchD-vlan5] quit

[SwitchD] vlan 7

[SwitchD-vlan7] port gigabitethernet 1/0/3
[SwitchD-vlan7] quit

[SwitchD] interface vlan-interface 4
[SwitchD-VIan-interface6] ip address 10.4.1.4 24
[SwitchD-VlIan-interface6] quit

[SwitchD] interface vlan-interface 5
[SwitchD-Vlan-interface5] ip address 10.2.1.4 24
[SwitchD-Vlan-interface5] quit

[SwitchD] interface vlan-interface 7
[SwitchD-Vlan-interface7] ip address 30.1.1.1 24
[SwitchD-Vlan-interface7] quit

# NCEFIA 20.1.1.0/24 W RIFRASEEH: T —Btihly 10.2.1.2, P NEREE 60, ZKHE
Track I 1 <k,

[SwitchD] ip route-static 20.1.1.0 24 10.2.1.2 track 1

# BLE 3L 20.1.1.0/24 MBS H: T —Bkthikh 10.4.1.3, {54k 80.

[SwitchD] ip route-static 20.1.1.0 24 10.4.1.3 preference 80



# BCEPL 10.1.1.1 Al N —Bthioy 10.2.1.2.
[SwitchD] ip route-static 10.1.1.1 24 10.2.1.2

# QIS B4y admin, #RAEFRZEDY test 1Y NQA I .
[SwitchD] nga entry admin test

# e B MHAKAL Y ICMP-echo.

[SwitchD-nga-admin-test] type icmp-echo

# BN H gty 10.1.1.1, N —Bkiihloy 10.2.1.2, DAMEIER NQA il Switch D—Switch
B—Switch A iX J% B8 A2 1 o
[SwitchD-nga-admin-test-icmp-echo] destination ip 10.1.1.1
[SwitchD-nga-admin-test-icmp-echo] next-hop ip 10.2.1.2

# LB My 100ms.

[SwitchD-nga-admin-test-icmp-echo] frequency 100

# BRI 1 GEZRRI 5 XAl A HKE]D o

[SwitchD-nga-admin-test-icmp-echo] reaction 1 checked-element probe-fail threshold-type
consecutive 5 action-type trigger-only

[SwitchD-nga-admin-test-icmp-echo] quit

# JA SR .

[SwitchD] nga schedule admin test start-time now lifetime forever

#BCE Track T 1, FF3EN Track MK, Bt NQA MR (F ¥ 5N admin, #REFRZA test) )
PRZHTT 1,

[SwitchD] track 1 nga entry admin test reaction 1

[SwitchD-track-1] quit

# RIFBCE

[SwitchD] save force

1.5 WitACE

# o~ Switch A | Track Wit {Z B«

[SwitchA] display track all
Track ID: 1
State: Positive
Duration: 0 days O hours O minutes 32 seconds
Tracked object type: NQA
Notification delay: Positive 0, Negative O (in seconds)
Tracked object:
NQA entry: admin test
Reaction: 1
Remote IP/URL: 10.2.1.4
Local IP: --
Interface: --

# 7K Switch A fE% H#E
[SwitchA] display ip routing-table

Destinations : 10 Routes : 10



Destination/Mask Proto Pre Cost NextHop Interface

10.1.1.0/24 Direct O 0 10.1.1.1 Vlian2
10.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
10.2.1.0/24 Static 60 O 10.1.1.2 Vlian2
10.3.1.0/24 Direct O 0 10.3.1.1 Vlan3
10.3.1.1/32 Direct O 0 127.0.0.1 InLoopO
20.1.1.0/24 Direct O 0 20.1.1.1 Vlan6é
20.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
30.1.1.0/24 Static 60 O 10.1.1.2 Vlan2
127.0.0.0/8 Direct O 0 127.0.0.1 InLoopO
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO

PLEBRAE BRI, NQA M i 45 5 ok 3 % b T 7A (Track TR 254 Positive), Switch A i Switch
B KR SC#E K %) 30.1.1.0/24 M.

# 7£ Switch B MR VLAN #2111 2 () 1P Hbdik.

<SwitchB> system-view
[SwitchB] interface vlan-interface 2
[SwitchB-Vlan-interface2] undo ip address

AN

# i~ Switch A _F Track Wiz B .

[SwitchA] display track all
Track 1D: 1
State: Negative
Duration: 0 days O hours O minutes 32 seconds
Tracked object type: NQA
Notification delay: Positive 0, Negative O (in seconds)
Tracked object:
NQA entry: admin test
Reaction: 1
Remote IP/URL: 10.2.1.4
Local IP: —-
Interface: --

# 7K Switch A fE% H 3
[SwitchA] display ip routing-table

Destinations : 10 Routes : 10

Destination/Mask Proto Pre Cost NextHop Interface
10.1.1.0/24 Direct O 0 10.1.1.1 Vlan2
10.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
10.2.1.0/24 Static 60 0 10.1.1.2 Vlan2
10.3.1.0/24 Direct O 0 10.3.1.1 Vlan3
10.3.1.1/32 Direct O 0 127.0.0.1 InLoopO
20.1.1.0/24 Direct O 0 20.1.1.1 Vlan6
20.1.1.1/32 Direct O 0 127.0.0.1 InLoopO
30.1.1.0/24 Static 80 0 10.3.1.3 Vlan3
127.0.0.0/8 Direct O 0 127.0.0.1 InLoopO
127.0.0.1/32 Direct O 0 127.0.0.1 InLoopO



PLERREERR, NQA ML R AT A TIE (Track WUIRE N Negative), T4 B A4
%, Switch A @it Switch C Kidi S0 K 3 30.1.1.0/24 M EXL

# EEE IS, 20.1.1.0/24 WEEA I ENIPA AT LS 30.1.1.0/24 WEL A 1) ENLETE

[SwitchA] ping -a 20.1.1.1 30.1.1.1

Ping 30.1.1.1: 56 data bytes, press CTRL+C to break

Reply from 30.1.1.1: bytes=56 Sequence=1 ttl=254 time=2 ms
Reply from 30.1.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 30.1.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 30.1.1.1: bytes=56 Sequence=4 ttl=254 time=2 ms
Reply from 30.1.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms

--- Ping statistics for 30.1.1.1 --—-
5 packet(s) transmitted, 5 packet(s) received, 0.00% packet loss
round-trip min/avg/max/std-dev = 1/1/2/1 ms

# Switch D R E/RE RS Switch AL, FH B HBME)S, 30.1.1.0/24 W B B EHAPR AT
PL5 20.1.1.0/24 W EX N I ENLEE .

[SwitchD] ping -a 30.1.1.1 20.1.1.1

Ping 20.1.1.1: 56 data bytes, press CTRL+C to break

Reply from 20.1.1.1: bytes=56 Sequence=1 ttl=254 time=2 ms
Reply from 20.1.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 20.1.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 20.1.1.1: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 20.1.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms

--- Ping statistics for 20.1.1.1 -—-
5 packet(s) transmitted, 5 packet(s) received, 0.00% packet loss
round-trip min/avg/max/std-dev = 1/1/2/1 ms

1.6 BEEXH

(] Switch A:
#

vlian 2

#

vlan 3

#

vlan 6

#

nga entry admin test
type icmp-echo
destination ip 10.2.1.4
frequency 100
next-hop ip 10.1.1.2
reaction 1 checked-element probe-fail threshold-type consecutive 5 action-type
trigger-only
#
nga schedule admin test start-time now lifetime forever

7



#

interface Vlan-interface2

ip address 10.1.1.1 255.255.255.0
#

interface Vlan-interface3

ip address 10.3.1.1 255.255.255.0
#

interface Vlan-interface6

ip address 20.1.1.1 255.255.255.0
#

interface GigabitEthernetl/0/1

port link-mode bridge

port access vlan 2
#

interface GigabitEthernetl/0/2

port link-mode bridge

port access vlan 3
#

interface GigabitEthernetl/0/3

port link-mode bridge

port access vlan 6
#

ip route-static 10.2.1.0 24 10.1.1.2
ip route-static 30.1.1.0 24 10.1.1.2 track 1
ip route-static 30.1.1.0 24 10.3.1.3 preference 80

#

track 1 nga entry admin test reaction 1
#

. Switch B :

#

vian 2

#

vlan 5

#

interface Vlan-interface2

ip address 10.1.1.2 255.255.255.0
#

interface Vlan-interface5

ip address 10.2.1.2 255.255.255.0
#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 2
#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 5
#



ip route-static 20.1.1.0 24 10.1.1.1
ip route-static 30.1.1.0 24 10.2.1.4
#

. Switch C

#
vlian 3
#
vlan 4
#
interface Vlan-interface3
ip address 10.3.1.3 255.255.255.0
#
interface Vlan-interface4
ip address 10.4.1.3 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 3
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 4
#
ip route-static 20.1.1.0 24 10.3.1.1
ip route-static 30.1.1.0 24 10.4.1.4
#

. Switch D

#
vlan 4
#
vlan 5
#
vlan 7
#
nga entry admin test
type icmp-echo
destination ip 10.1.1.1
frequency 100
next-hop ip 10.2.1.2

reaction 1 checked-element probe-fail threshold-type consecutive 5 action-type
trigger-only

#
nga schedule admin test start-time now lifetime forever
#
interface Vlan-interface4
ip address 10.4.1.4 255.255.255.0
#
interface Vlan-interface5



ip address 10.2.1.4 255.255.255.0
#
interface Vlan-interface7
ip address 30.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 4
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 5
#
interface GigabitEthernetl1/0/3
port link-mode bridge
port access vlan 7
#
ip route-static 10.1.1.0 24 10.2.1.2
ip route-static 20.1.1.0 24 10.2.1.2 track 1
ip route-static 20.1.1.0 24 10.4.1.3 preference 80
#
track 1 nga entry admin test reaction 1
#

1.7 HHEX&ER
. FEEILE “ZEHEAR-IP AR ERR S PR “ERASEE .
it E “=EEAR-IPBAHmASSE” PR “ESEHE,

o JUAMICE “FEEMEEERS” PR “Track”.
e “HEM S SE” I “Track”.

®

®
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2 BEMERE R Web TAH
2.1 EN

ARZHINAAEH HTTP 75 38 W B8 S 1 4 Web T 1 EC & 7%
2.2 HMFEK

W& 2 fi7n, Host 52L& iE 1P M2 AHE B ml s, EoR Host filid HTTP J7 s 9 B
% 5% Switch B[] Web Tif .

B2 FEMEERILE Web TUEEME

. VIan—inthO@Vlan—intZOO vmmmzo@

10.1.1.1/24 20.1.1.1/24 20.1.1.2/24
Switch A Switch B

Host
10.1.1.2/24
Gateway: 10.1.1.1

2.3 ELEXR

1. fig & Switch A
# €17 VLAN, 7£ VLAN HIAG BN s 1, JERCE 2% VLAN £ L F 1P Huhik,

<SwitchA> system-view

[SwitchA] vlan 100

[SwitchA-vlan100] port gigabitethernet 1/0/1
[SwitchA-vIan100] quit

[SwitchA] vlan 200

[SwitchA-vIan200] port gigabitethernet 1/0/2
[SwitchA-vIan200] quit

[SwitchA] interface vlan-interface 100
[SwitchA-VIan-interfacelO0] ip address 10.1.1.1 24
[SwitchA-VIan-interfacelO0] quit

[SwitchA] interface vlan-interface 200
[SwitchA-VIan-interface200] ip address 20.1.1.1 24
[SwitchA-VIan-interface200] quit

# ORI E

[SwitchA] save force

2. Bt & Switch B
# 417 VLAN, 7£ VLAN HInAE B s 1, JERCE 2% VLAN £ HF 1P Huhik,

<SwitchB> system-view

[SwitchB] vlan 200

[SwitchB-vlan200] port gigabitethernet 1/0/1
[SwitchB-vIan200] quit

[SwitchB] interface vlan-interface 200
[SwitchB-VlIan-interface200] ip address 20.1.1.2 24

11



[SwitchB-Vlan-interface200] quit

# 10 & Web i /' 4y admin, WAIE 2515 4 hello12345, IR 252554 4 http, F F /1 £ network-admin.
[SwitchB] local-user admin

[SwitchB-luser-manage-admin] service-type http

[SwitchB-luser-manage-admin] authorization-attribute user-role network-admin
[SwitchB-luser-manage-admin] password simple hellol12345

[SwitchB-luser-manage-admin] quit

# ELEITE HTTP 5

[SwitchB] ip http enable

# BCE A

[SwitchB] ip route-static 10.1.1.0 24 20.1.1.1

# ORI E .

[SwitchB] save force
3. B & Host
A Host Bit & 1P s>y 10.1.1.2, ##i%°K 255.255.255.0, Mk A 10.1.1.1.

2.4 WUFACE

# 1E Host {1/ ping #r4- 41k Switch B s 75 ilik (g A1 228 1)3AE 24828 Windows XP)
C:\Documents and Settings\Administrator>ping 20.1.1.2

Pinging 20.1.1.2 with 32 bytes of data:

Reply from 20.1.1.2: bytes=32 time=1ms TTL=126
Reply from 20.1.1.2: bytes=32 time=1ms TTL=126
Reply from 20.1.1.2: bytes=32 time=1lms TTL=126
Reply from 20.1.1.2: bytes=32 time=1lms TTL=126

Ping statistics for 20.1.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms
# {E Host [ Vi a5 bk A2 Py %\ Switch B [ IP Mok FF[RI 4, S84 R Web B¢ 0. 7EA
WA P A, flr<& SR RISk, & s)a, H AT DALERC B XM B8 2t 4T
FHRACE -
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&3 Switch B #J Web &R T1H

2.5 BEENXH

(] Switch A:
#

vlan 100

#

vlan 200

#

interface Vlan-interfacelO0
ip address 10.1.1.1 255.255.255.0
#
interface Vlan-interface200
ip address 20.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 200

#

. Switch B :
#

vian 200

#

interface Vlan-interface200

13



ip address 20.1.1.2 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 200
#
ip route-static 10.1.1.0 24 20.1.1.1
#
local-user admin class manage

password hash
$h$6$Bdghpnj IwOBmHMMtSrQ/FQEWNS9gVhEpdZY3hjvWSYXCt1+9ngtivuAwrvFdCDVE8AepcSxtprJR5XAdrYb
XQE76FumgUszLRn03a0g==

service-type http
authorization-attribute user-role network-admin
authorization-attribute user-role network-operator
#
ip http enable
#

2.6 FHXER

o UMEE “ZESAR-IPHBEIEKERS TR CEAHE.
o UAME “ZREREAR-IPEMIGASE” ) “EaSEH .
o JARECE “HANRCEIRTT HH) “ERE.
o JUAMECE “HALaTSZET ) “ERIE
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3 IPv6 BHSIEMEARTIREACE

3.1

3.2

M

REBINBICRES AZNECE 1PV6 Hikilh, IFECE 1PV6 S % B HE R Dy e S P ) B 5 % FLd 1 I
Jitke

48 P K

W A PR, SZHAUE A 2% NS S0 e, SR TOIRAS B 30 B 41 Host A #1 Host B
(7 1Pv6 Hubik . ANE B 1 A LIE I 1Pv6 F A Hh AR U5 ) o

. Host A. Host B. Switch A Fl1 Switch B 2 [} isk DA R i AR, B DA RN S 1149 ) i N AR
M) VLAN B, 7 VLAN £ 10 FECE IPv6 Hulib, I0uEeEAT2 8] B iE .

. 7E Switch A f1 Switch B _FACE IPv6 # AR H, SZHL & N B HLE

El4 1Pv6 B35S E AR B AW E

Host A Switch A Switch B Host B

Vlan-intl Vian-int2 Vlan-int2 Vlan-int3
2001::1/64 3001::1/64 3001::2/64 4001::1/64
GE1/0/2 GE1/0/1 GE1/0/1 GE1/0/2

3.3 BEELE

1. fig & Switch A
# 67 VLAN, 7£ VLAN HI 0 N R 1

<SwitchA> system-view

[SwitchA] vlan 1

[SwitchA-vlanl] port gigabitethernet 1/0/2
[SwitchA-vlanl] quit

[SwitchA] vlan 2

[SwitchA-vlan2] port gigabitethernet 1/0/1
[SwitchA-vlIan2] quit

# T LHaE VLAN #£ 1 2 () sR it

[SwitchA] interface vlan-interface 2

[SwitchA-Vlan-interface2] ipv6 address 3001::1/64

[SwitchA-Vlan-interface2] quit

# T LHEE VLAN B0 1 skttt JF Rvrgm RATHE . (BRETEIT, Fram#Enie
KA RANED

[SwitchA] interface vlan-interface 1

[SwitchA-Vlan-interfacel] ipv6 address 2001::1/64

[SwitchA-Vlan-interfacel] undo ipv6 nd ra halt

[SwitchA-Vlan-interfacel] quit

# I E IPv6 SIS, 1% G H Il A 4001:/64, F—BkHihk A 3001::2.
[SwitchA] ipv6 route-static 4001:: 64 3001::2

15



# RIFBCE

[SwitchA] save force

2. Bid & Switch B
# 0% VLAN, 7F VLAN I S 3 T o

<SwitchB> system-view

[SwitchB] vlan 2

[SwitchB-vlan2] port gigabitethernet 1/0/1
[SwitchB-vlan2] quit

[SwitchB] vlan 3

[SwitchB-vlan3] port gigabitethernet 1/0/2
[SwitchB-vlan3] quit

# F T 4872 VLAN 11 2 fla Bk e sk s bk

[SwitchB] interface vlan-interface 2
[SwitchB-Vlan-interface2] ipv6 address 3001::2/64
[SwitchB-Vlan-interface2] quit

# T LIEE VLAN $: 1 3 ekttt JF R r kA RATHE . (BETEIT, FramEnfis
KA RAHED

[SwitchB] interface vlan-interface 3

[SwitchB-Vlan-interface3] ipv6 address 4001::1/64

[SwitchB-VlIan-interface3] undo ipv6 nd ra halt
[SwitchB-VlIan-interface3] quit

# B0 E IPV6 At ZE M H skl 2001::/64, T —Bkihl A 3001::1.
[SwitchB] ipv6 route-static 2001:: 64 3001::1

3. Bt E Host A

fE Host A 12235 IPv6, JHCE HZNZREL IPv6 Ml .

4. Fig & Host B

£ Host B _b%23% IPv6, JFACHE H 33K IPv6 Hidik.

3.4 WFfAcE

# M Switch A 275 1 GigabitEthernet1/0/2 )45 fE 15 K .

[SwitchA] display ipv6 neighbors interface gigabitethernet 1/0/2

Type: S-Static D-Dynamic 0-Openflow R-Rule IS-Invalid static

IPv6 address MAC address VLAN/VSI Interface State T Aging
2001::15B:EOEA:3524:E791 0015-e9a6-7d14 1 GE1/0/2 REACH D 1248
FE80::215:E9FF:FEA6:7D14 0015-e9a6-7d14 1 GE1/0/2 REACH D 1238

Wik FTH S BT LLATE Host A F3RA3 1K IPV6 ARk ikl Jy 2001::15B:EOEA:3524:E791.
# M Switch B 7% i I GigabitEthernet1/0/2 f4K &5 8
[SwitchB] display ipv6 neighbors interface gigabitethernet 1/0/2

Type: S-Static D-Dynamic 0-Openflow R-Rule IS-Invalid static

IPv6 address MAC address VLAN/VSI Interface State T Aging
4001::B15F:BC63:DBCE:EB57 6805-ca8b-18f3 3 GE1/0/2 REACH D 46
FE80::510B:D60F:31A7:4AFF 6805-ca8b-18f3 3 GE1/0/2 REACH D 1238
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W FE A E AT LA%NIE Host B F3R15 K IPve 2Bk 3% Hulik &y 4001::B15F:BC63:DBCE:EB57.

# 1€ Switch A _F1# F Ping 13 Host B i H.iE M.

[Switch A] ping ipv6 4001::B15F:BC63:DBCE:EB57

Ping6(56 data bytes) 3001::1 --> 4001::B15F:BC63:DBCE:EB57, press CTRL+C to break
56 bytes from 4001::B15F:BC63:DBCE:EB57, icmp_seq=0 hlim=64 time=1.000 ms

56 bytes from 4001::B15F:BC63:DBCE:EB57, icmp_seq=1 hlim=64 time=0.000 ms

56 bytes from 4001::B15F:BC63:DBCE:EB57, icmp_seq=2 hlim=64 time=0.000 ms

56 bytes from 4001::B15F:BC63:DBCE:EB57, icmp_seq=3 hlim=64 time=1.000 ms

56 bytes from 4001::B15F:BC63:DBCE:EB57, icmp_seq=4 hlim=64 time=0.000 ms

--- Ping6 statistics for 4001::B15F:BC63:DBCE:EB57 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/0.400/1.000/0.490 ms

# 7t Switch B 3] Ping Ji& Host A f FLiE 1 .

[Switch B] ping ipv6 2001::15B:EOEA:3524:E791

Ping6(56 data bytes) 3001::2 --> 2001::15B:EOEA:3524:E791, press CTRL+C to break
56 bytes from 2001::15B:EOEA:3524:E791, icmp_seq=0 hlim=64 time=1.000 ms

56 bytes from 2001::15B:EOEA:3524:E791, icmp_seq=1 hlim=64 time=0.000 ms

56 bytes from 2001::15B:EOEA:3524:E791, icmp_seq=2 hlim=64 time=0.000 ms

56 bytes from 2001::15B:EOEA:3524:E791, icmp_seq=3 hlim=64 time=1.000 ms

56 bytes from 2001::15B:EOEA:3524:E791, icmp_seq=4 hlim=64 time=0.000 ms

--- Ping6 statistics for 2001::15B:EOEA:3524:E791 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/0.400/1.000/0.490 ms

M Host A LA DL ping i Host B, iFE#H'& 41 1/& EiE .

3.5 BEENXH

(] Switch A:
#

vian 1

#

vian 2

#

interface Vlan-interfacel
ipv6 address 2001::1/64
undo ipv6 nd ra halt
#
interface Vlan-interface2
ipv6 address 3001::1/64
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
#
interface GigabitEthernetl/0/2

17



port link-mode bridge

port access vlan 1
#

ipv6 route-static 4001:: 64 3001::2
#
) Switch B :

#
vlan 2
#
vlian 3
#
interface Vlan-interface2
ipv6 address 3001::2/64
#
interface Vlan-interface3
ipv6 address 4001::1/64
undo ipv6 nd ra halt
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3
#
ipv6 route-static 2001:: 64 3001::1
#

3.6 HXZHEH

o URMEE “ZEHA-IPWABEEST” TR “IPve A7,
o RMEE “ZEHARIPWHEGLSE” R “IPv6 A7,
o FERMEE “ZEHAR-IPIEIMEERS” B “IPve HARE .
o FREE “ZBEHAR-IPHEHMASE” I “IPv6 FAREH
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4 FLEEIKE
4.1 189

ARG GG B th T B 1
4.2 AMEEK

Wi 5 Ao, 7E Switch A FRCE A B, F—Bkthhb# &N Switch B (4% O ik 10.1.1.2/24.
it & ¢ 5, Switch A 7] LA ping i Switch B f) Loopback % Ml 3.3.3.3/32.

5 GR&E R EHME

LoopO
3.3.3.3/32
Vlan-int100
10.1.1.1/24
Vlan-int100
10.1.1.2/24
Switch A Switch B

43 BLEDR

1. fig & Switch A
# €% VLAN, 7£ VLAN HIAG B s 1, JERCE 2% VLAN £ L F 1P Huhik,

<SwitchA> system-view

[SwitchA] vlan 100

[SwitchA-vlan100] port gigabitethernet 1/0/1
[SwitchA-vIan100] quit

[SwitchA] interface vlan-interface 100
[SwitchA-VIan-interfacelO0] ip address 10.1.1.1 24
[SwitchA-VIan-interfacelO0] quit

# e E B R
[SwitchA] ip route-static 0.0.0.0 0 10.1.1.2

# ORI E .

[SwitchA] save force

2. Bt & Switch B
# 4% VLAN, 7£ VLAN HInAGE B s 1, JERCE % VLAN £ HF 1P Huhik,

<SwitchB> system-view

[SwitchB] vlan 100

[SwitchB-vlan100] port gigabitethernet 1/0/1
[SwitchB-vlIan100] quit

[SwitchB] interface vlan-interface 100
[SwitchB-VlIan-interfacelO0] ip address 10.1.1.2 24
[SwitchB-VIan-interfacelO0] quit

# BLE Loopback £z 1117 IP itk
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[SwitchB] interface LoopBack O
[SwitchB-LoopBackO] ip address 3.3.3.3 32

# ORI E

[SwitchB] save force

4.4 BFREE

# 24 Switch A AR S By i dhwt, kil 3.3.3.3.

[SwitchA] ping 3.3.3.3

Ping 3.3.3.3 (3.3.3.3): 56 data bytes, press CTRL+C to break
Request time out

Request time out

Request time out

Request time out

Request time out

--- Ping statistics for 3.3.3.3 ---
5 packet(s) transmitted, O packet(s) received, 100.0% packet loss

# 24 Switch A FHCE T 8 s dt, wrblyin 3.3.3.3.

[SwitchA] ping 3.3.3.3

Ping 3.3.3.3 (3.3.3.3): 56 data bytes, press CTRL+C to break
56 bytes from 3.3.3.3: icmp_seqg=0 ttl=255 time=2.000 ms

56 bytes from 3.3.3.3: icmp_seg=1 ttl=255 time=0.000 ms

56 bytes from 3.3.3.3: icmp_seg=2 ttl=255 time=0.000 ms

56 bytes from 3.3.3.3: icmp_seqg=3 ttl=255 time=1.000 ms

56 bytes from 3.3.3.3: icmp_seg=4 ttl=255 time=0.000 ms

--- Ping statistics for 3.3.3.3 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/0.600/2.000/0.800 ms

4.5 BLEXXH

(] Switch A:
#

vlan 100

#

interface Vlan-interfacelO0
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100

#

ip route-static 0.0.0.0 0 10.1.1.2
#
. Switch B :

20



#
vlan 100
#

interface Vlan-interfacelO0

ip address 10.1.1.2 255.255.255.0
#

interface LoopBackO

ip address 3.3.3.3 255.255.255.255
#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 100
#

4.6 HHEHER

o UMEE “ZESAR-IPHBEIEERS” TR CEAHE.
o UREE “=FEHARPBHEGAZE” P CHSHE
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5 FSISHERINEER
5.1 &9

ARG At A5 B th AT R R B 1
5.2 ZHMFEK

WK 6 fix, EREEFAKE, I Switch A F1 Switch C 22 [l &% L .
[El6 3375 EARThEEHD & LA M [E

Vlan-int100 Vlan-int100 Vlan-int200 Vlan-int200
@0.1.1.1/24 10.1.1.2/24@20.1.1.1/24 20.1.1.2/24@
Switch A Switch B Switch C

5.3 BELEX R

1. fig & Switch A
# 417 VLAN, 7£ VLAN HIAG B s 1, FERCE 2% VLAN £ L F 1P Huhik,

<SwitchA> system-view

[SwitchA] vlan 100

[SwitchA-vlan100] port gigabitethernet 1/0/1
[SwitchA-vIan100] quit

[SwitchA] interface vlan-interface 100
[SwitchA-VIan-interfacelO0] ip address 10.1.1.1 24
[SwitchA-VIan-interfacelO0] quit

# BB RS
[SwitchA] ip route-static 20.1.1.0 24 10.1.1.2

# ORI E .

[SwitchA] save force

2. Bt & Switch B
# 417 VLAN, 7£ VLAN HIAGE B s 1, JERCE % VLAN £ L F 1P Huhik,

<SwitchB> system-view

[SwitchB] vlan 100

[SwitchB-vlan100] port gigabitethernet 1/0/1
[SwitchB-vlIan100] quit

[SwitchB] vlan 200

[SwitchB-vIan200] port gigabitethernet 1/0/2
[SwitchB-vIan200] quit

[SwitchB] interface vlan-interface 100
[SwitchB-VlIan-interfacelO0] ip address 10.1.1.2 24
[SwitchB-VIan-interfacelO0] quit

[SwitchB] interface vlan-interface 200
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[SwitchB-Vlan-interface200] ip address 20.1.1.1 24
[SwitchB-Vlan-interface200] quit

# ORI E

[SwitchB] save force
3. B2 & Switch C
# % VLAN, 7E VLAN HIIAGE R om 11, FFRCE % VLAN $2 0111 1P ik,

<SwitchC> system-view

[SwitchC] vlan 200

[SwitchC-vIan200] port gigabitethernet 1/0/1
[SwitchC-vIan200] quit

[SwitchC] interface vlan-interface 200
[SwitchC-VIan-interface200] ip address 20.1.1.2 24
[SwitchC-VIan-interface200] quit

# FCE RS
[SwitchC] ip route-static 10.1.1.0 24 20.1.1.1

# ORI E -

[SwitchC] save force

5.4 WAl &

# 1t Switch A F{ [ Ping 7421 Switch C i B M.

[SwitchA] ping 20.1.1.2

Ping 20.1.1.2 (20.1.1.2): 56 data bytes, press CTRL+C to break
56 bytes from 20.1.1.2: icmp_seq=0 ttl=255 time=2.000 ms

56 bytes from 20.1.1.2: icmp_seqg=1 ttl=255 time=0.000 ms

56 bytes from 20.1.1.2: icmp_seq=2 ttl=255 time=0.000 ms

56 bytes from 20.1.1.2: icmp_seq=3 ttl=255 time=1.000 ms

56 bytes from 20.1.1.2: icmp_seq=4 ttl=255 time=0.000 ms

--- Ping statistics for 20.1.1.2 -—-
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.000/0.600/2.000/0.800 ms

55 BLENXH

(] Switch A:
#

vlan 100

#

interface Vlan-interfacelO0
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100
#
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ip route-static 20.1.1.0 24 10.1.1.2
#

. Switch B :

#
vlan 100
#
vlan 200
#
interface Vlan-interfacelO0
ip address 10.1.1.2 255.255.255.0
#
interface Vlan-interface200
ip address 20.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 200

#

. Switch C:
#

vian 200

#

interface Vlan-interface200
ip address 20.1.1.2 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 200
#
ip route-static 10.1.1.0 24 20.1.1.1
#

5.6 fHXER

o UMEE “ZEHAR-IPHHIEERS TR CHAHE.
o UREE “=FEHARPBHAASZE” P CHSHE
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6 BLE FohtasigH
6.1 &N

AN RF- BhERAS I B EC B 7%
6.2 AMFEK

TSN AR B 4. WL 7 B, Switch AL Switch B. Switch C 1 Switch D i&E# T

20.1.1.0/24 F1 30.1.1.0/24 WML, EAS AL b e B A5 1 bl DASZ IR AN B HLOE, e L

FH 2% 1 AR i 9 285 1) ] Sk

Switch A f£74 20.1.1.0/24 W Bt N FHLHIERAE M E, 7E Switch A _EAFZEPI 25 ik 30.1.1.0/24 B

FAme, B4 Switch B Al Switch C. X & # A i &, Hir:

. N —BkA Switch B R SEE AR Se s, 1ENERH. 1Z5 B rliER, Switch A il Switch
B KR S K %) 30.1.1.0/24 WL

o TF—BkJy Switch C HIEFABAE NS . ST A IAR, &M HA4%, Switch A il
1T Switch C ¥4k S &% £ 30.1.1.0/24 M Ex .

o  EEBHEKEIEW)E, WHRERUIHI LR L, S0 H k.
El7 FahEaS it EE M E

Switch B

Vlan-int5
10.2.1.2/24

Switch D
Vlan-int7

20.1.1.0/24 30.1.1.0/24

Vlan-int3
10.3.1.1/24

Vian-int4
10.4.1.4/24

Vlan-int3
10.3.1.3/24

Vlan-int4
10.4.1.3/24

Switch C

6.3 BLETE

1. Bt & Switch A
# B4 VLAN, 7£ VLAN FIDASS B se I, FFRCE % VLAN #2 1 1P bk,

<SwitchA> system-view
[SwitchA] vlan 2
[SwitchA-vlan2] port gigabitethernet 1/0/1

25



[SwitchA-vlan2] quit

[SwitchA] vlan 3

[SwitchA-vlan3] port gigabitethernet 1/0/2
[SwitchA-vlan3] quit

[SwitchA] vlan 6

[SwitchA-vlan6] port gigabitethernet 1/0/3
[SwitchA-vlan6] quit

[SwitchA] interface vlan-interface 2
[SwitchA-VIan-interface2] ip address 10.1.1.1 24
[SwitchA-VIan-interface2] quit

[SwitchA] interface vlan-interface 3
[SwitchA-VIan-interface3] ip address 10.3.1.1 24
[SwitchA-VIan-interface3] quit

[SwitchA] interface vlan-interface 6
[SwitchA-Vlan-interface6] ip address 20.1.1.1 24
[SwitchA-VIan-interface6] quit

# BCEFIL 30.1.1.0/24 MBUIFFA S HT: T Bl 10.1.1.2, fL5EHONEEE 60.
[SwitchA] ip route-static 30.1.1.0 24 10.1.1.2

# BCEFIL 30.1.1.0/24 MBIFFA S H: T Bkl 7y 10.3.1.3, L5405 80.
[SwitchA] ip route-static 30.1.1.0 24 10.3.1.3 preference 80

# RIFBCE

[SwitchA] save force

2. Big & Switch B
# 0% VLAN, 7E VLAN FIIASS B 1, FFRCE % VLAN #2 0 1 IP bk,

<SwitchB> system-view

[SwitchB] vlan 2

[SwitchB-vlan2] port gigabitethernet 1/0/1
[SwitchB-vlan2] quit

[SwitchB] vlan 5

[SwitchB-vlan5] port gigabitethernet 1/0/2
[SwitchB-vlan5] quit

[SwitchB] interface vlan-interface 2
[SwitchB-VIan-interface2] ip address 10.1.1.2 24
[SwitchB-VlIan-interface2] quit

[SwitchB] interface vlan-interface 5
[SwitchB-VIan-interface5] ip address 10.2.1.2 24
[SwitchB-VIan-interface5] quit

# LB FIIA 30.1.1.0/24 M HIERAE th: T Bkl 10.2.1.4.
[SwitchB] ip route-static 30.1.1.0 24 10.2.1.4
# BCEFIIA 20.1.1.0/24 M HIERAE tH: T —Blithhiy 10.1.1.1.
[SwitchB] ip route-static 20.1.1.0 24 10.1.1.1

# RIFBCE

[SwitchB] save force
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3. id & Switch C
# 417 VLAN, 7£ VLAN HInAGE B s 1, JERCE % VLAN £ L F 1P Huhik .

<SwitchC> system-view

[SwitchC] vlan 3

[SwitchC-vlan3] port gigabitethernet 1/0/1
[SwitchC-vlan3] quit

[SwitchC] vlan 4

[SwitchC-vlan4] port gigabitethernet 1/0/2
[SwitchC-vlan4] quit

[SwitchC] interface vlan-interface 3
[SwitchC-VlIan-interface3] ip address 10.3.1.3 24
[SwitchC-VlIan-interface3] quit

[SwitchC] interface vlan-interface 4
[SwitchC-VIan-interface4] ip address 10.4.1.3 24
[SwitchC-Vlan-interface4] quit

# MCEFIX 30.1.1.0/24 ME# AR H: T —Bkiilh 10.4.1.4,
[SwitchC] ip route-static 30.1.1.0 24 10.4.1.4
# e EFIX 20.1.1.0/24 MEFRASRH: T —Bkiily 10.3.1.1,
[SwitchC] ip route-static 20.1.1.0 24 10.3.1.1

# ORI E .

[SwitchC] save force

4. B2 & Switch D
# 4% VLAN, 7£ VLAN HIAGE B s 1, JERCE % VLAN £ HF 1P Huhik,

<SwitchD> system-view

[SwitchD] vlan 4

[SwitchD-vlan4] port gigabitethernet 1/0/1
[SwitchD-vlan4] quit

[SwitchD] vlan 5

[SwitchD-vlan5] port gigabitethernet 1/0/2
[SwitchD-vlan5] quit

[SwitchD] vlan 7

[SwitchD-vlan7] port gigabitethernet 1/0/3
[SwitchD-vlan7] quit

[SwitchD] interface vlan-interface 4
[SwitchD-VlIan-interface6] ip address 10.4.1.4 24
[SwitchD-Vlan-interface6] quit

[SwitchD] interface vlan-interface 5
[SwitchD-VlIan-interface5] ip address 10.2.1.4 24
[SwitchD-Vlan-interface5] quit

[SwitchD] interface vlan-interface 7
[SwitchD-Vlan-interface7] ip address 30.1.1.1 24
[SwitchD-Vlan-interface7] quit

# ICE FIA 20.1.1.0/24 M IFRASEE: F—Bithkh 10.2.1.2, L% hE41HE 60.
[SwitchD] ip route-static 20.1.1.0 24 10.2.1.2
# M B 315 20.1.1.0/24 WELIER A H: F Bk A 10.4.1.3, fisedH 80.
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[SwitchD] ip route-static 20.1.1.0 24 10.4.1.3 preference 80

# RIFBCE

[SwitchD] save force

6.4 HIFACE

# 7K Switch A fE% HI 3
[SwitchA] display ip routing-table

Destinations : 9

Destination/Mask
10.1.1.0/24
10.1.1.1/32
10.3.1.0/24
10.3.1.1/32
20.1.1.0/24
20.1.1.1/32
30.1.1.0/24
127.0.0.0/8
127.0.0.1/32

Routes - 9
Proto Pre Cost
Direct O 0
Direct O 0
Direct O 0
Direct O 0
Direct O 0
Direct O 0
Static 60 O
Direct O 0
Direct O 0

NextHop
10.1.1.1
127.0.0.1
10.3.1.1
127.0.0.1
20.1.1.1
127.0.0.1
10.1.1.2
127.0.0.1
127.0.0.1

Interface
Vian2
InLoopO
Vlian3
InLoop0
Vlan6
InLoopO
Vlian2
InLoopO
InLoopO

DL B REE R, Switch A Bt Switch B B4R S0 & 3] 30.1.1.0/24 W B .

# 7£ Switch B M VLAN 211 2 (1) IP Hbdik.

<SwitchB> system-view

[SwitchB] interface vlan-interface 2

[SwitchB-Vlan-interface2] undo ip address

# LR Switch A I 2.
[SwitchA] display ip routing-table

Destinations : 9

Destination/Mask
10.1.1.0/24
10.1.1.1/32
10.3.1.0/24
10.3.1.1/32
20.1.1.0/24
20.1.1.1/32
30.1.1.0/24
127.0.0.0/8

127.0.0.1/32

Routes :© 9

Proto

Direct
Direct
Direct
Direct
Direct
Direct
Static
Direct
Direct

O O O O o o o o

NextHop
10.1.1.1
127.0.0.1
10.3.1.1
127.0.0.1
20.1.1.1
127.0.0.1
10.3.1.3
127.0.0.1
127.0.0.1

Interface
Vian2
InLoopO
Vlan3
InLoopO
Vlian6
InLoopO
Vlan3
InLoopO
InLoopO

PLEEREEER, BMMBEAR, Switch AjEid Switch C KR SC#: Kk 5 30.1.1.0/24 M EX.

# EEE IS, 20.1.1.0/24 LA ENPR AT LS 30.1.1.0/24 B 1) ENLETE

[SwitchA] ping -a 20.1.1.1 30.1.1.1
Ping 30.1.1.1: 56 data bytes, press CTRL+C to break

Reply from 30.1.1.1: bytes=56 Sequence=1 ttl=254 time=2 ms



Reply from 30.1.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 30.1.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 30.1.1.1: bytes=56 Sequence=4 ttl=254 time=2 ms
Reply from 30.1.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms

--- Ping statistics for 30.1.1.1 -—-
5 packet(s) transmitted, 5 packet(s) received, 0.00% packet loss
round-trip min/avg/max/std-dev = 1/1/2/1 ms

# Switch D FHE/~EE 5 Switch A28l T H BN, 30.1.1.0/24 W B 1 BN PR 7]
PL5 20.1.1.0/24 WELN I EHLIEE .

[SwitchD] ping -a 30.1.1.1 20.1.1.1

Ping 20.1.1.1: 56 data bytes, press CTRL+C to break

Reply from 20.1.1.1: bytes=56 Sequence=1 ttl=254 time=2 ms
Reply from 20.1.1.1: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 20.1.1.1: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 20.1.1.1: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 20.1.1.1: bytes=56 Sequence=5 ttl=254 time=1 ms

--- Ping statistics for 20.1.1.1 -—-
5 packet(s) transmitted, 5 packet(s) received, 0.00% packet loss
round-trip min/avg/max/std-dev = 1/1/2/1 ms

6.5 BCE N

) Switch A:
#

vlan 2

#

vlian 3

#

vlan 6

#

interface Vlan-interface2
ip address 10.1.1.1 255.255.255.0
#
interface Vlan-interface3
ip address 10.3.1.1 255.255.255.0
#
interface Vlan-interface6
ip address 20.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 3
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#

interface GigabitEthernetl/0/3

port link-mode bridge

port access vlan 6
#

ip route-static 30.1.1.0 24 10.1.1.2

ip route-static 30.1.1.0 24 10.3.1.3 preference 80
#

. Switch B :

#
vlan 2
#
vlan 5
#

interface Vlan-interface2

ip address 10.1.1.2 255.255.255.0
#

interface Vlan-interface5

ip address 10.2.1.2 255.255.255.0
#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 2
#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 5
#

ip route-static 20.1.1.0 24 10.1.1.1
ip route-static 30.1.1.0 24 10.2.1.4
#

. Switch C

#
vlan 3
#
vlan 4
#

interface Vlan-interface3

ip address 10.3.1.3 255.255.255.0
#

interface Vlan-interface4

ip address 10.4.1.3 255.255.255.0
#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 3
#

interface GigabitEthernetl/0/2
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port link-mode bridge

port access vlan 4
#

ip route-static 20.1.1.0 24 10.3.1.1
ip route-static 30.1.1.0 24 10.4.1.4
#

. Switch D

#
vlan 4
#
vlan 5
#
vlan 7
#

interface Vlan-interface4

ip address 10.4.1.4 255.255.255.0
#

interface Vlan-interface5

ip address 10.2.1.4 255.255.255.0
#

interface Vlan-interface7

ip address 30.1.1.1 255.255.255.0
#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 4
#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 5
#

interface GigabitEthernet1/0/3
port link-mode bridge

port access vlan 7
#

ip route-static 20.1.1.0 24 10.2.1.2
ip route-static 20.1.1.0 24 10.4.1.3 preference 80
#

6.6 FHXHER

o UAME “Z=RECR-IPEMBECESRS” PR “EaSERH .
o UMEE “ZREHAR-IPHHEIGSSE PR CHAHE.

31



RIP BRI REIRIREC B f5 R

Copyright © 2021 #ite =K ARBRATE MIAAH, RE—TRF.

FELARNBBEIFA, EARLMPATSEERD . EFAEARTHBIRE, HTAFUEMRAERE.
RITE=RARBRARNER, AFMPHANEELQRNER. ~RiFAEEEEHR, HEERFIARE.
AXHEFHERAREER), BASBITEA.



Y[ = N v =TTy OO 1
L TR I evereeeeeeeeea ettt 1
£ L =5 OSSO 1
L3 i B T ettt EEEf e EEE e E e e f e E e s e et gt e e b et e et e rernres 1
I oa LT AT TOT TSP T U TS TS U TR U R U PSP PR PTSURRURPOIN 3
15 T S fEF <evvveeeereseeeees e 4
1.6 AH DETEE ce vttt ettt ettt 6



1 RIP ZEATheEAC &

1.1

1.2

1.3

Jehe
iy

B RIP FEATBERIEC B T

4B oK

WE 1R, BERFTA S EYET RIP-2 B0, Host A F1 Host B % & EHLAE HAHES .

E1 RIP &AL E HMWE

Switch A vian-int100 Switch B Vian-int200 Switch C
10.1.1.1/24 @ 20.1.1.2/24
Vlan-int100 Vlan-int200
Vlan-int300 10.1.1.2/24 20.1.1.1/24 Vlan-int400
30.1.1.1/24 40.1.1.1/24
Host A Host B
30.1.1.2/24 40.1.1.2/24
= _IJ:
=

1. il & Host A #1 Host B

N Host ABCE IP Hihk>y 30.1.1.2, #4474 255.255.255.0, Moty 30.1.1.1.
A Host B ECE IP Hihit Ay 40.1.1.2, #1374 255.255.255.0, WocHihly 40.1.1.1.

2. Big & Switch A
# 0% VLAN, 7E VLAN FADASS B sg H, FFRCE % VLAN #2 0 1 IP bk,

<SwitchA> system-view

[SwitchA] vlan 100

[SwitchA-vlan100] port gigabitethernet 1/0/1
[SwitchA-vlan100] quit

[SwitchA] vlan 300

[SwitchA-v1an300] port gigabitethernet 1/0/2
[SwitchA-vIan300] quit

[SwitchA] interface vlan-interface 100
[SwitchA-VIan-interfacelO0] ip address 10.1.1.1 24
[SwitchA-VIan-interfacelO0] quit

[SwitchA] interface vlan-interface 300
[SwitchA-VIan-interface300] ip address 30.1.1.1 24
[SwitchA-VIan-interface300] quit

# L& RIP-2.



[SwitchA] rip

[SwitchA-rip-1] network 10.1.1.0
[SwitchA-rip-1] network 30.1.1.0
[SwitchA-rip-1] version 2
[SwitchA-rip-1] undo summary
[SwitchA-rip-1] quit

# ORI E .

[SwitchA] save force

3. Big & Switch B
# B4 VLAN, 7E VLAN FIIASS B 1, FFRCE % VLAN #2011 1P bk,

<SwitchB> system-view

[SwitchB] vlan 100

[SwitchB-vlan100] port gigabitethernet 1/0/1
[SwitchB-vlan100] quit

[SwitchB] vlan 200

[SwitchB-vlan200] port gigabitethernet 1/0/2
[SwitchB-vlan200] quit

[SwitchB] interface vlan-interface 100
[SwitchB-Vlan-interfacelO0] ip address 10.1.1.2 24
[SwitchB-Vlan-interfacelO0] quit

[SwitchB] interface vlan-interface 200
[SwitchB-Vlan-interface200] ip address 20.1.1.1 24
[SwitchB-VIan-interface200] quit

# ML E RIP-2,

[SwitchB] rip

[SwitchB-rip-1] network 10.1.1.0

[SwitchB-rip-1] network 20.1.1.0

[SwitchB-rip-1] version 2

[SwitchB-rip-1] undo summary

[SwitchB-rip-1] quit

# RIFBCE

[SwitchB] save force

4. B2 ¥ Switch C
# 0% VLAN, 7E VLAN FIIASS B sg I, FFRCE % VLAN #2 0 1 IP bk,

<SwitchC> system-view

[SwitchC] vlan 200

[SwitchC-vIan200] port gigabitethernet 1/0/1
[SwitchC-vIan200] quit

[SwitchC] vlan 400

[SwitchC-vIan400] port gigabitethernet 1/0/2
[SwitchC-vIan400] quit

[SwitchC] interface vlan-interface 200
[SwitchC-VIan-interface200] ip address 20.1.1.2 24
[SwitchC-VIan-interface200] quit

[SwitchC] interface vlan-interface 400
[SwitchC-VIan-interface400] ip address 40.1.1.1 24

2



[SwitchC-VIan-interface400] quit
# ML E RIP-2,

[SwitchC] rip

[SwitchC-rip-1] network 20.1.1.0
[SwitchC-rip-1] network 40.1.1.0
[SwitchC-rip-1] version 2
[SwitchC-rip-1] undo summary
[SwitchC-rip-1] quit

# RIFBCE

[SwitchC] save force

1.4 WiERCE

# BF Switch A RIP B HIR(E R
[SwitchA] display rip 1 route
Route Flags: R - RIP, T - TRIP
P - Permanent, A - Aging, S - Suppressed, G - Garbage-collect
D - Direct, O - Optimal, F - Flush to RIB

Peer 10.1.1.2 on Vlan-interfacelO0

Destination/Mask Nexthop Cost Tag Flags Sec

20.1.1.0/24 10.1.1.2 1 0 RAOF 27

40.1.1.0/24 10.1.1.2 2 0 RAOF 27
Local route

Destination/Mask Nexthop Cost Tag Flags Sec

10.1.1.0/24 0.0.0.0 0 0 RDOF -

30.1.1.0/24 0.0.0.0 0 0 RDOF -

# & F Switch B 1] RIP # £ A5 5.
[SwitchB] display rip 1 route
Route Flags: R - RIP, T - TRIP
P - Permanent, A - Aging, S - Suppressed, G - Garbage-collect
D - Direct, O - Optimal, F - Flush to RIB

Peer 10.1.1.1 on Vlan-interfacelO0

Destination/Mask Nexthop Cost Tag Flags Sec

30.1.1.0/24 10.1.1.1 1 0 RAOF 0
Peer 20.1.1.2 on Vlan-interface200

Destination/Mask Nexthop Cost Tag Flags Sec

40.1.1.0/24 20.1.1.2 1 0 RAOF 9
Local route

Destination/Mask Nexthop Cost Tag Flags Sec

20.1.1.0/24 0.0.0.0 0 0 RDOF -

10.1.1.0/24 0.0.0.0 0 0 RDOF -

# &% Switch C () RIP B¢ 1R {5 E .
[SwitchC] display rip 1 route
Route Flags: R - RIP, T - TRIP
P - Permanent, A - Aging, S - Suppressed, G - Garbage-collect



D - Direct, O - Optimal, F - Flush to RIB

Peer 20.1.1.1 on Vlan-interface200

Destination/Mask Nexthop Cost Tag Flags Sec

10.1.1.0/24 20.1.1.1 1 0 RAOF 32

30.1.1.0/24 20.1.1.1 2 0 RAOF 32
Local route

Destination/Mask Nexthop Cost Tag Flags Sec

20.1.1.0/24 0.0.0.0 0 0 RDOF -

40.1.1.0/24 0.0.0.0 0 0 RDOF -

# 1E Host A LAf1 ] piing #r & %iE Host B /2 75 ilik (i A1 2228 1)3AE R 4828 Windows XP)
C:\Documents and Settings\Administrator>ping 40.1.1.2

Pinging 40.1.1.2 with 32 bytes of data:

Reply from 40.1.1.2: bytes=32 time=1ms TTL=126
Reply from 40.1.1.2: bytes=32 time=1ms TTL=126
Reply from 40.1.1.2: bytes=32 time=1lms TTL=126
Reply from 40.1.1.2: bytes=32 time=1lms TTL=126

Ping statistics for 40.1.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1lms, Average = 1ms

1.5 BeEXH

(] Switch A:

#
rip 1
undo summary
version 2
network 10.0.0.0
network 30.0.0.0
#
vlan 100
#
vlan 300
#
interface Vlan-interfacel0O0
ip address 10.1.1.1 255.255.255.0
#
interface Vlan-interface300
ip address 30.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100



#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 300

#

. Switch B :

#
rip 1
undo summary
version 2
network 10.0.0.0
network 20.0.0.0
#
vlan 100
#
vlan 200
#
interface Vlan-interfacelO0
ip address 10.1.1.2 255.255.255.0
#
interface Vlan-interface200
ip address 20.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 200
#
) Switch C :
#
rip 1
undo summary
version 2
network 20.0.0.0
network 40.0.0.0
#
vlan 200
#
vlan 400
#
interface Vlan-interface200
ip address 20.1.1.2 255.255.255.0
#
interface Vlan-interface400
ip address 40.1.1.1 255.255.255.0



#

interface GigabitEthernetl/0/1
port link-mode bridge

port access vlan 200

#

interface GigabitEthernetl/0/2
port link-mode bridge

port access vlan 400

#

1.6 tHHEZEHR

o JUAMECE “Z=RBOR-IPHHBECEIRS” TH “RIP7,
o UVREE “=ZFEHEARPEHGLSZE” P “RIP
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1 REETHOCR IPv4 bk i SRS 8% B
1.1 fajfy

AR ZBINPFE TR SCYR 1Pv4 kb f 50 4% i i &5 7 .
1.2 AMFEK

W 1 Fras, Switch A 23515 Switch B A1 Switch C AHi%E. BB A, i Switch A YK
ViR IR %5 %% 114.114.114.114/24 K1 SCHRAR BE % 1% M Switch B #%% .

PLERAE Switch A L E SRISESH, #2807 M IR 4528 114.114.114.114/24 R

. JUHL Vlan-interface2 U EI R HLIE Y 192.168.2.0/24 .30, %R SCH T — Bk 52 17 2]
Switch C % ;

o HARISCUIM Switch B #
E1 EFMICIF IPv4 ki SREE B B fC Z 28 W E

192.168.1.0/24

Switch B

Host A

Vlan-int5

Vlan-intl Switch D

Vlan-int7 Server

Vian-int2 | vjan.-int4 Vian-int6 114.114.114.114/24

Host B

>
. Switch A
>
>

Vlan-int4 Vlan-int6é
192.168.2.0/24 Switch C
K& Hu |P 3t 31k K& Hu P31k
Switch A Vlan-intl 192.168.1.1/24 Switch C Vlan-int4 20.20.20.2/24
Vlan-int2 192.168.2.1/24 Vlan-int6 40.40.40.1/24
Vlan-int3 10.10.10.1/24 Switch D Vlan-int5 30.30.30.2/24
Vlan-int4 20.20.20.1/24 Vlan-int6 40.40.40.2/24
Switch B Vlan-int3 10.10.10.2/24 Vlan-int7 114.114.114.1/24
Vlan-int5 30.30.30.1/24

1.3 ILEXE

1. il & Host A #1 Host B

A Host ABCE IP Mkt 192.168.1.2, F&hS kN 255.255.255.0, Wil 192.168.1.1.
A Host B L& IP Hihib Ay 192.168.2.2, ##&4L K 255.255.255.0, Mol 192.168.2.1.



2. B2 & Switch A
# 0% VLAN, 7E VLAN FIIASS B I, FFRCE % VLAN #2011 1P bk,

<SwitchA> system-view

[SwitchA] vlan 1

[SwitchA-vlanl] port gigabitethernet 1/0/1
[SwitchA-vlanl] quit

[SwitchA] vlan 2

[SwitchA-vlan2] port gigabitethernet 1/0/2
[SwitchA-vlIan2] quit

[SwitchA] vlan 3

[SwitchA-vlan3] port gigabitethernet 1/0/3
[SwitchA-vlIan3] quit

[SwitchA] vlan 4

[SwitchA-vlan4] port gigabitethernet 1/0/4
[SwitchA-vland4] quit

[SwitchA] interface vlan-interface 1
[SwitchA-Vlan-interfacel] ip address 192.168.1.1 24
[SwitchA-VIan-interfacel] quit

[SwitchA] interface vlan-interface 2
[SwitchA-Vlan-interface2] ip address 192.168.2.1 24
[SwitchA-VIan-interface2] quit

[SwitchA] interface vlan-interface 3
[SwitchA-VIan-interface3] ip address 10.10.10.1 24
[SwitchA-Vlan-interface3] quit

[SwitchA] interface vlan-interface 4
[SwitchA-VIan-interface4] ip address 20.20.20.1 24
[SwitchA-Vlan-interface4] quit

# WCE H bbb 2 114.114.114.114/24 (S EEH . ERRCE RIS H IS OLT, Fra il B i
hk 114.114.114.114/24 [ ST M Switch B #%

[SwitchA] ip route-static 114.114.114.114 24 10.10.10.2

# 7€ X V7 H{E 5% ACL 3000, HISKULECIsHAEy 192.168.2.0/24 W EX IR C .

[SwitchA] acl advanced 3000

[SwitchA-acl-ipv4-adv-3000] rule permit ip source 192.168.2.0 0.0.0.255
[SwitchA-acl-ipv4-adv-3000] quit

# € Vi A 24 ACL 3001, HkUUEC 5 H 4k 192.168.2.0/24 ™ Bx, H iy ik 2
192.168.1.0/24 [ 3.

[SwitchA] acl advanced 3001

[SwitchA-acl-ipv4-adv-3001] rule permit ip source 192.168.2.0 0.0.0.255 destination
192.168.1.0 0.0.0.255

[SwitchA-acl-ipv4-adv-3001] quit

# QIR I, 44 FKON aaa, 9N 10, VLA ACL 3001 i, ANE apply hfFE, ik
G SwitchA AN[F142 1 2 [8) HAR VS ) OV B Cn AN BB BNE, U UL HC 3 i) B0 2 ) A AR
HIFARHEATH:, HAHULE N 9/, BCE XSmO A2 523 P AN [ 19X B 22 T EL 7 i A
U e SRmgs it e, SR B0 WT LLE T H e SRS IL T, WISSHE B e B HIAS R X B vT BLEAR T [ D
[SwitchA] policy-based-route aaa permit node 10

[SwitchA-pbr-aaa-10] if-match acl 3001



[SwitchA-pbr-aaa-10] quit

# G SR EX 1 aaa (19715 /1 20, ULEC ACL 3000 i, & apply 201E, faEBdmim ~—Bkh
20.20.20.2,

[SwitchA] policy-based-route aaa permit node 20
[SwitchA-pbr-aaa-20] if-match acl 3000
[SwitchA-pbr-aaa-20] apply next-hop 20.20.20.2
[SwitchA-pbr-aaa-20] quit

# 7£ SwitchA ] Vlan-interface2 % Il _E W FH SRS % H
[SwitchA] interface vlan-interface 2
[SwitchA-Vlan-interface2] ip policy-based-route aaa
[SwitchA-VIan-interface2] quit

# PR WA ICMP H AT IA R SCH) RIE T RE -
[SwitchA] ip unreachables enable

# JF 5 ICMP R SCRIE T BE .

[SwitchA] ip ttl-expires enable

# RIFBCE

[SwitchA] save force

3. Big & Switch B
# B4 VLAN, 7E VLAN FIIASS B 1, FFRCE % VLAN £ H1 IP bk,

<SwitchB> system-view

[SwitchB] vlan 3

[SwitchB-vlan3] port gigabitethernet 1/0/1
[SwitchB-vlan3] quit

[SwitchB] vlan 5

[SwitchB-vlan5] port gigabitethernet 1/0/2
[SwitchB-vlan5] quit

[SwitchB] interface vlan-interface 3
[SwitchB-Vlan-interface3] ip address 10.10.10.2 24
[SwitchB-VlIan-interface3] quit

[SwitchB] interface vlan-interface 5
[SwitchB-VIan-interface5] ip address 30.30.30.1 24
[SwitchB-Vlan-interface5] quit

# B V7 114.114.114.114/32 (RIS H .

[SwitchB] ip route-static 114.114.114.114 24 30.30.30.2
# BC B Viin) 192.168.1.0/24 (1A B H .

[SwitchB] ip route-static 192.168.1.0 24 10.10.10.1
# BCE Vi 192.168.2.0/24 [

[SwitchB] ip route-static 192.168.2.0 24 10.10.10.1
# PR B ICMP H AT IA TR SCHI AL T RE «
[SwitchB] ip unreachables enable

# 15 ICMP R SCRIE TR -

[SwitchB] ip ttl-expires enable

# RATFICE

[SwitchB] save force



4. Bt & Switch C
# 0% VLAN, 7E VLAN FIIASS B s H, FFRCE % VLAN #2 0 1 IP bk,

<SwitchC> system-view

[SwitchC] vlan 4

[SwitchC-vlan4] port gigabitethernet 1/0/1
[SwitchC-vlan4] quit

[SwitchC] vlan 6

[SwitchC-vlan6] port gigabitethernet 1/0/2
[SwitchC-vlan6] quit

[SwitchC] interface vlan-interface 4
[SwitchC-VIan-interface4] ip address 20.20.20.2 24
[SwitchC-VlIan-interface4] quit

[SwitchC] interface vlan-interface 6
[SwitchC-Vlan-interface6] ip address 40.40.40.1 24
[SwitchC-Vlan-interface6] quit

# B V7 114.114.114.114/32 [RS8 H .

[SwitchC] ip route-static 114.114.114.114 24 40.40.40.2
# BCE Viin) 192.168.1.0/24 (1A B H .

[SwitchC] ip route-static 192.168.1.0 24 20.20.20.1

# LB Vi 192.168.2.0/24 AR

[SwitchC] ip route-static 192.168.2.0 24 20.20.20.1

# TR ICMP H A RTIA TR SCH AL T RE .

[SwitchC] ip unreachables enable

# 15 ICMP R SCRIE TR -

[SwitchC] ip ttl-expires enable

# RIFBCE

[SwitchC] save force

5. it & Switch D
# 0% VLAN, 7E VLAN FIIASS B s H, FFRCE % VLAN #2010 1P bk,

<SwitchD> system-view

[SwitchD] vlan 5

[SwitchD-vlan5] port gigabitethernet 1/0/1
[SwitchD-vlan5] quit

[SwitchD] vlan 6

[SwitchD-vlan6] port gigabitethernet 1/0/2
[SwitchD-vlan6] quit

[SwitchD] vlan 7

[SwitchD-vlan7] port gigabitethernet 1/0/3
[SwitchD-vlan7] quit

[SwitchD] interface vlan-interface 5
[SwitchD-VIan-interface5] ip address 30.30.30.2 24
[SwitchD-Vlan-interface5] quit

[SwitchD] interface vlan-interface 6
[SwitchD-Vlan-interface6] ip address 40.40.40.2 24
[SwitchD-Vlan-interface6] quit



[SwitchD] interface vlan-interface 7
[SwitchD-Vlan-interface7] ip address 114.114.114.1 24
[SwitchD-VlIan-interface7] quit

# BCE Viin) 192.168.1.0/24 [1## AR H .

[SwitchD] ip route-static 192.168.1.0 24 30.30.30.1
# BCE Vi 192.168.2.0/24 [

[SwitchD] ip route-static 192.168.2.0 24 40.40.40.1
# PR B ICMP H BT IA TR ST AL T RE «
[SwitchD] ip unreachables enable

# 15 ICMP R SR IE T RE -

[SwitchD] ip ttl-expires enable

# RIFBCE

[SwitchD] save force

1.4 urfc &

# 7 Switch A it display ip policy-based-route 4 1] LA F 3 24 /i 50K B (L& ©
ZRCE
[SwitchA] display ip policy-based-route interface Vlan-interface 2
Policy-based routing information for interface Vlan-interface2:
Policy name: aaa
node 10 permit:
if-match acl 3001
Matches: 0, bytes: O
node 20 permit:
if-match acl 3000
apply next-hop 20.20.20.2
Matches: 0, bytes: 0
Total matches: 0, total bytes: O

# 7f Host A F{¥i[] tracert fr A WiF k%28 114.114.114.114/24 25015 (fH Tracert Tt
AR R4 EIF)E ICMP BB R SR IETIRE, 72 H R FE ICMP B A ATIE R SCRIETNRED -
AT LA BT Switch B # % .

C:\Documents and Settings\Administrator>tracert 114.114.114.114
Tracing route to 114.114.114.114 over a maximum of 30 hops

<1l ms <1l ms <l ms 192.168.1.1
<l ms <1 ms <1l ms 10.10.10.2
<l ms <1l ms <l ms 30.30.30.2
1 ms <1 ms <l ms 114.114.114.114

A W DN PP

Trace complete.
# £ Host B L3 [l tracert a2 iIE IR SS 28 114.114.114.114/24 = 55 7] ik . 7] LAFE FIFR 2 Switch
CH)k, TRMSH e & R o

C:\Documents and Settings\Administrator>tracert 114.114.114.114



Tracing route to 114.114.114.114 over a maximum of 30 hops

<1l ms <l ms <l ms 192.168.2.1
<1l ms <1l ms <l ms 20.20.20.2
<1l ms <1l ms <1 ms 40.40.40.2
1ms <1l ms <l ms 114.114.114.114

A WO DN P

Trace complete.

1.5 BeEXH

. Switch A:

#
ip unreachables enable
ip ttl-expires enable
#
vian 1
#
vlan 2 to 4
#
policy-based-route aaa permit node 10
if-match acl 3001
#
policy-based-route aaa permit node 20
if-match acl 3000
apply next-hop 20.20.20.2
#
interface Vlan-interfacel
ip address 192.168.1.1 255.255.255.0
#
interface Vlan-interface2
ip address 192.168.2.1 255.255.255.0
ip policy-based-route aaa
#
interface Vlan-interface3
ip address 10.10.10.1 255.255.255.0
#
interface Vlan-interface4
ip address 20.20.20.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 2
#
interface GigabitEthernetl/0/3



port link-mode bridge

port access vlan 3
#

interface GigabitEthernetl/0/4

port link-mode bridge

port access vlan 4
#

ip route-static 114.114.114.114 24 10.10.10.2
#
acl advanced 3000

rule O permit ip source 192.168.2.0 0.0.0.255
#
acl advanced 3001

rule O permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
#

. Switch B :

#
ip unreachables enable
ip ttl-expires enable
#
vlan 3
#
vlan 5
#
interface Vlan-interface3
ip address 10.10.10.2 255.255.255.0
#
interface Vlan-interface5
ip address 30.30.30.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 3
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 5
#
ip route-static 114.114.114.114 24 30.30.30.2
ip route-static 192.168.1.0 24 10.10.10.1
ip route-static 192.168.2.0 24 10.10.10.1
#
) Switch C:
#
ip unreachables enable
ip ttl-expires enable
#
vlan 4



#
vlan 6
#
interface Vlan-interface4
ip address 20.20.20.2 255.255.255.0
#
interface Vlan-interface6
ip address 40.40.40.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 4
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 6

ip route-static 114.114.114.114 24 40.40.40.2
ip route-static 192.168.1.0 24 20.20.20.1
ip route-static 192.168.2.0 24 20.20.20.1

. Switch D:

#
ip unreachables enable
ip ttl-expires enable
#
vlan 5 to 7
#
interface Vlan-interface5
ip address 30.30.30.2 255.255.255.0
#
interface Vlan-interface6
ip address 40.40.40.2 255.255.255.0
#
interface Vlan-interface7
ip address 114.114.114.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 5
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 6
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 7



#

ip route-static 192.168.1.0 24 30.30.30.1

ip route-static 192.168.2.0 24 40.40.40.1
#

1.6 tHXZEHR
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1 IGMP SNoopiNg TRIREC B HERG +++-verveereereere e 1
1.1 ﬁ;—jjl\i
12@mgﬁmmwmwmwmwmwmwmwmmmmmmmwmmmwmmmwmmm:::: ............ 1
b :
L ;
B L 3
1.6 A DETEIEE «ovreeeereeee ettt



1 IGMP snooping {RI=FC & 157
1.1 #&fr

ARZH - BT E IGMP snooping.
1.2 AMFEK

WE 1 FR, fE— N =B RE&ERA ZZ MRS, A% Source [MZHHEH 224.1.1.1 KikdH
#EEAE, Host A Al Host B s& 413641 224.1.1.1 Fj#:U53s (Receiver), Host C AEZH#%4 224.1.1.1
s . BTAECE SR IGMPY2, {REFFTA 22 He bl E#HE TR 2 /9 IGMP Snooping 4742,
FEIk B PR PR IR ) Switch A SR 7824 IGMP Snooping i) #% -

B IEHABEAEAE —E MR 3%, 7E Switch B _EJFJ3 IGMP snooping, f#4L3E5EI K I%4ATE
SEREE (Host A Al Host B).

&1 IGMP snooping Bt & £8 Y [E]

Receiver
Host A
GE1/0/2
GEL/0/2 GEL/0/1 GE1/0/1@ GE1/0/3 ‘
Switch A Switch B Receiver

GE1/0/4
Source querier et

224111
. Host C

VLAN 100

1.3 ILELE

1. g & Switch A
# JTJ5 %4 111 IGMP Snooping $#4: .

<SwitchA> system-view

[SwitchA] igmp-snooping

[SwitchA-igmp-snooping] quit

# 4% VLAN 100, 51 GigabitEthernet1/0/1 A1 GigabitEthernet1/0/2 #NEZ VLAN H; 7Ei%
VLAN A {#ifE IGMP Snooping.

[SwitchA] vlan 100

[SwitchA-vlanl100] port gigabitethernet 1/0/1 to gigabitethernet 1/0/2

1



[SwitchA-vlan100] igmp-shooping enable
# 7f VLAN 100 P JFJ& IGMP Snooping 2 %

[SwitchA-vlan100] igmp-snooping querier
[SwitchA-vlan100] quit

# IRAPICE, BiilbfcE ER
[SwitchA] save
2. Bt & Switch B

# JTJ5 %45 111 IGMP Snooping $#4: .

<SwitchB> system-view

[SwitchB] igmp-snooping

[SwitchB-igmp-snooping] quit

# 4% VLAN 100, #i51 GigabitEthernet1/0/1 #| GigabitEthernetl/0/4 #NEZ VLAN H; 7Ei%
VLAN P {#i§E IGMP Snooping.

[SwitchB] vlan 100

[SwitchB-vlan100] port gigabitethernet 1/0/1 to gigabitethernet 1/0/4
[SwitchB-vlan100] igmp-snhooping enable

[SwitchB-vlIan100] quit

1.4 WiERCE

# &8 Switch B _E IGMP Snooping L% 4H 1115 B .

<SwitchB> display igmp-snhooping group
Total 2 entries.

VLAN 100: Total 2 entries.
(0.0.0.0, 224.1.1.1)
Host ports (2 in total):
GE1/0/2 (00:03:23)
GE1/0/3 (00:03:23)

%% Host C 35 11 GE1/0/4 /R{E IGMP snooping & 4115 B, HIREHEE A2 K i%% Host C.

1.5 BeEXH

1. Switch A fECE

#

igmp-snooping

#

vlan 100
igmp-snooping enable
igmp-snooping querier

#

interface GigabitEthernetl/0/1
port access vlan 100

#



interface GigabitEthernetl/0/2
port access vlan 100

#

2. Switch B EL &

#

igmp-snhooping

#

vlan 100
igmp-snooping enable

#

interface GigabitEthernetl/0/1
port access vlan 100

#

interface GigabitEthernetl/0/2
port access vlan 100

#

interface GigabitEthernetl/0/3
port access vlan 100

#

interface GigabitEthernetl/0/4
port access vlan 100

#

1.6 tHXZEHR
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L RS BB B RIREL T HERG - -vvvvvvreerereeesrnsesresesssseses e b st h ettt 1
TR 7 OO RURPRRRO 1
1.2 ZELIRIEE SR «erereeeeereeeneseeseseeeesss et s ettt E R R bRt 1
.3 T BT 1ottt 1
L2 B FIETIE I «envreeeeneseeeseseeeeseeee e st s et s e E bR R AR bbbt 2
Ve OO ROPRRRO 3
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1 HRGTIERE RRALE SR
1.1 &N

KRG GRS ERC B T
1.2 AMEEK

W1 1.2 B 1w, FEA 2% o3 R BEES  BF AR IR 55 2% =N X 38, 18
B, BIER@E ACL L2

o EPHEMESIS A A LAVT ] Internet MRS &, AHANRE VS AT A ER

. R R BEVT R S5 28, ABEVT M Internet F14 5.
E1 @i 1P b iR 2R &AM E

‘ Servers

10.2.1.0/24

Device
GE1/0/2 GE1/0/1

GE1/0/4

’10.1.1.0/24 .10.1.2.0/24
PC 1 JIIIll JIIII'

PC 2 PC 2
Admin dept. R&D dept.

1.3 ILELE

(1) o B B A MR 28 AR
# % IPv4 =2 ACL 3000,

<Device> system-view
[Device] acl advanced 3000

# O, e H kA 10.1.2.0/24 WS .

iT Device %45 Internet

[Device-acl-ipv4-adv-3000] rule deny ip destination 10.1.2.0 0.0.0.255

[Device-acl-ipv4-adv-3000] quit

# id B A pEThAE, B IPv4 2% ACL 3000 Xt i I GigabitEthernet1/0/4 Y3 i) 1P )3T i

it g

[Device] interface gigabitethernet 1/0/4



[Device-GigabitEthernetl/0/4] packet-filter 3000 inbound
[Device-GigabitEthernetl/0/4] quit

(2) B EWTACERH M ZBUR
# @& IPv4 52 ACL 3001.
[Device] acl advanced 3001
# QU SevE H Ak Y 10.2.1.0/24 W BRIk SCGET
[Device-acl-ipv4-adv-3001] rule permit ip destination 10.2.1.0 0.0.0.255
# VRN, AT B p Ry HAb X B R S
[Device-acl-ipv4-adv-3001] rule deny ip
# id B A pEThAE, B IPv4 2% ACL 3001 Xt I GigabitEthernet1/0/3 Y i) 1P ) ST i
(IpUR/#
[Device] interface gigabitethernet 1/0/3

[Device-GigabitEthernetl/0/3] packet-filter 3001 inbound
[Device-GigabitEthernetl/0/3] quit

1.4 WEACE

# T display packet-filter fiy& & & 113 JE DI REAI N HPIRES o
[Device] display packet-filter interface inbound
Interface: GigabitEthernetl1/0/3
Inbound policy:
1Pv4 ACL 3001
Interface: GigabitEthernetl/0/4
Inbound policy:
1Pv4 ACL 3000

i fF B EIR GigabitEthernet1/0/3 fil GigabitEthernet1/0/4 i I b 4 IER N T i JEIhRE
# MBI B3 & B | ping Internet 35S, 45 S50 ping i

C:\>ping www.google.com
Pinging www.google.com [172.217.194.99] with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 173.194.127.242:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
C:\>
# MR RIS & HUid | ping 10.2.1.10 IR& 23R &80 %, WLL ping il .
C:\>ping 10.2.1.10
Ping 192.168.1.60 (10.2.1.10): 56 data bytes, press CTRL+C to break
56 bytes from 10.2.1.10: icmp_seq=0 ttl=255 time=12.963 ms
56 bytes from 10.2.1.10: icmp_seq=1 ttl=255 time=4.168 ms
56 bytes from 10.2.1.10: icmp_seq=2 ttl=255 time=7.390 ms
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56 bytes from 10.2.1.10: icmp_seq=3 ttl=255 time=3.363 ms

56 bytes from 10.2.1.10: icmp_seq=4 ttl=255 time=2.901 ms

C:\>

# W HE I G B | ping Internet F3EANMEE, 45 AT LA ping i

C:\>ping www.google.com
Pinging www.google.com [172.217.194.99] with 32 bytes of data:

Reply from 172.217.194.99: bytes=32 time=30ms TTL=50
Reply from 172.217.194.99: bytes=32 time=30ms TTL=50
Reply from 172.217.194.99: bytes=32 time=30ms TTL=50
Reply from 172.217.194.99: bytes=32 time=30ms TTL=50

Ping statistics for 172.217.194.99:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 30ms, Maximum = 30ms, Average = 30ms
C:\>

1.5 BEEXH

#
interface Ten-GigabitEthernetl/0/3
port link-mode bridge
packet-filter 3001 inbound
#
interface Ten-GigabitEthernetl/0/4
port link-mode bridge
packet-filter 3000 inbound
#
acl advanced 3000
rule O deny ip destination 10.1.2.0 0.0.0.255
#
acl advanced 3001
rule O permit ip destination 10.2.1.0 0.0.0.255
rule 5 deny ip
#

1.6 tHXZEHR
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1 B E 1P FRiE
1.1 &

REHIN 1P BRIEECE J572
1.2 HMFEK

WA 1-1 R, FAriBn B G s NS AEE, TRP eI E R EA =35 FTP W&,
A5 N E . IP B E. BRI RN 15Mbps, £ R E8HIL2 %% DeviceB U4l E
T AHRL I I T Be
e IPIBHRERAKIGHEZEA 10Mbps
o BN HIRERAFEEZA 3Mbps
e FTPIEMAIEHEZA TMbps
NECEBIBITRE I, ZORTED SIHUMNIL 4% % DeviceA FIRCERERILIIRE, *&HKimEH
KRR IR T o AT 28 A7, kS B ok
BT BN L& AEF N 156Mbps, R ERE DeviceA FRCHE # HFREIAE, (MERELLPTA
s SO F AT 15Mbps.
E1-1 REERSZEOREENTEE

53 SCHHE M

s |
s)@. % Dedicated line {§" — ‘@.

GE1/0/1

& (192.168.1.0/24) ‘ FTP Server

’) (192.168.2.0/24) ‘ Application Server
€ (192.168.3.0/24)

1.3 BEE B

o EPIRERIVIIGE, BB IO RIEN FIERI SIS0 5 o Al rpiscay 20 2 24
SCRIPLSe, PR AR B Y AR Th RERE AN R SR PR 4R ST i BE R AN R A B A1 v

o TLIAREHRCCIAZI AT LU ARG (¥ DSCP/802.1p 56 4t 8 HbRid AR S Z ke s,
NORFFFEIGIR LN AR, (I ERCA I eS0TI E



1.4 BLE T

X i
AT RBTHEN e (R P ER, HARE 1-1 F M&egiki@ . % F £ DeviceA #= DeviceB Lt
AR 5B R ATHERE (o) VLANE D A ERE IPUEF ) , s R#ITAZ.

1. EfFicIREECE
(1) £ Device A FAIEE =M, 40 HIVCHS =288 SR 1P PIEL.
# QIEILA IPv4 ACL2000, ULHC IP MG AGA IR (JHih)y 192.168.3.0/24 ED .
<DeviceA> system-view
[DeviceA] acl basic 2000
[DeviceA-acl-ipv4-basic-2000] rule permit source 192.168.3.0 0.0.0.255
[DeviceA-acl-ipv4-basic-2000] quit
# QIR 722K voice, DLECHINIY IPv4 ACL 2000.
[DeviceA] traffic classifier voice
[DeviceA-classifier-voice] if-match acl 2000
[DeviceA-classifier-voice] quit
# G IPv4 ACL2001, DLRECMY 55 B A 25 3 Ak iRt B (PRl 7y 192.168.2.0/24 EBD .
[DeviceA] acl basic 2001
[DeviceA-acl-ipv4-basic-2001] rule permit source 192.168.2.0 0.0.0.255
[DeviceA-acl-ipv4-basic-2001] quit
# QI 72K service, ULECELNIA IPv4 ACL 2001,
[DeviceA] traffic classifier service
[DeviceA-classifier-service] if-match acl 2001
[DeviceA-classifier-service] quit
# =2 IPv4 ACL 3000, DLHL@ PC K% FTP i Clitbiik >y 192.168.1.0/24 M L,
H i 1o 200 .
[DeviceA] acl advanced 3000

[DeviceA-acl-ipv4-adv-3000] rule permit tcp destination-port eq 20 source 192.168.1.0
0.0.0.255

[DeviceA-acl-ipv4-adv-3000] quit
# QA2 ftp,  ULACKIN Y IPv4 ACL 3000.
[DeviceA] traffic classifier ftp
[DeviceA-classifier-ftp] if-match acl 3000
[DeviceA-classifier-ftp] quit

(2) QUE=ADRAT A, AES AN ERCAIE R N 6. 4. 2.
# QAT voice, BIF N EARICAHILIELN 6.
[DeviceA] traffic behavior voice
[DeviceA-behavior-voice] remark local-precedence 6
[DeviceA-behavior-voice] quit
# QAT N service, ZEANEFRCAMA LN 4.
[DeviceA] traffic behavior service
[DeviceA-behavior-service] remark local-precedence 4
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[DeviceA-behavior-service] quit
# QIERAT N ftp, SIMENEFR SRR PN 2.
[DeviceA] traffic behavior ftp

[DeviceA-behavior-ftp] remark local-precedence 2
[DeviceA-behavior-ftp] quit
(3) B QoS Himg I H]
# €14 QoS % shaping, K L1l =41t 7 EARAT AREAT KEK .
[DeviceA] qos policy shaping
[DeviceA-qospolicy-shaping] classifier voice behavior voice
[DeviceA-qospolicy-shaping] classifier service behavior service
[DeviceA-qospolicy-shaping] classifier ftp behavior ftp
[DeviceA-qospolicy-shaping] quit
# % QoS %N 3] GigabitEthernet1/0/2 i I 5[] .
[DeviceA] interface gigabitethernet 1/0/2
[DeviceA-GigabitEthernetl/0/2] qos apply policy shaping inbound
[DeviceA-GigabitEthernetl/0/2] quit
ok FREE, =R CHE DeviceA HIAMAL e C 2B, BIAT LAR € =24 ST 4
AN 73N 64 4. 2.
2. nEEMEE
# 1f GigabitEthernet1/0/1 i [ FACE M BT, NiEEIRIC (PAF] 6) FLEA#EEFE N 10Mbps.

[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] qos gts queue 6 cir 10240

# 1£ GigabitEthernet1/0/1 ¥ 1 b AL B FL =T, Sl 25 B F S CBA I 4O B 7K i T8 %y 3Mbps.
[DeviceA-GigabitEthernetl/0/1] qos gts queue 4 cir 3072
# 1f GigabitEthernet1/0/1 i I FACE M EHTE, N FTP L (A% 2) ALE K IEEZA TMbps.
[DeviceA-GigabitEthernetl/0/1] qos gts queue 2 cir 7168

3. EOMRRALE

# 1t GigabitEthernet1/0/1 i I FJC B 42 PR, 0 H o 117 7] B9 S AC B 72K 7 3 %4 15Mbps.
[DeviceA-GigabitEthernetl/0/1] qos Ir outbound cir 15360

1.5 WitACE

# {§iff] display qos policy interface i3 &E EIRCIIREMITE .
<Device> display qos policy interface inbound
Interface: GigabitEthernetl/0/2
Direction: Inbound
Policy: shaping
Classifier: voice
Operator: AND
Rule(s) :
If-match acl 2000
Behavior: voice
Marking:
Remark local-precedence 6



Classifier: service
Operator: AND
Rule(s) :
If-match acl 2001
Behavior: service
Marking:
Remark local-precedence 4
Classifier: ftp
Operator: AND
Rule(s) :
If-match acl 3000
Behavior: ftp
Marking:
Remark local-precedence 2
#{fifl display qos gts interface A EENERLNIRLE.
<Device> display gos gts interface
Interface: GigabitEthernetl/0/1
Rule: If-match queue 6
CIR 10240 (kbps), CBS 640000 (Bytes)
Rule: If-match queue 4
CIR 3072 (kbps), CBS 192000 (Bytes)
Rule: If-match queue 2
CIR 7168 (kbps), CBS 448000 (Bytes)
# 1if display qos Ir interface 4 &E#ARENE .
<Device> display qos Ir interface
Interface: GigabitEthernetl/0/1
Direction: Outbound
CIR 15360 (kbps), CBS 960000 (Bytes)

1.6 BEEXH

#
acl basic 2000
rule 0 permit source 192.168.3.0 0.0.0.255
#
acl basic 2001
rule 0 permit source 192.168.2.0 0.0.0.255
#
acl advanced 3000
rule O permit tcp source 192.168.1.0 0.0.0.255 destination-port eq ftp-data
#
traffic classifier ftp operator and
if-match acl 3000
#
traffic classifier service operator and
if-match acl 2001
#
traffic classifier voice operator and



if-match acl 2000
#
traffic behavior ftp
remark local-precedence 2
#
traffic behavior service
remark local-precedence 4
#
traffic behavior voice
remark local-precedence 6
#
qos policy shaping
classifier voice behavior voice
classifier service behavior service
classifier ftp behavior ftp
#
interface GigabitEthernetl/0/1
port link-mode bridge
qos Ir outbound cir 15360 cbs 960000
qos gts queue 6 cir 10240 cbs 640000
qos gts queue 4 cir 3072 cbs 192000
qos gts queue 2 cir 7168 cbs 448000
#
interface GigabitEthernetl1/0/2
port link-mode bridge
qos apply policy shaping inbound
#
return

1.7 HHE&ER
e PERALE “ACL 1 QoS RLES” di “ACL”.

) PEALERE “ACL AR QoS mASFE” fif) “ACL”.
2 WELRGT
2.1 &N

REBNBRESTHEE 71

2.2 ‘AMEEk

WK 2-1 Fizs, PCUj MRS 25 B ECIER, ATLUEIECE QoS ISt &4 i RHFE IR SCZ T
EFLERZIA L.
EAZHHL GE1/0/1 A1 GE1/0/2 # N B & 5t1t, &FHED TR L EiHE R



E2-1 RELIHE EHWE

o GE1/0/1 GE1/0/2

PC Switch Server
192.168.0.2 192.168.0.1

2.3 BLESR

# QI SN IPv4 ACL3001, ACE 2 2K, T4 IUCECYR 1P Hitik 2y 192.168.0.2, H 1ith
hkoh 192.168.0.1 HA = AR IP Hihk A 192.168.0.1, H kv 192.168.0.2 i =

<Sysname> system-view

[Sysname] acl advanced 3001

[Sysname-acl-ipv4-adv-3001] rule O permit ip source 192.168.0.2 0 destination 192.168.0.241
0

[Sysname-acl-ipv4-adv-3001] rule 5 permit ip source 192.168.0.241 O destination 192.168.0.2
0

[Sysname-acl-ipv4-adv-3001] quit

# Q72K aa, ULAECKHIN N IPv4 ACL 3001,

[Sysname] traffic classifier aa

[Sysname-classifier-1] if-match acl 3001
[Sysname-classifier-1] quit

# QIERAT N aa, BFE IR,

[Sysname] traffic behavior aa

[Sysname-behavior-1] accounting packet
[Sysname-behavior-1] quit

# 6% QoS M aa, W4 b O AIEE IV FEANGAT NEAT ORIK
[Sysname] qos policy aa

[Sysname-gospolicy-aa] classifier aa behavior aa
[Sysname-gospolicy-aa] quit

## F QoS Mg N % GigabitEthernet1/0/1 ¥ Al GigabitEthernet1/0/2 I J5 1A H 7 H] . (I
AL FT DIARYE I 55485 00, U AR 28 3 7 1] B4 VAN T R 95 s 42 L R T 1)) o
[Sysname] interface gigabitethernet 1/0/1
[Sysname-GigabitEthernetl/0/1] gos apply policy 1 inbound
[Sysname-GigabitEthernetl/0/1] qos apply policy 1 outbound
[Sysname-GigabitEthernetl/0/1] quit

[Sysname] interface gigabitethernet 1/0/2
[Sysname-GigabitEthernetl/0/2] qgos apply policy 1 inbound
[Sysname-GigabitEthernetl/0/2] qos apply policy 1 outbound
[Sysname-GigabitEthernetl/0/2] quit

2.4 WAL E
# 7f PC I ping fR55#510 1P ik, "TUUEHRH 4 MEEE, Bk 4 MR,

C:\Users\user>ping 192.168.0.1



IEfE Ping 192.168.0.1 HA 32 ‘FI5H%dE -

KH 192.168.0.1 MK : #7W=32 K[E=3ms TTL=255
KH 192.168.0.1 MHE: F¥=32 Kflal=1ms TTL=255
kH 192.168.0.1 MG : #45=32 Bf=1ms TTL=255
KH 192.168.0.1 MG : #45=32 Bf=1ms TTL=255

192.168.0.1 ¥ Ping 45 & :
Bt oRiE = 4, B8k = 4, ZK = 0 (0% E%),
AERATFEA GG THN 8] (AR AT -
wE = 1ms, &K = 3ms, ¥ = 1ms
# AL LA A+ GEL/0/1 Al GEL/0/2 B L4t iH% &, GEL1/0/1 Hi&Hz PC, AJ7IRHRICA 4
A, GEL/0/2 &R 2%, ks 44, WOCHARR, 3SR R CC A% K& .
[Sysname] display qos policy interface
Interface: GigabitEthernetl/0/1
Direction: Inbound
Policy: aa
Classifier: aa
Operator: AND
Rule(s) :
If-match acl 3001
Behavior: aa
Accounting enable:
4 (Packets)

Interface: GigabitEthernetl/0/1
Direction: Outbound
Policy: aa
Classifier: aa
Operator: AND
Rule(s) :
If-match acl 3001
Behavior: aa
Accounting enable:
7 (Packets)

Interface: GigabitEthernetl/0/2
Direction: Inbound
Policy: aa
Classifier: aa
Operator: AND
Rule(s) :
If-match acl 3001
Behavior: aa
Accounting enable:
7 (Packets)

Interface: GigabitEthernetl/0/2
Direction: Outbound



Policy: aa
Classifier: aa
Operator: AND
Rule(s)
If-match acl 3001
Behavior: aa
Accounting enable:
4 (Packets)

2.5 BLENXH

#
traffic classifier aa operator and
if-match acl 3001
#
traffic behavior aa
accounting packet
#
gos policy aa
classifier aa behavior aa
#
interface GigabitEthernetl/0/1
port link-mode bridge
qos apply policy aa inbound
qos apply policy aa outbound
#
interface GigabitEthernetl/0/2
port link-mode bridge
qos apply policy aa inbound
qos apply policy aa outbound
#
acl number 3001
rule O permit ip source 192.168.0.2 0 destination 192.168.0.1 0O
rule 5 permit ip source 192.168.0.1 O destination 192.168.0.2 0
#

2.6 FHXER

o JUAhECE “ACL M QoS BLERT” i) “ACL”.
o JUAhECE “ACL A QoS i 4Z%” i) “ACL”.
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1 IP Source Guard 827548 ERIRACE IR
1.1 @&
R EHI - BERASTL B 482 R 20 1P Source Guard HIFL & 77 .

1.2 &R

TN A H B Y55 30 Bl 2H )i 1 EANEEEC & IP Source Guard I .
1.3 BMEEK

W 1.3 B 1 frs, Host A 5 Host B 43 %55 Switch B 3 1 GigabitEthernet1/0/2
GigabitEthernet1/0/1 #Hi%; Host C 55 Switch A i 1 GigabitEthernet1/0/2 #i%. Switch B %
Switch A )3 1 GigabitEthernet1/0/1 &, & LN B SR E R 1P k.

IS 7E Switch A #1 Switch B _FACHE IPv4 FA40E 2RI, i 2 DL & TN 73K
e Switch A i3 [ GigabitEthernet1/0/2 F 2 fti4 Host C KIXH IP i .
e Switch A ff13% [ GigabitEthernet1/0/1 | 04 Host A &I/ IP Sl .
e Switch B fJ¥i 1 GigabitEthernet1/0/2 | R f¥F Host A K% IP RS0 .

e Switch B [1%ii [ GigabitEthernet1/0/1 F R oA 1P thili: 192.168.0.2/24 (1) =L IEN) IP
ociE, BP s iF Host B SEH R JE 7598 v] LA A IP Hidik 55 Host A Hid .

E1 Bt E IP Source Guard B4 48 E2H W E

GE1/0/1 GE1/0/2

Switch A

GE1/0/2 GE1/0/1

Switch B

Host C
IP: 192.168.0.3/24
MAC : 0001-0203-0405

Host A Host B
IP: 192.168.0.1/24 IP: 192.168.0.2/24
MAC: 0001-0203-0406 MAC: 0001-0203-0407

1.4 BB TE

1. Switch A BB E
# 7E3% 1 GigabitEthernet1/0/2 EFRCE IPvA S48 E RS, F0E TR IP Hikib Al MAC Hidik.

<SwitchA> system-view
[SwitchA] interface gigabitethernet 1/0/2
[SwitchA-GigabitEthernetl/0/2] ip verify source ip-address mac-address



#ECE IPvA B SgE £, Y MAC #ilik A 0001-0203-0405. 1P #idik 4 192.168.0.3 f£] Host C
KIEHT P RSB 5 T GigabitEthernet1/0/2.

[SwitchA-GigabitEthernetl/0/2] ip source binding ip-address 192.168.0.3 mac-address
0001-0203-0405

[SwitchA-GigabitEthernetl/0/2] quit
# 7E3i I GigabitEthernetl/0/1 L& IPv4 i DI45E TfiE, 482 (P Hikfl MAC ik,

[SwitchA] interface gigabitethernet 1/0/1
[SwitchA-GigabitEthernetl/0/1] ip verify source ip-address mac-address

#HLE IPv4A B840 E 2T, W Y MAC Hidik Ay 0001-0203-0406. IP #idik >y 192.168.0.1 (1] Host A
KIE 1P R CiE R 5 1 GigabitEthernet1/0/1.

[SwitchA-GigabitEthernetl/0/1] ip source binding ip-address 192.168.0.1 mac-address
0001-0203-0406

[SwitchA-GigabitEthernetl/0/1] quit
# RAFICE

[SwitchA] save
2. fig B Switch B B E
# fE3 [ GigabitEthernet1/0/2 L E IPv4 3ha845E ThAs, 45 U5 1P Hihk Al MAC Hiuhik.

<SwitchB> system-view
[SwitchB] interface gigabitethernet 1/0/2
[SwitchB-GigabitEthernetl/0/2] ip verify source ip-address mac-address

#ELE IPv4A B840 E 2T, WY MAC Hidik 5y 0001-0203-0406. IP #idik >y 192.168.0.1 (1] Host A
KIEI 1P R CiE R 5 1 GigabitEthernet1/0/2.

[SwitchB-GigabitEthernetl/0/2] ip source binding ip-address 192.168.0.1 mac-address
0001-0203-0406

[SwitchB-GigabitEthernetl/0/2] quit
# £ 1 GigabitEthernet1/0/1 LCE IPv4 i 48 E ThE, P2V IP Huht.

[SwitchB] interface gigabitethernet 1/0/1
[SwitchB-GigabitEthernetl/0/1] ip verify source ip-address

# BLE IPv4 FrAgie RO, RAW IP Hhk A 192.168.0.2 HIENLRIER 1P i SCiE i i
GigabitEthernet1/0/1.

[SwitchB-GigabitEthernetl/0/1] ip source binding ip-address 192.168.0.2
[SwitchB-GigabitEthernetl/0/1] quit

# RIFICE

[SwitchB] save

1.5 Eurfc &

# 7f Switch A _FE 7~ IPvA B A48 RO B 1) .

[SwitchA] display ip source binding static
Total entries found: 2

IP Address MAC Address Interface VLAN Type
192.168.0.1 0001-0203-0406 GE1/0/1 N/A Static
192.168.0.3 0001-0203-0405 GE1/0/2 N/A Static

# 7F Switch B &7~ IPvA A4 58 LB Il .

2



[SwitchB] display ip source binding static
Total entries found: 2

IP Address MAC Address Interface VLAN Type
192.168.0.1 0001-0203-0406 GE1/0/2 N/A Static
192.168.0.2 N/A GE1/0/1 N/A Static
=]
1.6 BLEXH
) SwitchA
#

interface GigabitEthernetl/0/1

port link-mode bridge

ip verify source ip-address mac-address

ip source binding ip-address 192.168.0.1 mac-address 0001-0203-0406
#

interface GigabitEthernetl/0/2

port link-mode bridge

ip verify source ip-address mac-address

ip source binding ip-address 192.168.0.3 mac-address 0001-0203-0405

SwitchB

#
interface GigabitEthernetl/0/1
port link-mode bridge
ip verify source ip-address
ip source binding ip-address 192.168.0.2
#
interface GigabitEthernetl/0/2
port link-mode bridge
ip verify source ip-address mac-address
ip source binding ip-address 192.168.0.1 mac-address 0001-0203-0406
#

1.7 tHHEER

. P E ‘e BRS” T “IP Source Guard”.
. PINEE “2hmd 5% R “IP Source Guard”s
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1 BB Z1EAN SSH fR$S =

1.1 &Y
A B BT B A 1 SSH R 452,

1.2 HMFEK
w1 iR, Switch fE SSH R45#%, Host T3 B5@id SSH &% 3 Switch Fxf HgEATAHCEL &
FEK:
e Switch i#id SSH i) password WAiiE T 206 % 2 i AT IAUE, IAUEEFEAE Switch A8 Hb 58 B
o Host A P 48 client001, #i5A hello12345, %% 4 Ja nl LAMEFH T drd.
E1 & &1ER SSH BRSELE M E

SSH client SSH server
Vlan-int2
192.168.1.56/24 192.168.1.40/24
XGE1/0/2
Host Switch

1.3 ILEXE

# LB A A RSA B X .

<Switch> system-view

[Switch] public-key local create rsa

The range of public key modulus is (512 ~ 4096).

IT the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys...

Create the key pair successfully.

# MO B WAL DSA F 9 .

[Switch] public-key local create dsa

The range of public key modulus is (512 ~ 2048).

I the key modulus is greater than 512, it will take a few minutes.
Press CTRL+C to abort.

Input the modulus length [default = 1024]:

Generating Keys. ..

Create the key pair successfully.
# FIL B 1% %4 i ECDSA % 8% .

[Switch] public-key local create ecdsa secp256rl



Generating Keys...

Create the key pair successfully.

# fligE SSH k%5 & )HE .

[Switch] ssh server enable

# f# VLAN 2, FfF Ten-GigabitEthernet1/0/2 i\ VLAN 2.

[Switch] vlan 2
[Switch-vlan2] port ten-gigabitethernet 1/0/2
[Switch-vlan2] quit

# MCE VLAN £ 2 1 1P Hbik, 2 P s i iz b bk i e SSH IR 5545
[Switch] interface vlan-interface 2

[Switch-VIan-interface2] ip address 192.168.1.40 255.255.255.0
[Switch-VIan-interface2] quit

#BE VTY H L RVGE T RN scheme, SSH % /il Fl] VTY I 28 5654
[Switch] line vty 0 63

[Switch-line-vty0-63] authentication-mode scheme

[Switch-line-vty0-63] quit

# QIEAMA P cliento0l, JE&EH %54 hellol2345. k%K %4 SSH. H A Ml
network-admin,

[Switch] local-user client00l1 class manage

New local user added.

[Switch-luser-manage-client001] password simple hellol12345
[Switch-luser-manage-client001] service-type ssh
[Switch-luser-manage-client001] authorization-attribute user-role network-admin
[Switch-luser-manage-client001] quit

1.4 urfc &

Z i

SSH & P s sk %, KIF AR P skt PUTTYO0.60 4 #5480 SSH & P 54698t B 7 5%,

# 2235 PUTTY0.60 HfF.

# 77 PuTTY.exe f8/7, riidi “Session” DJReIX, HILANE] 2 Frs % b e & 51 .

e fE “HostName (or IP address) 7 SCAMEF i N SSH IRS4 1 IP iy 192.168.1.40,
o £ “Port” UAMEFHIN SSH P15 22.

e {E “Connection type” XiHiL# SSH thil.



E2 SSH ZFinfic ERE

ﬁ PuTTY Configuration ? =
Category:
=- S_ession | Basic options for your PuTTY session |
i _l_i"" I_.oglging Specify the destination you wart to connect to
Tmiﬁll;:bnard Host Name for IP address) Port
- Bell 152.168.1.40 72
- Features Connection type:
= Window (D) Raw () Telnet ) Rlogin @ SSH ) Serial
.ﬁppea!ance Load, save or delete a3 stored session
- Behaviour
... Translation Saved Sessions
- Selection
- Colours :
Default Settings
= Connection Laad
- Prosey
- Rlogin
- 55H
- Senal Close window on exit:
) Mways () MNever @ Only on clean exit
[ About ] [ Help ] l Cpen ] [ Cancel ]

# E 2 B, #idi<Open>$#4l. #H “PuTTY Security Alert” X iE#HE.,
E3 SSH X FimERAE (—)

PUTTY Security Alert x

o The server's host key is not cached in the registry. You
$ have no guarantee that the server is the computer you
think it is.
The server's rsa2 key fingerprint is:
ssh-rsa 1024 6b:b3:3f:b7:a0:30:cd:32:Ha:e0:be:d7:ea:03: 1107
If you trust this host, hit Yes to add the key to
PuTTY's cache and carry on connecting.
If you want to carry on connecting just once, without
adding the key to the cache, hit No.
If you do not trust this host, hit Cancel to abandon the
connection.

e o) [Eommin) ren)

# B “Yes” ¥4, MNP 4 “client001” F1#4Y “hello12345” (i NSRS i), Bl
AR R &I TG .



El4 SSHZFImERAE (2D

PUTTY XS

1.5 BeENH

#
vlan 2
#
interface Vlan-interface2
ip address 192.168.1.40 255.255.255.0
#

interface Ten-GigabitEthernetl/0/2
port access vlan 2

#
line vty 0 63

authentication-mode scheme
#
ssh server enable
#
local-user client001 class manage
password hash $h$6$CgMnWdX6LIW/hz2Z$4+0Pumk+A98VIGVggN3n/mEi7hJka9fEZpRZIpSNi9b
cBEXhpvlgaYTvIVBTF7ZUNGnovFsqW7nYxjoToRDvYBg==
service-type ssh
authorization-attribute user-role network-admin
authorization-attribute user-role network-operator
#



1.6

HXFER

o ULE “LZENERT” PH “SSH”.
o URECE “ZEmLSHE” I “SSH”.



2 BLE&FZ1EN SSH & i

2.1

M)

WK 5 o, Switch A YEA SSH % /73, Switch B fE 2y SSH IR%5%%, Switch A K SSH Pt
FE& % Switch B . JFER:

e Switch B RHAHIER 7 RUGER P, AIET 3N password A E .

o B4 M client00l, LN hellol2345, &4 )mal LIS T A fr 4

2.2 ‘AMEk

&5 % &{EHR SSH X Fikfc & 4R M [E

SSH client SSH server
Vlan-int2 Vlan-int2
92.168.1.56/24 192.168.1.40/24
XGE1/0/2 XGE1/0/2
Switch A Switch B

2.3 ELEXR

1. B2 & Switch A
# €% VLAN 2, F4% Ten-GigabitEthernet1/0/2 i A\ VLAN 2,

<SwitchA> system-view

[SwitchA] vlan 2

[SwitchA-vlan2] port ten-gigabitethernet 1/0/2
[SwitchA-vlIan2] quit

# BCE VLAN #1002 (1) 1P Mtk

[SwitchA] interface vlan-interface 2
[SwitchA-Vlan-interface2] ip address 192.168.1.56 255.255.255.0
[SwitchA-VIan-interface2] quit

2. Big & Switch B
WS M1 B R AN SSH RS 2t B Switch B £ 4 SSH RS 2.

2.4 WUFACE

# Switch A 257 2R 5525 192.168.1.40 [ SSH &4, N IEFAHI 7 & E AR IEH RN Y Bk,
RGN N AR A, G ANEN, BRI I3 Switch B L, HEMAtEN

network-admin.

Z i
EHTN Y PR 4A I AF, B Switch B 24 T AR, & &2 Switch A & 4 ALHE T #4T delete ssh client
server-public-key 44~ MR EARA 69 24 XA A f8 BRI 515 4%,

6



<SwitchA> ssh2 192.168.1.40

Username: client001

Press CTRL+C to abort.

Connecting to 192.168.1.40 port 22.

The server is not authenticated. Continue? [Y/N]:Y
Do you want to save the server public key? [Y/N]:N
Enter password:

* Copyright (c) 2004-2021 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *

*hkhk KXk Kk k R

<SwitchB>

2.5 BEENXH

. Switch A

#

vian 2

#

interface Vlan-interface2

ip address 192.168.1.56 255.255.255.0

#

interface Ten-GigabitEthernetl/0/2
port link-mode bridge

port access vlan 2

#

. Switch B
B2 1.5 BCE A Switch B FIECE .

2.6 HHXAER

o UMEE “LZAEMEHRT” PH “SSH”.
o JUAMICE “RAEWLZE” HH) “SSH”.
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\

1 BEEiR[0% 4 autoLearn 235
1.1 &G0
A2 MG/ 4B 1424 autoLearn B BCE 712 .

1.2 AWK

Wi 1 Fr, H i@ Device RIS, @i L E i 11224 autolearn #530, SN 1)

i, BARTE SRR

o HZFIN AV 64 N HEEI AN Internet, TETHEFEATINE;

o  YHFHEMIEREME, BiH P kB Device # A Internet;

o TiiHE %4 MAC Mtk € %4 MAC b2 AL 8], SRFG R3S A5 P AH e i 11 2% 3] 31 (1)
MAC Hiht I E %, Je 4 MAC sl AN E A0 7 R (1) — 2 ) @it

o FENRKIMEE TR N disableport-temporarily, 4FAHH MAC HilibBE AR, 52
WeHL5 FH P A i Vg 2 B W 8E, 30 B0 E sk & i LI R4S

El1l % 0% £ autoLearn = 20 &

I I XGE1/0/1 XGE1/0/2
w, Internet
TQH
‘ ‘ Device

Hosts

1.3 BEEEEEIN

i 1 TAE T autoLearn #EU,  Joi% 3 oo I %2 4 o v 1 5k MAC HUIESC

1.4 ILELE

# fd RE Y 122 4
<Device> system-view
[Device] port-security enable

# BLE %4 MAC HUIERIZ AL 18]y 30 738

[Device] port-security timer autolearn aging 30

# B I % A SO VR K %4 MAC HLiE$0N 64.

[Device] interface ten-gigabitethernet 1/0/1
[Device-Ten-GigabitEthernetl/0/1] port-security max-mac-count 64

# B 122 2R autoLearn.
[Device-Ten-GigabitEthernetl/0/1] port-security port-mode autolearn
1



# W Bl NS 5 B0 DRI S E BN < Pl 11, S PN [ 04 30 A0

[Device-Ten-GigabitEthernetl
[Device-Ten-GigabitEthernetl
[Device] port-security timer

1.5 urfc &

/0/1] port-security intrusion-mode disableport-temporarily
/0/1] quit
disableport 30

# PR E eSS, ATLMEA display port-security interface 4 &5 i % 2 HALE

[Device] display port-securi

Global port security paramet
Port security :
AutolLearn aging time :
Disableport timeout :
Blockmac timeout
MAC move
Authorization fail
NAS-ID profile
Dotlx-failure trap
Dotlx-logon trap :
Dotlx-logoff trap :
Intrusion trap :
Address-learned trap :
Mac-auth-failure trap :
Mac-auth-logon trap :
Mac-auth-logoff trap :
Open authentication :
OuUl value list :

Ten-GigabitEthernetl/0/1 is
Port mode
NeedToKnow mode
Intrusion protection mode
Security MAC address attr
Learning mode
Aging type
Max secure MAC addresses
Current secure MAC addres
Authorization
NAS-1D profile
Free VLANs
Open authentication
MAC-move VLAN check bypas

ty interface ten-gigabitethernet 1/0/1
ers:

Enabled

30 min

30 s

180 s

: Denied

: Online

: Not configured
: Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

link-up
: autolLearn
: Disabled
: DisablePortTemporarily
ibute
- Sticky
: Periodical
: 64
ses : 5
: Permitted
: Not configured
: Not configured
: Disabled
s : Disabled

A LUE i 122 2 Su VF I oK % 48 MAC ik 80y 64, I LN autoLearn, A RARHIERIEh

%>} DisablePortTemporarily,

NG A e i R AE I 18] 04 30 A0



it B AE UG, 0 ARl 2 >, 22 23 H MAC ik 8 Bk R s B “ Current secure MAC
addresses” FEEH .

HAKH) MAC $htf5 BT BAE ZJR URMEZ AL N A display this b &H

[Device] interface ten-gigabitethernet 1/0/1
[Device-Ten-GigabitEthernetl/0/1] display this
#
interface Ten-GigabitEthernetl/0/1
port link-mode bridge
port-security intrusion-mode disableport-temporarily
port-security max-mac-count 64
port-security port-mode autolearn
port-security mac-address security sticky 00e0-fc00-5920 vlan
port-security mac-address security sticky 00e0-fc00-592a vlan
port-security mac-address security sticky 00e0-fc00-592b vlan
port-security mac-address security sticky 00e0-fc00-592c vlan

[ N S

port-security mac-address security sticky 00e0-fc00-592d vlan
#

222 3] 3 MAC Hihik %k 3] 64 5, M4 display port-security interface mLLE %
i AR AE 9 secure, A BT MAC Hbhik B3k 8 fil &k N2 OR47, 7T LLE L 454 display
interface F&3ithim HCH. 30 #)f5, I FDIRESYKE . SElF, @R TR J L5 %4 MAC Hitik
J&, b2 A PPRAS EH KR N autoLearn, T LA4k4E 5] MAC Hbtik.

1.6 BEEXH

#
port-security enable
port-security timer disableport 30
port-security timer autolearn aging 30
#
interface Ten-GigabitEthernetl/0/1
port link-mode bridge
port-security intrusion-mode disableport-temporarily
port-security max-mac-count 64
port-security port-mode autolearn
#

1.7 FX&ER

o JUAME “ZAERERT hH M ZEe.
o JUAMIE “RAEWLTET T “hHEE.
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TR 7 OSSR 1
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1 BEE IPv4 VRRP BAL&4M4H
1.1 &Y

A ZEGIN4E \Pv4 VRRP B85 41 L B 7 .
1.2 ZAMEEK

W 1 fizs, Host A %71 Internet ) Host B, Host A FIFZE M £ [t AL EE 8 1 W & 34 .
BERAEH VRRP & H 68, HX W G R &4 R — & B has, 1E5 Host A HIHEAE M 6.
HARN TR 40T

e TEIEWTENLT, fH Device A KAHMCTNRE, 5Kk Host A K%k 2 AN &L

e ¥ Device AZ# Device A )47 1 H IR , B Device B $% Device A 7&K H M SC I fE s
e 4 Device A Ei# Device A ] PATEIEIK R J5, H Device A 4k 2R 0 SC ) BE

El1 VRRP B &{34AHC & 40 M [E

Virtual IP address:
10.1.1.111/24

GE1/0/1
Vlan-int2

10.1.1.1/24
3§

GE1/0/2
Vlan-int3

Device A

' 10.1.1.3/24 Internet

Host A GE1/0/1
Vlan-int2

10.1.1.2/24
3§

10.1.2.1/24

GE1/0/2
Vlan-int3

Device B

1.3 BLEFEEFEIN

o HBAYUHIEEL IP HIhEARE N4 T HbE (0.0.0.0). kLN (255.255.255.255), PR (AL
4 A/B/C ZEHbbEFI H B R 1P Hidik (4 0.0.0.1).

e IPv4VRRP BER] LAM#H VRRPV2 hitAs, 0] LL#H VRRPV3 Mt AR (VA 5 L 48 H VRRPV3)
TR IPv4 VRRP %40 HH FIFT A %% ERCE R IPv4 VRRP A —3, &N HE ik E
W AR

o VUKL IP HhE R £ 2 R A AT R 1P M C B D A — B, BT RE S
BRI P EALTCIE ) 0] S 2%

o XFFFR—A VRRP &AL R4, ZURIE R U B35 10 1P Mok fic & 578 4 —FF.

o HPIERL BRI HIREER, 7B IR FEACE AR e 2 L & 0 20 A HA B 45 AR e AR,
Tl DR 2% 0 40 P9 A FAth e %% 4 8 Master .



1.4 BLE T

1. fic & Device A
# GJ% VLAN 2, J£#$8210 GigabitEthernet1/0/1 i A %] VLAN 2

<DeviceA> system-view

[DeviceA] vlan 2

[DeviceA-vlan2] port gigabitethernet 1/0/1

[DeviceA-vlan2] quit

# 6% VLAN 5201 2, JPRE O 1P il e E Oy 10.1.1.1/24.

[DeviceA] interface vlan-interface 2

[DeviceA-Vlan-interface2] ip address 10.1.1.1 255.255.255.0

# G VRRP 04l 1, FFECE &4l 1 # RN IP ity 10.1.1.111.

[DeviceA-Vlan-interface2] vrrp vrid 1 virtual-ip 10.1.1.111

# W E Device A fE# 4 1 WML 110, =T Device B fIf4:4% 100, LAfRIE Device A Ji%
N Master 11 5t 5% R it & -

[DeviceA-Vlan-interface2] vrrp vrid 1 priority 110

# % E Device A TAEEH 5, DUMAIE Device A #FEKE J5, BEFF VIR 5N Master, B H 2
Device A IE% T./E, #tHi Device A i it . 7R EHBEHTIRE Y, BB L IEER
i 1]y 5000 JEFD .

[DeviceA-Vlan-interface2] vrrp vrid 1 preempt-mode delay 5000

[DeviceA-VIan-interface2] quit

# B 4T3 1 GigabitEthernet1/0/2 <1 Track i 1.

[DeviceA] track 1 interface gigabitethernet 1/0/2

[DeviceA-track-1] quit

#BCE WA Track T 1, Track WiHIRAS A Negative i, Device A 7 VRRP #5473 45 71 AR 5 2 A
I%E 7y 50.

[DeviceA] interface vlan-interface 2

[DeviceA-Vlan-interface2] vrrp vrid 1 track 1 priority reduced 50
[DeviceA-VIan-interface2] quit

2. Bt & Device B
# M & VLAN2.

<DeviceB> system-view

[DeviceB] vlan 2

[DeviceB-VIan2] port gigabitethernet 1/0/1

[DeviceB-vlan2] quit

[DeviceB] interface vlan-interface 2
[DeviceB-VlIan-interface2] ip address 10.1.1.2 255.255.255.0

# OIESNHE 1, HFECE &A1 RSP Hhly 10.1.1.111.

[DeviceB-Vlan-interface2] vrrp vrid 1 virtual-ip 10.1.1.111

# & Device B fE& 4 1 RS2y 100,

[DeviceB-Vlan-interface2] vrrp vrid 1 priority 100



1.5 WitACE

# BB 525, 7E Host A _EATLA ping i Host B.
# 183t display vrrp verbose i &BENE /GRS R, LR Device A I VRRP &40 1 ¥
415 B

[DeviceA-Vlan-interface2] display vrrp verbose

IPv4 Virtual Router Information:

Running mode : Standard

Total number of virtual routers : 1

Interface Vlan-interface2

VRID o1 Adver Timer : 100

Admin Status > Up State > Master

Config Pri - 110 Running Pri : 110

Preempt Mode : Yes Delay Time = 5000

Auth Type - Not supported

Version : 3

Virtual 1P :10.1.1.111

Virtual MAC : 0000-5e00-0101

Master IP :10.1.1.1

VRRP Track Information:

Track Object o1 State : Positive Pri Reduced : 50
# it display vrrp verbose & AENE G4 R, R Device B I VRRP &4 1 (1
EITERS

[DeviceB-Vlan-interface2] display vrrp verbose
IPv4 Virtual Router Information:
Running mode : Standard
Total number of virtual routers : 1
Interface Vlan-interface2

VRID o1 Adver Timer : 100
Admin Status > Up State : Backup
Config Pri - 100 Running Pri : 100
Preempt Mode : Yes Delay Time -0
Become Master : 401ms left

Auth Type : Not supported

Version : 3

Virtual 1P :10.1.1.111

Master IP : 10.1.1.1

PLE B R BEIRAE VRRP %4341 1 7 Device A 4 Master, Device B & Backup, HostA Ki%%
Host B {14 SCilid Device A ¥4 .

# Device A L )5, 7F Host A L4/3%R ] LA ping i Host B.

# @it display vrrp verbose 4 &% Device B I VRRP #3411 £41{5 2., Device A
Hil)5, s Device B I VRRP #1441 1 FIVELN(E B

[DeviceB-Vlan-interface2] display vrrp verbose

IPv4 Virtual Router Information:

Running Mode : Standard
Total number of virtual routers : 1



Interface Vlan-interface2

VRID o1 Adver Timer : 100
Admin Status > Up State : Master
Config Pri - 100 Running Pri : 100
Preempt Mode : Yes Delay Time -0

Auth Type : Not supported

Version : 3

Virtual 1P :10.1.1.111

Master IP : 10.1.1.2

PLE B3R5 B3R Device A HUBILF% 5, Device B B Master, Host A & i%%5 Host B {4} CiE
it Device B # % .
# Device A W[ %5 J5, 7 Device A L VRRP #4341 1 V£ B .
[DeviceA-Vlan-interface2] display vrrp verbose

IPv4 Virtual Router Information:

Running Mode : Standard

Total number of virtual routers : 1

Interface Vlan-interface2

VRID o1 Adver Timer : 100

Admin Status > Up State : Master

Config Pri - 110 Running Pri : 110

Preempt Mode : Yes Delay Time = 5000

Auth Type - Not supported

Version : 3

Virtual 1P :10.1.1.111

Virtual MAC : 0000-5e00-0101

Master IP :10.1.1.1

VRRP Track Information:

Track Object o1 State : Positive Pri Reduced : 50
PL b SR {5 B3R Device A #EKE J5, Device A 24815 /N Master, Host A K i%%; Host B )
S8R iE S Device A 5 K o

1.6 BCEXH

. Device A:
#
vian 2
#
interface Vlan-interface2
ip address 10.1.1.1 255.255.255.0
vrrp vrid 1 virtual-ip 10.1.1.111
vrrp vrid 1 priority 110
vrrp vrid 1 preempt-mode delay 5000
vrrp vrid 1 track 1 priority reduced 50
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
#



track 1 interface Ten-GigabitEthernetl/0/2

#

° Device B & A
#

vian 2

#

interface Vlan-interface2
ip address 10.1.1.2 255.255.255.0
vrrp vrid 1 virtual-ip 10.1.1.111
vrrp vrid 1 priority 100

#

interface Ten-GigabitEthernetl/0/1
port link-mode bridge

port access vlan 2

#

1.7 tHHEER

. PR E “TIEEMRRERS” P “VRRP,
o  JPHELE “TEMMASSE” FI “VRRP”,
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1 PoE EAXBAMALE

1.1

Jebe
iy

AREHIN R IE PoE #1724 PD & fik Mt i & 572

1.2 BEEEFEEIN

WREA TG PoE # LR L IIRE, REA Y PoE #: T+ PD fiti, A <4 PD Tl
WRZ PoE BN MIMAAN S T8 PSE MRS, WAVFZ PoE BN TN PD i, wfi%
POE £ N 253 PSE Thid#, Mk 1% PoE #1152 518 POE £ MR 5 0 SR IE YL o
ANgeid It = E 4T apply poe-profile 5 apply poe-profile interface 45 PoE
Profile. N7 1&i% PoE Profile, i 5GHUH PoE profile £ PoE 4% LN ], & PoE Profile &,
¥ PoE profile 5 F %] PoE #%11.

1.3 BEELR

1. FFB B PoE B OInt2 B ThAE

#HEANRGUE

<Device> system-view

# JF/E GigabitEthernet 1/0/1 #1117 j3 PoE £ i FE L ThEE .

[Device] interface GigabitEthernet 1/0/1
[Device-GigabitEthernetl/0/1] poe enable
[Device-GigabitEthernetl/0/1] quit

HORAFIL B
[Device] save force

2. #tBFF B GigabitEthernet1/0/1 | GigabitEthernet1/0/6 3 [ I EFE L EE IhAE.
# g4 Fr )y abe () PoE profile, #§EZ51 M 1.

<Device> system-view
[Device] poe-profile abc 1

# JF )5 PoE $2 Lz A2 fit e D g

[Device-poe-profile-abc-1] poe enable

[Device-poe-profile-abc-1] return

# #4254 1 () PoE profile i [T 3] PoE 4% 1 GigabitEthernet1/0/1 % GigabitEthernet1/0/6.
<Device> system-view

[Device] apply poe-profile abc index 1 interface gigabitethernet 1/0/1 to gigabitethernet
1/0/6

#IRAFICE

[Device] save force



1.4 WERCE
OB 5, FHEM PD B B, AR IE TAE.
1.5 BEEXH

o JFHEA PoE #HmfEt i IfE

#

interface GigabitEthernet 1/0/1
poe enable

#

o HLETFS POE £ iRt ThAE
#

poe-profile abc 1

poe enable

apply poe-profile index 1
save force

#

1.6 X &R

o JUAMICE “WEEEANRIERCERS” T “PoE”.
o UMIELE “MIEHMIEIEMSSE” T “PoE”.
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1 ZAHhm D84

1.1 &9y
AN A by BRI BC E TV

1.2 AMFEK
HRFNEBEETTEHARME R 1P thidk, HAaRHAMAH 10.1.1.024 W, THizHdEH
12.1.1.0/24 W B . IEE RIS C B A s VB8 ThRe, 58 B e D5 45 XA i 0 F0 T 37 38 7 [l

Internet UYL ER LA K PS8 1] 2 18] L U5 PR IR0 f AT 2
Bl Atbim O RIGECELH M E

Internet

GE1/0/1
10.1.1.1/2

GE1/0/2
2.1.1.1/24 A W %

10.1.1.0/24
Gw:10.1.1.1

12.1.1.0/24
Gw:12.1.1.1

AR DiEZEl

1.3 BLEFEEFEIN

. IR b A5 4H 7 G B YR T B s DA Re AR R Herp B s AN BE 2 B B AR 2H K % 5 e
. H 1 ity 1 USRI P 4 SO 36 A2 ) 1 s 1 O SOOI SR ) oA 10 AR B 3 5 R S A T RIE B
W58 2% R Stk AR S T 0T, B H B 1 R T DS, AMEHAR IS
1.4 BLE T

# fic & GigabitEthernet1/0/1 #2111 IP Hihl- oA 10.1.1.1/24, R A R34 .

<DeviceA> system-view



[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] port link-mode route
[DeviceA-GigabitEthernetl/0/1] ip address 10.1.1.1 24
[DeviceA-GigabitEthernetl/0/1] quit

# fic & GigabitEthernet1/0/2 #2111 1P Hihl- Ay 12.1.1.1/24, ERTIAEEEE% .
<DeviceA> system-view

[DeviceA] interface gigabitethernet 1/0/2
[DeviceA-GigabitEthernetl/0/2] port link-mode route
[DeviceA-GigabitEthernetl/0/2] ip address 12.1.1.1 24
[DeviceA-GigabitEthernetl/0/2] quit

# i & GigabitEthernet1/0/4 #2117 IP il 25 56.56.56.5/24
<DeviceA> system-view

[DeviceA] interface gigabitethernet 1/0/4
[DeviceA-GigabitEthernetl/0/4] port link-mode route
[DeviceA-GigabitEthernetl/0/4] ip address 56.56.56.5 24
[DeviceA-GigabitEthernetl/0/4] quit

# A B AR 4

[DeviceA] mirroring-group 1 local

# ¥ GigabitEthernet1/0/1 1 GigabitEthernet1/0/2 Fit & A AR I 11, KX P4 i S 4R Sk
TR

[DeviceA] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 gigabitethernet 1/0/2
inbound

# ¥ GigabitEthernet1/0/3 it & N84 H 13

[DeviceA] mirroring-group 1 monitor-port gigabitethernet 1/0/3
# S H f5% 11 GigabitEthernet1/0/3 _E 4z i B .

[DeviceA] interface gigabitethernet 1/0/3

[DeviceA-GigabitEthernetl/0/3] undo stp enable
[DeviceA-GigabitEthernetl/0/3] quit

1.5 urfc &

# SRR PR E S, 7F Device A F iR A 1 R EE R,

[DeviceA] display mirroring-group 1
Mirroring group 1:
Type: Local
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Inbound
GigabitEthernetl/0/2 Inbound
Monitor port: GigabitEthernetl1/0/3

# DIBFRESH 4 FHL 10.1.1.2 i@id ping 7201519 56.56.56.6 B, #EATEGINR, B g%
IR 2 B . A9 DL Wireshark 25 35043, 43 B 8 A2k 1) S5t 7 R




[®]2 Wireshark BN B #1E

- —
i Intel(R) Gigabit CT Desktop Adapter: \Device\NPF_{808C8880-075D-4B9B-A00E-523EFE1C2079} [Wireshark 1.8.1 (SVN Rev 43946 from /trunk-1.8)] E@g

Fle Edit Miew Go Capture Analyze Statistics Telephony Tools Intemnals Help

Beeee BCEIXEL LT L Qaam @®m

Filter: Expression.. Clear Apply Save
Nossssss lime sessss Source e Destinstion i Brotocoliitenathilufs s
9 6.3804660010.1.1.2 56.56.56.6 ICMP 98 echo (ping) reguest
5828890010.1.1.2 [
11 6.7851550010.1.1.2 56.56.56.6 ICMP 98 Echo (ping) reguest
12 6.9874960010.1.1.2 56.56.56.6 ICMP 98 Echo (ping) reguest
13 7.1900520010.1.1.2 56.56.56.6 IcMp 98 echo (ping) reguest
14 7.3924880010.1.1.2 56.56.56.6 ICMP 98 Echo (ping) reguest
15 7.5949790010.1.1.2 56.56.56.6 ICMP 98 Echo (ping) reguest

% H

id=0x0199,
id=0x0199,
id=0x0199,
id=0x0199,
1d=0x0199,
id=0x0199,
id=0x0199,

tt1=255
tt1=255
tt1=255
tt1=255

seq=4,1024,
seq=5/1280,
seq=6,/1530,
seq=7,/1792,
seq=8,/2048, ttl=255
seq=9,/2304, ttl=255
5eq=10/2560, ttl=255

< n

Frame 10: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
Ethernet II, src: Meiko_00:25:01 (00:00:fc:00:25:01), Dst: Hangzhou_bl:dl:c4 (Oc:da:41
il @ Internet Protocol version 4, Src: 10.1.1.2 (10.1.1.2), Dst: 56.56.56.6 (56.56.56.6)

|| =@ Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: 0

checksum: 0x303f [correct]

Identifier (BE):
Identifier (LE):
Sequence number
sequence number

——

409 (0x0199)
39169 (0x9901)
(BE): 5 (0x0005)
(LE): 1280 (OX0500)

Data (56 bytes)

0000 Oc da 41 bl dl c4 00 00 fc 00 25 01 OB 00 45 00
0010 00 54 07 cf 00 00 £f 01 38 99 0a 01 01 02 38 38
0020 38 06 08 00 30 3f 01 99 00 05 44 c0 93 eb 00 03
0030 02 71 08 09 Oa Ob Oc Od Oe Of 10 11 12 13 14 15
0040 16 17 18 19 la 1b 1c 1d 1le 1f 20 21 22 23 24 25
0050 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35

:bl:d1:c4)

['Profile: Default

@

|

L RIS BRI, BCE M A BB D BE R A, e B 46 T DLRI 5 22 M (i AT e

1.6 BeENH

#
mirroring-group 1 local
#
interface GigabitEthernetl/0/1
port link-mode route
ip address 10.1.1.1 255.255.255.0
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl/0/2
port link-mode route
ip address 12.1.1.1 255.255.255.0
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl/0/3
port link-mode bridge
undo stp enable
mirroring-group 1 monitor-port
#
interface GigabitEthernetl/0/4
port link-mode route
ip address 56.56.56.5 255.255.255.0
#
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2 FIHEESEBR VLAN SIARGRESRFE B MmO E
2.1 &

KR EHIN R AR HAR VLAN SEIUA AR AR SCRF 2 H o G B 7V .
2.2 HMFEK

W& #548 F] GigabitEthernet1/0/1 i 1422 N\ Device, FILE kil i B8 Thfie, (4R %% ServerA

A ServerB #HE# xR A A B RN AR SCHEAT LR
&3 FIMZERE VLAN SETL ARG 3 #5% B 893 O 40 M [E

Server A
VLAN 2

‘ ’ GE1/0/1

iy e
10.1.1.2/24
GW:10.1.1.1

Server B

2.3 BLE XS

24—/ VLAN O 48 8 NimFEsits VLAN 5, 15 A% VLAN FAEHAR .
R8s CAEEIERS VLAN BB NI fE551% VLAN, H—4 VLAN RAElC B N —AME R A K i i
% VLAN.,

2 VLAN #2855 VLAN J5, A5 B 28515 VLAN HIEC & A4 BE MIFR 1% VLAN.

2.4 BEELE

# QL 55 VLAN2.

<Device> system-view

[Device] vlan 2

[Device-vlan2] quit

# A% VLAN 2 3 IR E 1P sl

[Device] interface vlan-interface 2
[Device-Vlan-interface2] ip address 10.1.1.1 24
[Device-Vlan-interface2] quit

# 62 VLAN 10 fE M58 VLAN.

[Device] vlan 10
[Device-vlanl0] quit



# e E i [ GigabitEthernet1/0/1 {3 1288408 Trunk 3w 11, fo¥Flk35 VLAN 2 [k SCiE i .
[Device] interface gigabitethernet 1/0/1

[Device-GigabitEthernetl/0/1] port link-type trunk

[Device-GigabitEthernetl/0/1] port trunk permit vlan 2
[Device-GigabitEthernetl/0/1] quit

# G I PR R A 1.

<Device> system-view

[Device] mirroring-group 1 remote-source

# B N BB I3 O GigabitEthernet1/0/1 it B A FEIR RIS 2H 1 (s .

[Device] mirroring-group 1 mirroring-port gigabitethernetl/0/1 both

# & MATE R M (LhALL GigabitEthernet1/0/4 1) BB ABAZA 1 IS 1.
[Device] mirroring-group 1 reflector-port gigabitethernetl/0/4

This operation may delete all settings made on the interface. Continue? [Y/N]:y

# R NS B 1) AN VLANZO.

[Device] vlan 10

[Device-vlanl0] port gigabitethernetl/0/2 to gigabitethernetl/0/3

[Device-vlanl10] quit

# ML E VLAN1O A4 1 2815 VLAN.

[Device] mirroring-group 1 remote-probe vlan 10

2.5 Wil &

# 1E5E R FIARCE JS, 7E Device FR/REHEU 1 MBCE(E R

[DeviceA] display mirroring-group all
Mirroring group 1:
Type: Remote source
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Both
Reflector port: GigabitEthernetl/0/4
Remote probe VLAN: 10

2.6 BEENH

#
mirroring-group 1 remote-source
mirroring-group 1 remote-probe vlan 10
#
vian 2
#
vlan 10
#
interface Vlan-interface2
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1



port link-mode bridge
port link-type trunk
port trunk permit vlan 2
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 10
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 10
#
interface GigabitEthernetl/0/4
port link-mode bridge
port access vlan 10
mirroring-group 1 reflector-port
#

2.7 FHXER

o UEELE “MWEERMBEELERS” T B4R,
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3 MmO FR - EEfEm 08RG

3.1 &Y
A AR i 1 75 2 R R AR AR B TS

3.2 LAMFEXK
F N F RS @ R WSR2 0 1% Device A, &R HANEIM B 1P kb, FHr
WA A 10.1.1.0/24 ML, Tz 12.1.1.0/24 W B, BLELRIE AL E Hi 107 R 2w

i AR THRE, 8 FH I8 B 0 B 28 X B A A8 A3 PR A S AT M
El4 HimOB R RIEER O RIGEME

Internet

Device C Device B
T

GE1/0/1
GE1/0/2

R At
VLAN 2 VLAN 3
10.1.1.2124 12.1.1.2/24

GW:10.1.1.1 GW12.1.1.1 K v %

3.3 BiEFEEN

o NEIRIEI RS B 1R Z BB EIRSCRT DL B R Ak, IR 4% B B IR B £ R B %4
I g 1B 7 VI R B VLAN Ji i
o HWHPERHEM RS, HEPRRS, REREEE, DUIRESERRENEEEK.
e B e A iy B AR P 18 48 ATV 160 45 I 5 7R B R
o  [FEITFEEIZ VLAN B :
o ERiZ VLAN #EZs VLAN JEHse Bl .
o ERiZ VLAN ARMHARAE, (U T84 Thae .
o HRiZ VLAN Kkt — M PR A .
o RWAAHMBE EREFRGAR A S AR R I R 8 1R VLAN.
Wi B R B AR H 1 25 I 75 R R
o Hsin HASRE R DA GRS 51 3
o Huum IARMBIALAE, (UH T U 084
8



e B 270 R iy 1 B AR RO T 6 N 5 B A

o IHEAELRIENG I BLZAESIE VLAN i, IS 52 B 1R Th R 0 15 1F .

o IHAEAMNEO LACE FAITIEE: AR, 802.1X. IGMP Snooping. #4s ARP il MAC
Hhk2E ], 75 2 R AR Th R I A

o AR A BRI O o

o —EBAN KRB E — M.

P O =2, R AR A E i 0 07 S R R AR

3.4 BELEXR

1. Device ARIELE (BHRNIE®E)
# 673 %% VLAN 2 Fi1 VLAN 3.

<DeviceA> system-view
[DeviceA] vlan 2 to 3
# G VLAN 5 {E 9z fE 515 VLAN.

[DeviceA] vlan 5

[DeviceA-vlan5] quit

# G VLAN 2 3 81 VLAN 3 £ LUFRCE 1P HuhbAE AR VLAN IR

[DeviceA] interface vlan-interface 2

[DeviceA-Vlan-interface2] ip address 10.1.1.1 24

[DeviceA-Vlan-interface2] quit

[DeviceA] interface vlan-interface 3

[DeviceA-VIan-interface3] ip address 12.1.1.1 24

[DeviceA-VIan-interface3] quit

# iL B i 11 GigabitEthernet1/0/1 [ 1288 Trunk 3ty I, f ¥k % VLAN 2. VLAN 3 fil5i 14 VLAN
5 FRCHE .

[DeviceA] interface gigabitethernet 1/0/1

[DeviceA-GigabitEthernetl/0/1] port link-type trunk

[DeviceA-GigabitEthernetl/0/1] port trunk permit vlan 2 3 5
[DeviceA-GigabitEthernetl/0/1] quit

# Gt H E A4 1.

[DeviceA] mirroring-group 1 remote-destination

# NI HBRA 1 REEm RSB VLAN 5 VLAN 5, it B 3% H2 20 e i v 46 11 o 11
GigabitEthernet1/0/2 24 H % I

[DeviceA] mirroring-group 1 remote-probe vlan 5

[DeviceA] mirroring-group 1 monitor-port gigabitethernet 1/0/2

# 5% H I LU ZERE BB VLAN. R EAR B Aos 4e I B & I, TR T e 2818 VLAN
fJ VLAN Tag, [l i%m G E Y Access i H .

[DeviceA] interface gigabitethernet 1/0/2

[DeviceA-GigabitEthernetl/0/2] port access vlan 5

# <M H it 11 GigabitEthernet1/0/2 _E 4 sl Bl .

[DeviceA-GigabitEthernetl/0/2] undo stp enable

[DeviceA-GigabitEthernetl/0/2] quit



2. Device B WL E (HE1IZE)
# 612 %% VLAN 2 Fi1 VLAN 3.

<DeviceB> system-view

[DeviceB] vlan 2 to 3

# G2 VLAN 5 1 HIZ 518 VLAN.

[DeviceB] vlan 5

[DeviceB-vlan5] quit

# iL B i 11 GigabitEthernet1/0/1 [ 1288 Trunk 3ty I, fe ¥k % VLAN 2. VLAN 3 fil5i 14 VLAN
5 Wk SCiE .

[DeviceB] interface gigabitethernet 1/0/1

[DeviceB-GigabitEthernetl/0/1] port link-type trunk

[DeviceB-GigabitEthernetl/0/1] port trunk permit vlan 2 3 5
[DeviceB-GigabitEthernetl/0/1] quit

# IiL & it [ GigabitEthernet1/0/2 (1) 13582 4 Trunk 3t 1, 1)k % VLAN 2. VLAN 3 fil5:14 VLAN
5 ko .

[DeviceB] interface gigabitethernet 1/0/2

[DeviceB-GigabitEthernetl/0/2] port link-type trunk

[DeviceB-GigabitEthernetl/0/2] port trunk permit vlan 2 3 5
[DeviceB-GigabitEthernetl/0/2] quit

3. Device CHELE CEIE®E)
# 673 %% VLAN 2 F1 VLAN 3.

<DeviceC> system-view

[DeviceC] vlan 2 to 3

# K I GigabitEthernet1/0/1 i\ VLAN 2.
[DeviceC] interface gigabitethernet 1/0/1
[DeviceC-GigabitEthernetl/0/1] port access vlan 2
[DeviceC-GigabitEthernetl/0/1] quit

# K45 1 GigabitEthernet1/0/2 Jii A\ VLAN 3.
[DeviceC] interface gigabitethernet 1/0/2
[DeviceC-GigabitEthernetl/0/2] port access vlan 3
[DeviceC-GigabitEthernetl/0/2] quit

# QI AR R A 1.

[DeviceC] mirroring-group 1 remote-source

# B VLAN 5 {9z 25 & VLAN.

[DeviceC] vlan 5

[DeviceC-vlan5] quit

# BB 1 e iR VLAN 4 VLAN 5, i 14 GigabitEthernet1/0/1, Hidi 1
GigabitEthernet1/0/3.

[DeviceC] mirroring-group 1 remote-probe vlan 5

[DeviceC] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 inbound
[DeviceC] mirroring-group 1 monitor-egress gigabitethernet 1/0/3

# It & 31 1 GigabitEthernet1/0/3 f)3ii H1 2884 Trunk 3% 11, 0¥ k45 VLAN 2.VLAN 3 F1451% VLAN
5 FRCHE .
[DeviceC] interface gigabitethernet 1/0/3

10



[DeviceC-GigabitEthernetl/0/3] port link-type trunk
[DeviceC-GigabitEthernetl/0/3] port trunk permit vlan 2 3 5
[DeviceC-GigabitEthernetl/0/3] quit

# ¢ ] 1 O GigabitEthernet1/0/3 b ()4 B 03 o
[DeviceC-GigabitEthernetl/0/3] undo stp enable
[DeviceC-GigabitEthernetl/0/3] quit

3.5 WiFfcE

# e FiAAC B )5, 7 DeviceC R RBIE4 1 AL EAS .
[DeviceC] display mirroring-group 1
Mirroring group 1:
Type: Remote source
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Inbound
Monitor egress port: GigabitEthernetl/0/3
Remote probe VLAN: 5
# 1t DeviceA LB nBiBH 1 MCEE R
[DeviceA] display mirroring-group 1
Mirroring group 1:
Type: Remote destination
Status: Active
Monitor port: GigabitEthernetl/0/2
Remote probe VLAN: 5

# DI R & 41 10.1.1.2 @i ping 77 05 M izl & B4 12.1.1.2 ], FEATEAZNR, 5
P W I £ OB G & 5 Ao . A LA Wireshark /948 35540, 70 B 848 1 S o A il

11



&5 Wireshark B9 B4R

File Edit View Go Capture Analze Statistics Telephony Tools Internals Help

2elAe»aTLEE QAR #D%%| @

Filter: Expression.. Clear Apply Save

No. Time Source Destination Protocol Length Info -
1 0.0000000010.1.1.2 2 request 1d=0x0167, I
2 0.2016960010.1.1.2 Azl al. & ICMP 98 Echo (ping) request id=0x0167, seq=1/256,%
3 0.4031450010.1.1.2 12.1.1.2 ICMP 98 echo (ping) request 1d=0x0167, seq=2/512, |
4 0.6045950010.1.1.2 12.1.1.2 ICMP 98 Echo (ping) request 1d=0x0167, seq=3/768,
5 0.8059630010.1.1.2 12.1.1.2 ICMP 98 Echo (ping) request id=0x0167, seq=4,/102: - ||

'¢| m | +

(|® Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 0
Ethernet II, Src: Hewlett-_30:33:00 (bB:af:67:30:33:00), Dst: Hangzhou_bl:dl:c2 (Oc:da:41:bl:dl:c2)
Internet Protocol version 4, Src: 10.1.1.2 (10.1.1.2), bst: 12.1.1.2 (12.1.1.2)
= Internet Control Message Protocol
Type: 8 (Echo (ping) reguest)
Code: 0
Checksum: 0xfff9 [correct]
Identifier (BE): 359 (0x0167)
Identifier (LE): 26369 (0x6701)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Timestamp from icmp data: Jun 29, 2014 18:48:54.641228000 -

0000 Oc da 41 bl d1 c2 b8 af 67 30 33 00 08 00 45 00
0010 00 54 05 bd 00 00 ff 01 9d e6 Oa 01 01 02 Oc 01
0020 01 02 08 00 ff f9 01 67 00 00 53 af ef 16 00 09
|0030 c8 cc 08 09 Oa Ob Oc Od COe Of 10 11 12 13 14 15

| »

m

0010 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 ........ .. 1"#%%

IOOSO 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 & ()*+,- ./012345

_0060 36 37 a7

(D) [Intel(R) Gigabit CT Desktop Adapter: \Dev... | Packets: 7 Displayed: 7 Marked: 0 Profile: Default

PLEIMEE R AR, BB M — R mien DR IhREA R, Hodhs M il 1 2 7T LLRS Tl 6o 7 A i A )
OCHEAT %

3.6 BB

o % 4% Device A:

#

mirroring-group 1 remote-destination
mirroring-group 1 remote-probe vlan 5
#
vlan 2 to 3
#
vlan 5
#

interface Vlan-interface2

ip address 10.1.1.1 255.255.255.0
#

interface Vlan-interface3

ip address 12.1.1.1 255.255.255.0
#

interface GigabitEthernetl/0/1

port link-mode bridge

port link-type trunk

port trunk permit vlan 1 to 3 5

12



#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 5
undo stp enable
mirroring-group 1 monitor-port
#
%t 7% Device B:

#
vlan 2 to 3
#
vlan 5
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 to 3 5
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 to 3 5
#
%t %% Device C:
#
mirroring-group 1 remote-source
mirroring-group 1 remote-probe vlan 5
#
vlan 2 to 3
#
vlan 5
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl1/0/2
port link-mode bridge
port access vlan 3
#
interface GigabitEthernetl1/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 to 3 5
mirroring-group 1 monitor-egress

13
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4 S5m0 5 R R miEm DA
4.1 faifr

ARG 48 it 1 77 X R R AR G B T 7
4.2 HAMEEKR

FEAF TSI )R WL R o0 & Device A, A 10.1.1.0/24 WBr. ILESKIEIE A E K
S 15 QR L BEAR T RE (8 P e 0 46 T 37 A A PR A S AT M
Ele Kk&timOARN_EmizinmOREEME

Internet

Device C Device B
)’ = GEL/0i3 = Device A 3’5
GE1/0/2
GE1/0/1 GE1/0/2 GE1/0/1
Trunk
GE1/0/1 GE1/0/2
DiEZEY

10.1.1.2/24
GW:10.1.1.1 ﬁﬁ%?ﬂﬂﬁ%

43 BEEFEEIN

o NEIRIFI RS H BB Z BB EIRSCRT DL B 5 A, AT 4% B B IR B £ R H %4
I g 1 _E 7 VI R B VLAN Jd i
o HWHPERHEM RS, HEPRRS, REREEE, DUIRESERRENEEEK.
e B e A s B AR P 18 48 ATV B0 45 I 5 75 B R
o  [FEITFEEIZ VLAN B :
o ERiZ VLAN EEZs VLAN JEHsE .
o ERiZ VLAN ARMHARAE, (U T84 ke .
o HRiZ VLAN KAkt — M R R A
o RWAAHMBE EREFRGAR A S AR R I R 8 1R VLAN.
Wi B R B AR H 125 I 75 B R
o Hsin HASRE R DA GRS 51 3

15



o Hfm AR E, AU T DR .

Pic B A 1 B AR B A I 7 2

o IHEAEDRUENG FUIMAZIZEELR VLAN 1, B 25emi SR The M IE .

o EUGEFFE LORBIE A B LR SN b 1, A BRI 1 BRI, I B
THREMIIEH .

o fENfIE BCE Y S LU, % b EAFER A B B AR B B AERC BN R s
e AN RE FE G B AR 55

o HIRF GO RYE 1M ESG O, 32042 O E O SR 1, Bl IRF 734

4.4 ILE LR

1. Device ARVELE (BHRNIE®E)
# BEM %% VLAN 2,

<DeviceA> system-view

[DeviceA] vlan 2

# G VLAN 5 1 9z FE 515 VLAN.

[DeviceA] vlan 5

[DeviceA-vlan5] quit

# Q2 VLAN 2 3211 JFECE 1P Hhhb /AR, VLAN [

[DeviceA] interface vlan-interface 2

[DeviceA-Vlan-interface2] ip address 10.1.1.1 24

[DeviceA-Vlan-interface2] quit

# fic B ot 1 GigabitEthernet1/0/1 3 12874 Trunk i 11, 2k 45 VLAN 2 Fl8i4% VLAN 5 F4f
i

[DeviceA] interface gigabitethernet 1/0/1

[DeviceA-GigabitEthernetl/0/1] port link-type trunk

[DeviceA-GigabitEthernetl/0/1] port trunk permit vlan 2 5

[DeviceA-GigabitEthernetl/0/1] quit

# Qe fE H A4 1.

[DeviceA] mirroring-group 1 remote-destination

# NI H B A 1 RE RSB VLAN 5 VLAN 5, it B 3% Hz 20 e i v 46 11 o 11
GigabitEthernet1/0/2 >4 H i I

[DeviceA] mirroring-group 1 remote-probe vlan 5
[DeviceA] mirroring-group 1 monitor-port gigabitethernet 1/0/2

# 55 H I LU ZE AR VLAN. R AR B Aok 4a I B & I, TR T ie fE 4518 VLAN
fJ VLAN Tag, [ R E Y Access i

[DeviceA] interface gigabitethernet 1/0/2

[DeviceA-GigabitEthernetl/0/2] port access vlan 5

# ¢ H i3 1 GigabitEthernet1/0/2 b #9 4= Bk AL .
[DeviceA-GigabitEthernetl/0/2] undo stp enable
[DeviceA-GigabitEthernetl/0/2] quit

2. Device BB E (HEI&HE)
# BEML %% VLAN 2,

16



<DeviceB> system-view

[DeviceB] vlan 2

# G2 VLAN 5 1 HIZ 518 VLAN.

[DeviceB] vlan 5

[DeviceB-vlan5] quit

# Iic & i 1 GigabitEthernet1/0/1 f% 12554 Trunk 55 1, F0¥RL 45 VLAN 2 F1451% VLAN 5 KR
p@libuRs

[DeviceB] interface gigabitethernet 1/0/1

[DeviceB-GigabitEthernetl/0/1] port link-type trunk

[DeviceB-GigabitEthernetl/0/1] port trunk permit vlan 2 5

[DeviceB-GigabitEthernetl/0/1] quit

# L B it 11 GigabitEthernet1/0/2 (3 1282854 Trunk 3 11, fe k4 VLAN 2 F14i15% VLAN 5 [l
i .

[DeviceB] interface gigabitethernet 1/0/2

[DeviceB-GigabitEthernetl/0/2] port link-type trunk

[DeviceB-GigabitEthernetl/0/2] port trunk permit vlan 2 5

[DeviceB-GigabitEthernetl/0/2] quit

3. Device CHIELE CEIE®E)
# BEM %5 VLAN 2,

<DeviceC> system-view

[DeviceC] vlan 2

# K5 1 GigabitEthernet1/0/1 Jil A\ VLAN 2.
[DeviceC] interface gigabitethernet 1/0/1
[DeviceC-GigabitEthernetl/0/1] port access vlan 2
[DeviceC-GigabitEthernetl/0/1] quit

# QI PR R A 1.

[DeviceC] mirroring-group 1 remote-source

# B VLAN 5 {9z 25 & VLAN.

[DeviceC] vlan 5

[DeviceC-vlan5] quit

# ML BT PR B R 4 1 I FE8E1% VLAN J VLAN 5, 55 1A GigabitEthernet1/0/1, 53 14
GigabitEthernet1/0/2.

[DeviceC] mirroring-group 1 remote-probe vlan 5

[DeviceC] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 inbound

[DeviceC] mirroring-group 1 reflector-port gigabitethernet 1/0/2

# L B0 1 GigabitEthernet1/0/3 Jy Trunk [, Jffu¥Flk5 VLAN 2 FI5& VLAN 5 [0 .
[DeviceC] interface gigabitethernet 1/0/3

[DeviceC-GigabitEthernetl/0/3] port link-type trunk

[DeviceC-GigabitEthernetl/0/3] port trunk permit vlan 2

[DeviceC-GigabitEthernetl/0/3] quit

4.5 WiFfc &

# o~ Device A LT EHRBGANEERE L.

[DeviceA] display mirroring-group all

17



Mirroring group 1:
Type: Remote destination
Status: Active
Monitor port: GigabitEthernetl/0/2
Remote probe VLAN: 5

# o~ Device C LT EHGHARTLER B

[DeviceC] display mirroring-group all
Mirroring group 1:
Type: Remote source
Status: Active
Mirroring port:
GigabitEthernetl/0/1 inbound
Reflector port: GigabitEthernetl/0/2
Remote probe VLAN: 5

4.6 BLEXXH

o % 4% Device A:

#
mirroring-group 1 remote-destination
mirroring-group 1 remote-probe vlan 5
#
vian 2
#
vlan 5
#
interface Vlan-interface2
ip address 10.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 to 2 5
#
interface GigabitEthernetl1/0/2
port link-mode bridge
port access vlan 5
undo stp enable
mirroring-group 1 monitor-port
#
. %t %% Device B:

#

vian 2

#

vlan 5

#

interface GigabitEthernetl/0/1

18



port link-mode bridge
port link-type trunk
port trunk permit vlan 1 to 2 5
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 1 to 2 5
#
. %t %% Device C:
#
mirroring-group 1 remote-source
mirroring-group 1 remote-probe vlan 5
#
vian 2
#
vlan 5
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 2
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl1/0/2
port link-mode bridge
mirroring-group 1 reflector-port
#
interface GigabitEthernetl1/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlan 2 5
#

4.7 HEXER

o UAELE “MWEEHMBEELERS” T B4R,
o JUAMIE “WEBMRIEGSSE B BB
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5 BEEHNERSH T A =EEaEm DEHE
5.1 f&4v

AR AL B B S 507 X = 2w DB e B 7.
5.2 HMFEK

AT R SRS 10.1.1.1/24 W . BRI A E = 2 fivm D 8B ThRe, 3 Bds W 2%
SHRF R 3517 1) Internet fRIFR ST A d28 .
E7 = RBixfzinOEigEME

P GE1/0/3
Device A 100.1.1.1/24

2 N
GE1/0/2 GE1/0/1

Device B

GE1/0/1 20.1.1.1/24 20.1.1.2/24 GE1/0/2
10.1.1.1/24 40.1.1.1/24
40.1.1.2/24

TR
3 R i 15
O Wl QU O RIS i &

5.3 BLEIEEM

AR RN H IR BL A L (B A7 AE TP () e, U5 B2 7E o 8] e e L JEC B PP B e P, AR PR ISRE 46
5 H s Z A =2 P25 1558 -

54 BEE LR

1. Device A IEC &
# fic B 4% 1 GigabitEthernet1/0/1 /Y IP #ihi- 4 10.1.1.1.

<DeviceA> system-view

[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] port link-mode route
[DeviceA-GigabitEthernetl/0/1] ip address 10.1.1.1 24
[DeviceA-GigabitEthernetl/0/1] quit

# fic B 4% 1 GigabitEthernet1/0/2 i) IP #ihi: 4 20.1.1.1.
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[DeviceA] interface gigabitethernet 1/0/2
[DeviceA-GigabitEthernetl/0/2] port link-mode route
[DeviceA-GigabitEthernetl/0/2] ip address 20.1.1.1 24
[DeviceA-GigabitEthernetl/0/2] quit

# fic B 4% 1 GigabitEthernet1/0/3 f IP #ii: >y 100.1.1.1.
[DeviceA] interface gigabitethernet 1/0/3
[DeviceA-GigabitEthernetl/0/3] port link-mode route
[DeviceA-GigabitEthernetl/0/3] ip address 100.1.1.1 24
[DeviceA-GigabitEthernetl/0/3] quit

# fic & OSPF Phils

<DeviceB> system-view

[DeviceB] ospf 1

[DeviceB-ospf-1] area O

[DeviceB-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255
[DeviceB-ospf-1l-area-0.0.0.0] network 20.1.1.0 0.0.0.255
[DeviceB-ospf-1l-area-0.0.0.0] quit

[DeviceB-ospf-1] quit

# QAR A 1.

[DeviceA] mirroring-group 1 local

# AR AH 1 BB R .

[DeviceA] mirroring-group 1 mirroring-port gigabitethernet 1/0/1 inbound
# AR 1BCE B #3m H BRI E RS
[DeviceA] mirroring-group 1 monitor-port gigabitethernet 1/0/2 destination-ip 40.1.1.2
source-ip 20.1.1.1

2. Device B WWEC &
# fic B 42 1 GigabitEthernet1/0/1 f IP #ihi: A 20.1.1.2.

<DeviceA> system-view

[DeviceA] interface gigabitethernet 1/0/1
[DeviceA-GigabitEthernetl/0/1] port link-mode route
[DeviceA-GigabitEthernetl/0/1] ip address 20.1.1.2 24
[DeviceA-GigabitEthernetl/0/1] quit

# fic B 32 1 GigabitEthernet1/0/2 1] IP #ihi: 4y 40.1.1.1.
[DeviceA] interface gigabitethernet 1/0/2
[DeviceA-GigabitEthernetl/0/2] port link-mode route
[DeviceA-GigabitEthernetl/0/2] ip address 40.1.1.1 24
[DeviceA-GigabitEthernetl/0/2] quit

# fic & OSPF PhiX.

<DeviceB> system-view

[DeviceB] ospf 1

[DeviceB-ospf-1] area O

[DeviceB-ospf-1l-area-0.0.0.0] network 20.1.1.0 0.0.0.255
[DeviceB-ospf-1-area-0.0.0.0] network 40.1.1.0 0.0.0.255
[DeviceB-ospf-1-area-0.0.0.0] quit

[DeviceB-ospf-1] quit
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5.5 Wi &

# E5E R FIARCE )5, 7F DeviceA LR REE4 1 AL E(E R
[DeviceA] display mirroring-group 1
Mirroring group 1:
Type: Local
Status: Active
Mirroring port:
GigabitEthernetl/0/1 Inbound
Monitor port: GigabitEthernetl/0/2
Encapsulation: Destination IP address 40.1.1.2
Source IP address 20.1.1.1
Destination MAC address 1025-4125-412b

5.6 BEENXH

. %t #% Device A:
#
ospf 1
area 0.0.0.0
network 10.1.1.0 0.0.0.255
network 20.1.1.0 0.0.0.255
#
interface GigabitEthernetl/0/1
port link-mode route
ip address 10.1.1.1 255.255.255.0
mirroring-group 1 mirroring-port inbound
#
interface GigabitEthernetl/0/2
port link-mode route
ip address 20.1.1.1 255.255.255.0
mirroring-group 1 monitor-port destination-ip 40.1.1.2 source-ip 20.1.1.1
#
interface GigabitEthernetl1/0/3
port link-mode route
ip address 100.1.1.1 255.255.255.0
#
. %t #% Device B:
#
ospf 1
area 0.0.0.0
network 20.1.1.0 0.0.0.255
network 40.1.1.0 0.0.0.255
#
interface GigabitEthernetl/0/1
port link-mode route
ip address 20.1.1.2 255.255.255.0

22



#

interface GigabitEthernetl/0/2
port link-mode route

ip address 40.1.1.1 255.255.255.0
#

5.7 HHX&#ER

o UEELE “MEEMHMBERIERT” B “HIR7.
o JUAMEE “WBEBMEIZEGSZE T “HIR
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6 AHRERINEL B
6.1 fET

AREH I BAR KRG L E 7.
6.2 ZAMFE K

SO FVBFRABAE 10.1.1.0/24 1By USRI B A ML GG RE 6P KOl I 0 V46 X 5 0
EHLH I WWW 3T
Fl8 At R A R

GEL1/0/2 @ GE1/0/1 ’
Device Tk 230
10.1.1.0/24
H5HE W 5 GW:10.1.1.1

6.3 BLETE

# fil & GigabitEthernetl/0/1 211 IP Hihl->Ay 10.1.1.0/24, B L% -

<Device> system-view

[Device] interface gigabitethernet 1/0/1

[Device-GigabitEthernetl/0/1] port link-mode route

[Device-GigabitEthernetl/0/1] ip address 10.1.1.0 24
[Device-GigabitEthernetl/0/1] quit

#E SOMBIEAR B _E R S REAT 518 1) QoS #img, @4 ACL 3000, DLACHEA R M E .
[Device] acl number 3000

[Device-acl-adv-3000] rule permit tcp destination-port eq www source 10.1.1.0 0.0.0.255
[Device-acl-adv-3000] quit

# G 702 classifier_research, JLAZ ACL 3000.

[Device] traffic classifier classifier_research
[Device-classifier-classifier_research] if-match acl 3000
[Device-classifier-classifier_research] quit

# & MfiAT 9 behavior_research, #4514 2% GigabitEthernet1/0/2.

[Device] traffic behavior behavior_research
[Device-behavior-behavior_research] mirror-to interface gigabitethernet 1/0/2
[Device-behavior-behavior_research] quit

# 7€ XM policy research, A2 classifier_research 15 %€ 747N behavior_research.

[Device] qos policy policy_research

24



[Device-qospolicy-policy_research] classifier classifier_research behavior
behavior_research

[Device-gospolicy-policy_research] quit

# % policy_research %% N F 2 GigabitEthernet1/0/1 ity I N5 7]

[Device] interface gigabitethernet 1/0/1

[Device-GigabitEthernetl/0/1] qos apply policy policy_research inbound
[Device-GigabitEthernetl/0/1] quit

6.4 WIFAcE

# E5e i FiAAC B )G, 7 Device LIS G IR E S E.
[Device] display qos policy interface
Interface: GigabitEthernetl/0/1
Direction: Inbound
Policy: policy_research
Classifier: classifier_research
Operator: AND
Rule(s) :
If-match acl 3000
Behavior: behavior_research
Mirroring:
Mirror to the interface: GigabitEthernetl/0/2

6.5 BEENH

#
acl number 3000
rule O permit tcp source 10.1.1.0 0.0.0.255 destination-port eq www
#
traffic classifier classifier_research operator and
if-match acl 3000
#
traffic behavior behavior_research
mirror-to interface GigabitEthernetl1/0/2
#
qos policy policy _research
classifier classifier_research behavior behavior_research
#
interface GigabitEthernetl/0/1
port link-mode route
ip address 10.1.1.0 0.0.0.255
qos apply policy policy_research inbound
#

6.6 FHXHER

o FERMALE “MEEHMBREIERS” BN B8,
o UMEE “WMEEHMEEGLSSE” T “HBE7.
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0

i

1 BeEwEAiEHERRSE

1.1 &9y

I

KRB B KI5 H G T AR S 2% e B 75
1.2 AWK

o CRARGMHEMEEAERHEEN;
o HHETERELYON 0~7HHERFERKIERH EENAI MG L.
Bl HEEERXZF HEEHAEEHEME

1> = 1.1.0.1/16 1.2.0.1/16

Device Host

1.3 BEEHEHR
. BB BTGNS P k%, #a{R Device il PC Z (R Al ik . (EARED B BRI
e {EPC %% 3CDaemon i -E N H LIRS 52,

1.4 GBS E

1. Device EHIECE
# T RS BdoThig.

<Device> system-view
[Device] info-center enable

# BB AGE HEE R A 1P bk )y 1.2.0.1/16 9 HE N, HEENILFK THN local7, F7RdE4% 0~
7 HfE Ry .

[Device] info-center loghost 1.2.0.1 facility local7

2. HEEN EWECE

A%l 3CDaemon 1E0 H Gk 55 8 RABCHAUAGE RV HEE R, AR R RCE T RE
A, IR BBRME NS %

(1) $T7F 3Cdaemon, FEHE X NAFE..



&2 fE 3CDaemon fENHERS S

SCDaemon = | =
File View Help

TFTF Serwer Time | IP Address | Msg Type | Message

FIF Server

Srellog Saroes

3CDaemon Configuration £
General Configuration ] TFTF Configuration I
FTF Profiles Syslog Configuration

Directory for |D3\5Y510€\ J

fho can log to this |J'ust the TP addresses ﬂ IP Addresses

lleg masseEes |Log by TF Address Ohust define TP Addx |
we | m |

TFTF Client
For Help, press F1 NUM

(2) JE3h3CDaemo HEMKS %%
1.5 WuFACE

# 16 H S 55 4% L] DB BB A R HEEE .




B3 EERERER

3CDaesmen

File View Help

TFTF Serwer

Time

| IP ... | Msg T... | Message

FIF Server

Syslog Server

TFTF Client

For Help, press F1

Sep 12 15:35:11
Sep 12 15:35:11
Sep 12 15:35:11
Sep 12 15:35:10
Sep 12 15:34:33
Sep 12 15:34:33
Sep 12 15:34:33

local
local
local
local
local
local
local

# ITIT A7 H SR H R R HEE B

user.info
user.info
user.info
user.info
user.info
user.info
user.info

Listening for Syslog messages
Listening for Syslog messages
Listening for Syslog messages
Stopped Syslog server

Listening for Syslog messages
Listening for Syslog messages
Listening for Syslog messages

on IP address:
on IP address:
on IP address:

on IP address:
on IP address:
on IP address:

169.254,.204.60
10.135.104.107
192.168.200.69

169.254,204.60

10.135.104.107
192.168.200.69

NUM




El4 EFHEXHER

lo|@| = |
@Qv| v HEHL » (D) » syslog 3
HE0 v BEEET - e R =- 0 @
- g z =
i s = Heh
E SEARRTE 11921681 131.log 1k
. hfzwzl-out on 1 | authlog oKe
W =g | authpriv.log 0 KB
helkg A3zt __| eronlog 0 KB
| version | daemon.log 0 KB
| ftp.log 0 KB
kern.log 0 KB
=
"= " localodog 0 KB
= R | localllog 0 KB
= Es | localzlog 0 KB
& s | local3.log 0 KB
< EF 2 | localdlog oKe
| local3.lag 0 KB
- llocal6log i
& 550 | local7.log 0KB
o (D) = 'P""‘]IQ 0 KB
il 0KB
= document (E:) — mailleg
| marklog 0 KB
ca BHEESE (H)
=] news.log 0 KB
. | securitylog 0 KB
G P | syslog.leg 0 KB
18 BYS2256-PC B userlag s
8 12177280 B wucplog b ea
oM W21875A
%l v11673-PC
186 YYS43384 -
23 IS

1.6 BEEXH

#

info-center enable

info-center loghost 1.2.0.1 facility local7
#

2 BLB R ERFHEE Flash I8 EXHF
2.1 fEifr

ARZG A B HEAE BORAE S FLASH 45858 U R B E T
2.2 BLEFEK

o CREIHHLHIH EZUN N 0-7 T H ERAF S| FLASH, Jf HECE — > HE X &N IM.

o  WEHIZAXEERDWILHK500% HEMEE, W B alfffr H SS9 60000 75
o LM BENGE LM ENGIRIE R

o MCE HEAE S AR Hiks 0 boot #%3K.



2.3 BLEXEEM

HSAEORAF 2 H S SCIERT, Se A e H SR Gemt X . RET IR RE RIMAOR H S0 X 1)
WHEBAHEIE, M BT TR ST ERAT . SEh IR IR, RA7 AT A H SOt X A

R
2.4 BLEDLER

# HEANRGUE

<Device> system-view

# MCE 0~7 Zuy i H A5 BAE B H 35 22 DX ) tE R
[Device] info-center source default logbuffer level debugging
# o vF HEE B 2 H B X .

[Device] info-center logbuffer

# OB H S X7k 1015 S5 % 0 500 2%

[Device] info-center logbuffer size 500

# BB 0~7 Zuy i H EA5 B 2] H B30

[Device] info-center source default logfile level debugging
# 1A H &S DRe .

[Device] info-center logfile enable

# IO B A 1SS RE b T AF% 25 18] 09 IMB.

[Device] info-center logfile size-quota 1

# e B B RAF H B SCIF 3] FLASH 1 test SCfFk&

[Device] info-center logfile directory flash:/test

# I B ¥ B sh IR AF H S SCHRIAER Jy 60000 5.

[Device] info-center logfile frequency 60000

# e B H E 5 B Ak A% N boot #% 3.

[Device] info-center timestamp boot

2.5 Wil &

# BEZRRGHEZMXPBEEE, TUERH IR eIt e B4 HEX T aok R A H
M2 E IMBL W& RA7 H ESCHEE] FLASH 1) test SCfFde. 47 H AU 43 A 60000
b
[Device] display logfile summary

Log file: Enabled

Log file size quota: 1 MB

Log file directory: flash:/test

Writing frequency: 16 hour 40 min O sec

# R HEZEMNXHPREMB EZXEFMHEER, TUEIHEXHDRETTE. #1MEE
SRR RS S 238D AMBL A2 (5 B 2 A 500 %% .

[Device] display logbuffer

Log buffer: Enabled



Max buffer size: 1024

Actual buffer size: 500

Dropped messages: 0

Overwritten messages: 402788

Current messages: 500

-—--- More ----

# B W& RKIES] FLASH ) test SCIFE M H EE R

[Device] more test/logfile.log

%@3049495%0 . 2409505789 H3C ARP/6/ARP_TARGET_IP_INVALID: Target IP 192.168.1.60 w
as not the IP of the receiving interface M-GigabitEthernet0/0/0.
%@3049496%0.2409506971 H3C ARP/6/ARP_TARGET IP_INVALID: Target IP 10.1.1.2 was n
ot the IP of the receiving interface M-GigabitEthernet0/0/0.
%@3049497%0.2409510823 H3C ARP/6/ARP_TARGET_IP_INVALID: Target IP 10.1.1.2 was n
ot the IP of the receiving interface M-GigabitEthernet0/0/0. This message repeat
ed 2 times in last 3 seconds.

%@3049498%0.2409510789 H3C ARP/6/ARP_TARGET_IP_INVALID: Target IP 192.168.1.60 w
as not the IP of the receiving interface M-GigabitEthernet0/0/0.
%@3049499%0 . 2409520259 H3C ARP/6/ARP_TARGET_IP_INVALID: Target IP 192.168.1.60 w
as not the IP of the receiving interface M-GigabitEthernet0/0/0. This message re
peated 1 times in last 10 seconds.

---- More ----

2.6 BEENH

#

info-center timestamp boot

info-center logfile frequency 6000

info-center logfile size-quota 1

info-center source default monitor deny

info-center source default logbuffer level debugging

info-center source default logfile level debugging
#

2.7 HHXER

o UAMECE “WAEHMRERERS” TH “EERL7,
o UEMIELE “MIEHMEIEMSSE” R “AE R0,
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1 SNMPv1/i2c EL &
1.1 &%

AR 44 SNMPvIN2e KB B 72
1.2 LHMFENR

W12 E1FR, IMC RS #1E A NMS @i SNMPVI/SNMPv2c Rt # 4% (Agent) #E4T M5
i, A4 N readtest, E Bl1A4 N writetest, I H 24 & H BB RE 0% 51 NMS
RIEHBFER,

&1 SNMPv1/iv2c IhEEHD & 28 M &

Vian-int2

@192.1@8.100.68/24 ‘

NMS
192.168.100.4/24

Agent

1.3 BLEEEEWM

e SNMPv2c 5 SNMPVL it B /7558 4 —580, A28 4 DAL & SNMPv2c 64T /41

o HPFIERAF NMS ERCE K SNMP WA S FIB R0 0i—8, 0], NMS JGiEN & & 31T
R ANYEY

o AFJHM NMS SR E 5 EAF, T NMS IR E, BAKES% NMS A< F .
AR B2, LLIMC PLAT 7.0 (E0202) Nl HEAT /41

1.4 BB SE

1. Agent B &
# Be B P21 Vlan-interface2 [ 1P Hudik .

<Agent> system-view

[Agent] interface Vlan-interface 2
[Agent-VIan-interface 2] ip address 192.168.100.68 24
[Agent-VIlan-interface 2] quit

# W Agent ff FH ) SNMP fliAly v2e. HiBE4 4 readtest, 1325 K444 writetest.

[Agent] snmp-agent sys-info version v2c
[Agent] snmp-agent community read readtest
[Agent] snmp-agent community write writetest

# WERZMERAGERS L, DU EgEd
[Agent] snmp-agent sys-info contact Mr.Wang-Tel:3306
[Agent] snmp-agent sys-info location telephone-closet,3rd-floor

# BLE ALVFIN NMS AR5 EE R, AR EAS ) readtest.

[Agent] snmp-agent trap enable



[Agent] snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname
readtest v2c

2. NMS BUEc &

(1) BEXFANIMCEHNG, 1 BRI WL, Rl SHUR IR w0, SN
B HC B U o 2% G T AN A I BN B IP Mk, JF AUl <BCE SNMP 25/ B >4k
.

E2 Emig&iERE

[ (O]

— BEELZR

EHLERIPHAL * [i8z.168.100.66 ||
SERE | I
i | @)
BEE | ~@

ot [Teinet - @
[CHRR BT AR B P F 4

[EEERPingRiE®

[CPing-FiEtam A )

[ LoopBacki fERERIP

— |= AEESNMPEE |
i E
i SHMPyZe
RigBisF R
ESEET b
BB (8] bl 4
EiFRE 3

( + EETeinetHH

’7 + KCESSHER

(2) A SNMP 4% B TUHACE SNMP Z4(.

o  WEZHEKM) “SNMPv2C” ;

o WEHBEHAIAT N “readtest” ;

o  WELFHAFA “writetest” ;

o HEZECRHGEE, JFRdi<iiE >4zl i,



&3 SNMP &¥EETNE

(®)= TeamasnmPsz () ) EARSNMPE SRR PiEm
SRR - BNMPv2C - |
RiEERF — |
FEEHT —

HERT A (1-B 08k *

Eidiaro-on - 3 |

i L b

3) # i‘bﬂﬁ%@ﬂﬁjﬁﬁi$$<ﬁﬁm>&%ﬂ, IMC 3 [a] 340 £ IS B . W ish s, AP
RITT@E S iIMC X & ATRCE . & B4R .
E4 &R IIRE
L) #iE = HEEE (@]
W ST » (AR T R
WEHRER HERIREESREEFEER .
i FRETEERISHMP. Telnet, SSHEEFEMEE.
NS SR defaufEE S SIS E.
1.5 Wit &
# 5E A EIRCE 2 5, TER & EREAZS M 1034T shutdown 5 undo shutdown #:4F, &%

] NMS K%z FURAS B2 (1 Trap.

#1EIMC ¥ “ &%

1.6 BeEXH

#

\%
#

snmp-agent

snmp-agent community write writetest
snmp-agent community read readtest
snmp-agent
snmp-agent
snmp-agent sys-info version v2c
snmp-agent trap enable arp
snmp-agent trap enable syslog

sys-info contact Mr.Wang-Tel :3306

BRESEIEE” T 2 R EREE DRSS Trap 5 5.

sys-info location telephone-closet,3rd-floor

snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname readtest

2c



2 SNMPV3ELE

2.1 &4

RZHIN4H SNMPV3 HIECE 5.

2.2 AMEK

NMS jdi i SNMPv3 A Xt Agent ] SNMP i SC A (5 BT s 2, Agent 76 H B
BRI BE 2 220 1A) NMS KA 545 5, NMS _E420 SNMP 5245 2. 1 BRI UDP i 55 162.
NMS 5 Agent 57 SNMP 20, FTEIAE, #HMESEEAN SHA-L, NIEFE N
123456TESTauth&!. NMS 5 Agent Z [l #& i) SNMP #SCREENE, 8 B2 ich
AES, N5 123456 TESTencr&!

&5 SNMPv3 Ih g RIFD F 28 [ %]

Vian-int2

@192.168.100.68/24 ‘

Agent

NMS
192.168.100.4/24

2.3 BLE XS

SNMPv3 % 4T RBAC (Role Based Access Control, 4Tt (K135 a2 AL T VACM
(View-based Access Control Model, J&F#8 B RU7 i Fsmil i) pifpvs adas] 7. A/

BAEEIF, FXE TR RS TR RECE R, IR —FME v BRI,

F P AER AT NMS LG E 1 SNMP A5 FIFAZ L0 —8, S0, NMS Joidd #4347

TGS

ANET R NMS AR B 7 EA R, 6T NMS FIVEZNIE B, BARiE 2% NMS (A T

AR E 2400, LLIMC PLAT 7.0 (E0202) A##E T/ 4H .

SNMPv3 U5 Trap #SCHIH TN 2 S B H A CRCEN v3 H 7, Hae s

— &

SNMPV3 I VE 205 FIT 025 205 DL SO QU PRAF A C B S, %5 SO Rt bl B SO RS AN A 15

W55 D WG AE . WHREDE I G B VIR SRS AN 25 2 A0 e B OV AR FE, s

B SCERSIE M B & Ll F TRCE, AEE R N E SO R G E . RO & &1

515D ANFE, 2 SEESCEAE, 1N SCE R AN .

2.4 BLE L

1. &F RBAC B SNMPV3 Ft &
# it B B2 11 Vlan-interface?2 (1] IP Hidik.

<Agent> system-view



[Agent] interface Vlan-interface2
[Agent-VIan-interface2] ip address 192.168.100.68 24
[Agent-VIan-interface2] quit

# W E Agent £ FH 1) SNMP fRAK v3.

[Agent] snmp-agent sys-info version v3

# QU P A test, RVFBIL'S internet 7 (OID 24 “1.3.6.1” ) THIFTAXN .

[Agent] role name test

[Agent-role-test] rule 1 permit read write oid 1.3.6.1

[Agent-role-test] quit

# fil7& SNMPv3 H /7 managev3user, AHEE P M test, WIEHEIEN SHA-1, B SCIAUE Y
N 123456 TESTauth&!, I HE N AES, BISUINE %02 123456 TESTencr&! .

[Agent] snmp-agent usm-user v3 managev3user user-role test simple authentication-mode sha
123456 TESTauth&! privacy-mode aesl128 123456TESTencré&!

# B WA ARAMAES S, DT EYE.

[Agent] snmp-agent sys-info contact Mr.Wang-Tel:3306

[Agent] snmp-agent sys-info location telephone-closet,3rd-floor

# JF 5 SNMP 52 58 .

[Agent] snmp-agent trap enable

# W EPI SNMP HZELMHEMEN 1P fhitlk, B NMS ) IP Hilil, BCE 22 VIESHN
managev3user.

[Agent] snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname
managev3user v3 privacy

2. &£F VACM B9 SNMPV3 it &
# Be B P21 Vlan-interface2 [ 1P ik .

<Agent> system-view

[Agent] interface Vlan-interface2
[Agent-VIan-interface2] ip address 192.168.100.68 24
[Agent-VIan-interface2] quit

# W E Agent £ FH 1) SNMP fRAH v3.

<Agent> system-view

[Agent] snmp-agent sys-info version v3

# 6% MIB LR, 494 mibtest, 7% internet T# (OID Xy “1.3.6.1” ) TFIHIFTAH M % .
[Agent] snmp-agent mib-view included mibtest 1.3.6.1

# 0% SNMPv3 41 managev3group, JFELE 51ZA40 5% SNMPv3 H P 5 NMS 2, 1
BEATVGEAINES , NMS A LU 3 #EAT 525 AL I 5 29 mibtest.

[Agent] snmp-agent group v3 managev3group privacy read-view mibtest write-view mibtest
notify-view mibtest

# €4 SNMPv3 H /* managev3user, ANiEEEA SHA-1, HISOAIE#E S 123456 TESTauth&!,
508 AES, BISCIN® %t /2 123456 TESTencr&! .

[Agent] snmp-agent usm-user v3 managev3user managev3group simple authentication-mode sha
123456 TESTauth&! privacy-mode aesl28 123456TESTencré&!

# B WA MR A EE R, U7 EgEd.

[Agent] snmp-agent sys-info contact Mr.Wang-Tel:3306

[Agent] snmp-agent sys-info location telephone-closet,3rd-floor
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# 71 J5 SNMP 254 i .
[Agent] snmp-agent trap enable

# WEBEW SNMP HEZEEMHMENL IP shhk, &I NMS [ IP Huht, A8 <4 ESE0N
manageva3user.

[Agent] snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname
managev3user v3 privacy

3. NMS L&

# it B SNMP F&4

o HRIMC, %E# “RAEW” WA, Wb SN T R[BHEE E/SNMP SR SE R, #EA
SNMP HEHR i B U, 7% i e <Hg i > 4, 3k SNMP #9tRk it & iai -

o MLE SNMP BRI L FR N SNMPV3.

o EFESBHKAN SNMPV3 Priv-Aes128 Auth-Sha.

e ME SNMP H 44 managev3user.

o HISONIEZS N 123456 TESTauth&! .

o HIIUINEEEAYN 123456 TESTencr&! .

o  HEBHCRAGEME, i <ifie >4 58 e .

[El6 N SNMP #&4R T1E

R - SNMPIEHE = HEINSNMPIEL QL)
EEET * [EHMPy3 (@]
SRR - |SNMF'\-'3 Priv-Aes128 Auth-Sha - |
BRPE - Imanagevauser @
MR * |. ............... |
IEEEEg * |. ............... |
FERCRCE] (1- B0 4 |
Fikgn-20) B |
whE Wi

#OEFE VR A, A SR R R [B VR A N A SR BT, HE NGNS A E U, i
DU R N & ) ENLAZ B IP ik, I S dh<fd & SNMP S50/ & >8E 4%
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# Bt SNMP 23 E T C & SNMP 24,

o IEFE “INCAHR SNMP SEUEB LR .

o EFEAFRN “SNMPV3” f] SNMP f5AR .

o Hli<HiE>HHH R, RMIF] “HGINV A T .
[El8 SNMP &¥IgETIH

O rmasivess (0 jeamsirsmnsan || B
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B9 iR &I TIE

C0 248 = EazE @
HIRETER , AT TR

EEEEEE EEMAEEE S FREE.

Shim KR EEEINMP. Telnet, SSHEDIEINIEE.

i A CefauEE S RIS

2.5 Wil &

# e A PERCE 2 5, R & LA M L #4T shutdown 5 undo shutdown #:1E, W&%
] NMS &%z FRRAS B2 (1 Trap.

# 1 IMC [ “45 2> 5o W > 435 2 ” T A 2 Bon FIR R FDIRE B 1) Trap & 2.
2.6 BEEMH

e JT RBAC [HIBLE i

#
snmp-agent
snmp-agent sys-info contact Mr._Wang-Tel :3306
snmp-agent sys-info location telephone-closet,3rd-floor
snmp-agent sys-info version v3
snmp-agent trap enable arp
snmp-agent trap enable syslog

snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname
managev3user v3 privacy

snmp-agent usm-user v3 managev3user user-role test cipher authentication-mode sha
$c$3$5JaIZ26gNX1yNRQ2FR2ELDT3QQH1exwJRWAYYq7eLfcBewuMSncM= privacy-mode aesl128
$c$3$+bbXZS4+PnsLDyr160ogzBckal zR6XMDWZQuULBUSRM+dpw==

#

role name test

rule 1 permit read write oid 1.3.6.1
#

e T VACM M E S

#
snmp-agent
snmp-agent sys-info contact Mr.Wang-Tel :3306
snmp-agent sys-info location telephone-closet,3rd-floor
snmp-agent sys-info version v3

snmp-agent group v3 managev3group privacy read-view mibtest write-view mibtest notify-view
mibtest

snmp-agent mib-view included mibtest internet
snmp-agent trap enable arp
snmp-agent trap enable syslog

snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname
managev3user v3 privacy



snmp-agent usm-user v3 managev3user managev3group cipher authentication-mode sha
$c$3$5JaIZ26gNX 1yNRQ2FR2ELDT3QQH1exwJRWAYYq7eLfcBewuM5ncM= privacy-mode aesl128
$c$3$+bbXZS4+PnsLDyr160ogzBckal zR6EXMDWZQULBUSRM+dpw==

2.7 HHXER

o URMIEE “MAEHMEIRIERS” T “SNMP”,
o TEMEE “WELEHAMIEHGLSE” P “SNMP”,
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(3) MLEHOIH VLAN
(4) MEZOAHANL DHCP R4S 28 IhRE
(5) HCE O
(6) WM& H HEsha
(7) BB AN DHCP Snooping HfE
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ic B 45 % Fl E IR AL E IR AR
FE I R o
ERZ A H L L B Vian-int10. Vian-int20
FIPHutE ), FBITALEEIIBZ (A Af LS A%
DA ML H T
AMEOIP GE1/0/2 4 1 #% FH 28 7% #2 Internet 4% 11,
M GE1/0/2: 202.101.100.2/30 R A AT
Z bR 5 H R A I s R A I
— IPHdil, HE PR p A b R B — Sk R
AWM 202.101.100.1/30 B LTI P R R 5
fic & H 0 i
EEE
DNSHiE 202.101.100.199 DNS %% H T 4804 bl s P bk
E‘;Kj BHp GE1/0/1: 10.10.100.2/24 GEL/0/1 4 H 11 B 28 2 32 P I ()42 11
DN YN
£l B e i 8 & = )2 % & # 1 BAGGL iy DHCP
DHCP " Snooping T & 115 T4 1
Snooping
L BO4 & 4 i -
L B B P " fic B IPvAEE 4R @ Thie, 465 IR IP ik F1
Source IPSGH & i MACH:
Guard

1.4 BEELTE
1.4.1 BEEIENIHRAL
X inm

B AL Access Switch 1 #2 Access Switch 2 #98 E R AAF) . AP vAFL B 3 X P Access
Switch 1 A #3{H B E 7 i%.

(1) Ei Console H& &%
# ¥4 PC .
KA PC 8 DS FERER, & ANELE PCHFHEIHN T, K DLl Asi#& il PC.
# A% FH 2 i BE LB 7 O BC B 1 LRI PC ML & . TR SCIEEC & I HE5H DB-9 (FL) #disk
A PCHLET 98 (5F) B O, ¥ RI-45 46k uifd A\ % & ¥ Console HH1,
Q 7
o EBIHIEET EMIRIR, A RIRBAIE T,
o AV THEED WY, kK RI-455%, BT DB-9s#,




(2)

B2 #ig&5 PCBIRE O BATHITIER

RS-232 Console [l @:
it B L2

Host Device

# 45 PC FH,
# 1F PC LATH&mfi B, #%HRE 2 ORI E Zm S 5.
T2 RinBHERE

S &
UiEHES 9600
VeI 8
(EAIRD2 1
B LA 7
i e il 7
# ek LR

B BRA WG, AT R A2t N S A

Z nm

BB FEOLTE, iid Console B kiX&49IEH X4 None, BP RE 2/ P 4. BAEP ] A KK
&. BRABFE, EUSEGET Console B A FX & 09IAEF XA Rk &0y oM, A X

i@ iT Console B &KX &49INEF XaGiFmAN2B, 5 A AT R 6B B 5 M < ahiie B 4557

Fhy BFIEE .

BB 1P Hulik Al Telnet

# A7 VLAN 5, J¥4% 10 Ten-GigabitEthernet1/0/10 T AF] VLAN 5 1. B %42 W5 (122
/& Ten-GigabitEthernet1/0/10.

<Sysname> system-view

System View: return to User View with Ctri+Z.

[Sysname] sysname ACCSW1

[ACCSW1] vlan 5

[ACCSW1-vlan5] port ten-gigabitethernet 1/0/10

[ACCSW1-vlan5] quit

# 0 VLAN #2101 5, JRK$:0 1P HbkfC & >y 10.10.1.1/24.
[ACCSW1] interface vlan-interface 5

[ACCSW1-VIan-interface5] ip address 10.10.1.1 24
[ACCSW1-VIan-interface5] quit

# JF i3 Telnet k%% -

[ACCSW1] telnet server enable



# IC & Telnet &k H] scheme WIET; 3.

[ACCSW1] line vty 0 63

[ACCSW1-line-vty0-63] authentication-mode scheme

[ACCSW1-line-vty0-63] quit

#OVEAMM P, JFREAH T RE . P A ORGSR ARG 2 sy
admin, HR45IALA telnet, A P f1 54 network-admin.

[ACCSW1] local-user admin

New local user added.

[ACCSW1-luser-manage-admin] password simple hellol12345

[ACCSW1-luser-manage-admin] authorization-attribute user-role network-admin
[ACCSW1-luser-manage-admin] service-type telnet

[ACCSW1-luser-manage-admin] quit

# 15 %0 FIEIT Telnet Bog 2%, WAL P 2L, HIUH PR R ar 1718
IR NI o

C:\Users\Administrator> telnet 10.10.1.1

*hkhk B s Kk kkk

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *

*hkk R T * * *x * *

login: admin
Password:

Z i
bR &k 4 42 82 2L S5560X-30C-PWR-El %% (Release 1118P07 i) A1), EAkdy
B AT ARG F IR ILA A,

() MEHEBNS5 VLAN

# {EFE NS HeL A% VLAN 10,

[ACCsSw1] vlan 10

[ACCSW1-vlan10] quit

# fic B %4 PCL (32 1 GigabitEthernet1/0/1, Jfic & Nil %k .
[ACCSW1] interface gigabitethernet 1/0/1
[ACCSW1-GigabitEthernetl/0/1] port link-type access
[ACCSW1-GigabitEthernetl/0/1] port acess vlan 10
[ACCSW1-GigabitEthernetl/0/1] stp edged-port
[ACCSW1-GigabitEthernetl/0/1] quit

# Wi B % PC2 (32 1 GigabitEthernet1/0/2, JHic & NilZki .
[ACCSW1] interface gigabitethernet 1/0/2
[ACCSW1-GigabitEthernetl/0/2] port link-type access
[ACCSW1-GigabitEthernetl/0/2] port acess vlan 10
[ACCSW1-GigabitEthernetl/0/2] stp edged-port
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(4)

[ACCSW1-GigabitEthernetl/0/2] quit

# I EE BT ELIN B 1 GigabitEthernet1/0/3, L B Ak .
[ACCSW1] interface gigabitethernet 1/0/3
[ACCSW1-GigabitEthernetl/0/3] port link-type access
[ACCSW1-GigabitEthernetl/0/3] port acess vlan 10
[ACCSW1-GigabitEthernetl/0/3] stp edged-port
[ACCSW1-GigabitEthernetl/0/3] quit

ME EATRE
# AR RREERO 1, JFREZE OSSR A,

[ACCSW1] interface bridge-aggregation 1

[ACCSW1-Bridge-Aggregationl] link-aggregation mode dynamic
[ACCSW1-Bridge-Aggregationl] quit

# 437K 1 Ten-GigabitEthernet1/0/7 % Ten-GigabitEthernet1/0/8 IR &4 1 .
[ACCSW1] interface ten-gigabitethernet 1/0/7

[ACCSW1-Ten-GigabitEthernetl/0/7] port
[ACCSW1-Ten-GigabitEthernetl/0/7] quit
[ACCSW1] interface ten-gigabitethernet
[ACCSW1-Ten-GigabitEthernetl/0/8] port

link-aggregation group 1

1/0/8
link-aggregation group 1

[ACCSW1-Ten-GigabitEthernetl/0/8] quit

# B EREGHED 18 Trunk i, IF R0 VF VLAN 10 R0

[ACCSW1] interface bridge-aggregation 1

[ACCSW1-Bridge-Aggregationl] port link-type trunk

[ACCSW1-Bridge-Aggregationl] port trunk permit vlan 10

[ACCSW1-Bridge-Aggregationl] quit

# i@l display link-aggregation verbose i &ERKEHEL 1B EL R,

[ACCSW1] display link-aggregation verbose Bridge-Aggregation 1

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing

Port Status: S -- Selected, U -- Unselected,

Port: A -- Auto port, M -- Management port, R -- Reference port

Flags: A -- LACP_Activity, B -- LACP_Timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

I —- Individual

Aggregate Interface: Bridge-Aggregationl
Creation Mode: Manual

Aggregation Mode: Dynamic

Loadsharing Type: Shar

Management VLANs: None

System ID: 0x8000, 000f-e267-6c6a
Local:
Port Status Priority Index Oper-Key Flag
XGE1/0/7 S 32768 61 2 {ACDEF}
XGE1/0/8 S 32768 62 2 {ACDEF}
Remote:
Actor Priority Index Oper-Key SystemlD Flag
XGE1/0/7(R) 32768 111 2 0x8000, 000f-e267-57ad {ACDEF}



XGE1/0/8 32768 112 2 0x8000, 000f-e267-57ad {ACDEF}
# #i%& ACCSW1 | VLAN 10 R E(EE, ik R E 2 SR
[ACCSW1] display vlan 10

VLAN ID: 10

VLAN type: Static

Route interface: Not configured

Description: VLAN 0010

Name: VLAN 0010

Tagged ports: None

Untagged ports:
Bridge-Aggregationl
GigabitEthernetl/0/1 GigabitEthernetl/0/2
GigabitEthernetl/0/3 Ten-GigabitEthernetl/0/7
Ten-GigabitEthernetl/0/8

(5) [ E BPDU & 1hf
[ACCSW1] stp bpdu-protection

(6) HcE DHCP snooping

# JTJ5 DHCP Snooping ZhfE.
[ACCSW1] dhcp snooping enable

# 5 2 E A0 1 DHCP Snooping ZhEE H{5 T .
[ACCSW1] interface bridge-aggregation 1
[ACCSW1-Bridge-Aggregationl] dhcp snooping trust

[ACCSW1-Bridge-Aggregationl] quit
(7) HCE IP Source Guard

# JFJ3 #2101 GigabitEthernet1/0/1. GigabitEthernet1/0/2 [f) IPvA $2 482 ThE, 48R IP Hb
BEFI MAC Hitik, JF )5 F4 1 f¥) DHCP Snooping KL & TRk

[ACCSW1] interface gigabitethernet 1/0/1

[ACCSW1-GigabitEthernetl/0/1] ip verify source ip-address mac-address
[ACCSW1-GigabitEthernetl/0/1] dhcp snooping binding record
[ACCSW1-GigabitEthernetl/0/1] quit

[ACCSW1] interface gigabitethernet 1/0/2

[ACCSW1-GigabitEthernetl/0/2] ip verify source ip-address mac-address
[ACCSW1-GigabitEthernetl/0/2] dhcp snooping binding record
[ACCSW1-GigabitEthernetl/0/2] quit

(8) PRAFACE
# AR AN LA E (BLACCSWL AHBD .

[ACCSW1] save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.



1.4.2 BEERZDIZHEA

Z i
Ak CBEFEE” . “BRE IP LS Telnet” WBEF ik, WAL “LA1 B BN F
“i@it Console @ R B KIXE” . “BE IP Hit4e Telnet” .

(1) A E VLAN 5 VLAN #11
# G2 VLAN 10. VLAN 20 #1 VLAN 100.

<Sysname> system-view

[Sysname] sysname CORESW1

[CORESW1] vlan 10 20

[CORESW1] vlan 100

[SwitchA-vIan100] port gigabitethernet 1/0/1
[SwitchA-vIan100] quit

# % VLAN $:11 10, K42 010 IP HihkiC B 4 10.10.10.1/24.
[CORESW1] interface vlan-interface 10

[CORESW1-VIan-interfacelO] ip address 10.10.10.1 24
[CORESW1-Vlan-interfacelO] quit

# A VLAN #1120, IR 05 1P bkt & 4 10.10.20.1/24.
[CORESW1] interface vlan-interface 20

[CORESW1-VIan-interface20] ip address 10.10.20.1 24
[CORESW1-VIlan-interface20] quit

# G2 VLAN $211 100, FR¥E:01 1P HubkFC # %4 10.10.100.1/24.
[CORESW1] interface vlan-interface 100
[CORESW1-VIan-interfacelO0] ip address 10.10.100.1 24
[CORESW1-Vlan-interfacelO0] quit

(2) WE MRS, IHAEERE

# AR T EREED 1, JFRCE 2 D B SR AR

[CORESW1] interface bridge-aggregation 1
[CORESW1-Bridge-Aggregationl] link-aggregation mode dynamic
[CORESW1-Bridge-Aggregationl] quit

# 437K 1 Ten-GigabitEthernet1/0/7 % Ten-GigabitEthernet1/0/8 IIA RIS &4 1 .
[CORESW1] interface ten-gigabitethernet 1/0/7
[CORESW1-Ten-GigabitEthernetl/0/7] port link-aggregation group 1
[CORESW1-Ten-GigabitEthernetl/0/7] quit

[CORESW1] interface ten-gigabitethernet 1/0/8
[CORESW1-Ten-GigabitEthernetl/0/8] port link-aggregation group 1
[CORESW1-Ten-GigabitEthernetl/0/8] quit

#ME )RR EAHN 18 Trunk 35 1, I A2 1F VLAN 10 [k Sl .
[CORESW1] interface bridge-aggregation 1
[CORESW1-Bridge-Aggregationl] port link-type trunk
[CORESW1-Bridge-Aggregationl] port trunk permit vlan 10
[CORESW1-Bridge-Aggregationl] quit



3)

# i@t display link-aggregation verbose &G RKGHEL 1R ES R,

[CORESW1] display link-aggregation verbose Bridge-Aggregation 1

Loadsharing Type: Shar -- Loadsharing, NonS -- Non-Loadsharing
Port Status: S -- Selected, U -- Unselected, 1 -- Individual
Port: A -- Auto port, M -- Management port, R -- Reference port

Flags: A -- LACP_Activity, B -- LACP_Timeout, C -- Aggregation,
D -- Synchronization, E -- Collecting, F -- Distributing,
G -- Defaulted, H -- Expired

Aggregate Interface: Bridge-Aggregationl
Creation Mode: Manual

Aggregation Mode: Dynamic

Loadsharing Type: Shar

Management VLANs: None

System ID: 0x8000, 000f-e267-6c6a

Local:
Port Status Priority Index Oper-Key Flag
XGE1/0/7(R) S 32768 61 2 {ACDEF}
XGE1/0/8 S 32768 62 2 {ACDEF}
Remote:
Actor Priority Index Oper-Key SystemlD Flag
XGE1/0/7 32768 111 2 0x8000, 000f-e267-57ad {ACDEF}
XGE1/0/8 32768 112 2 0x8000, 000f-e267-57ad {ACDEF}

# #1F CORESW1 | VLAN 10. VLAN 100 fIECE SR, Bl FRCE 2SR,

[CORESW1] display vlan 10

VLAN ID: 10

VLAN type: Static

Route interface: Configured
IPv4 address: 10.10.10.1

IPv4 subnet mask: 255.255.255.0
Description: VLAN 0010

Name: VLAN 0010

Tagged ports: None

Untagged ports:

Bridge-Aggregationl
Ten-GigabitEthernetl/0/7 Ten-GigabitEthernetl/0/8

[CORESW1] display vlan 100

VLAN ID: 100

VLAN type: Static

Route interface: Configured
IPv4 address: 10.10.100.1

IPv4 subnet mask: 255.255.255.0
Description: VLAN 0100

Name: VLAN 0100

Tagged ports: None

Untagged ports: None

BCE DHCP iR%5#s, HAEFIE



(4)

# JT 5 DHCP k%5 .
[CORESW1] dhcp enable
# 0l DHCP Hihilith 1, IR 10.10.10.0/24 B A 1f1% 1 i 4y B 2h 4 1P Mk, FFHCE DNS
MR5destbdit, W ORISE, FLE, 9T EDHLAC B E K 1P ikt 10.10.10.254.
[CORESW1] dhcp server ip-pool 1
[CORESW1-dhcp-pool-1] network 10.10.10.0 mask 255.255.255.0
[CORESW1-dhcp-pool-1] gateway-list 10.10.10.1
[CORESW1-dhcp-pool-1] dns-list 202.101.100.199
[CORESW1-dhcp-pool-1] expired day 30
[CORESW1-dhcp-pool-1] static-bind ip-address 10.10.10.254 24 client-identifier
aabb-cccc-dd
[CORESW1-dhcp-pool-1] quit
# 0l DHCP Hihikith 2, R4 10.10.20.0/24 B P 11155 P i 43 B 2h 4 1P ik, JFHCE DNS
Mg atitl . HIEOE, AT
[CORESW1] dhcp server ip-pool 2
[CORESW1-dhcp-pool-2] network 10.10.20.0 mask 255.255.255.0
[CORESW1-dhcp-pool-2] gateway-list 10.10.20.1
[CORESW1-dhcp-pool-2] dns-list 202.101.100.199
[CORESW1-dhcp-pool-2] expired day 30
[CORESW1-dhcp-pool-2] quit
# BCE VLAN #2110 1 VLAN #1120 TAETE DHCP JIR 55 #8452, 4 e 45 151 FH p kit
[CORESW1] interface vlan-interface 10
[CORESW1-Vlan-interfacel0] dhcp select server
[CORESW1-VIan-interfacelO] dhcp server apply ip-pool 1
[CORESW1-VIan-interfacelO] quit
[CORESW1 interface vlan-interface 20
[CORESW1-VIan-interface20] dhcp select server
[CORESW1-VIan-interface20] dhcp server apply ip-pool 2
[CORESW1-VIan-interface20] quit
# [ display dhcp server pool fii4 %A DHCP il (s 2
[CORESW1] display dhcp server pool
Pool name: 1

Network: 10.10.10.0 mask 255.255.255.0

dns-list 202.101.100.199

expired 30 00 0

gateway-list 10.10.10.1

static bindings:

ip-address 10.10.10.254 mask 255.255.255.0
client-identifier aabb-cccc-dd

Pool name: 2

Network: 10.10.20.0 mask 255.255.255.0

dns-list 202.101.100.199

expired 30 0 0 0

gateway-list 10.10.20.1

FeE M, HFERHER
# BCE R FASER T, R —BeE i B B HrEs, A P X T DUAC ) H R
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[CORESW1] ip route-static 0.0.0.0 0 10.10.100.2
# /] display ip routing-table A &aEKMERER.
[CORESW1] display ip routing-table

Destinations : 21 Routes : 21

Destination/Mask Proto Pre Cost NextHop Interface
0.0.0.0/0 Static 60 O 10.10.100.2 VIan100
0.0.0.0/32 Direct O 0 127.0.0.1 InLoopO
10.10.10.0/24 Direct 0 O 10.10.10.1 Vlan10
10.10.10.0/32 Direct 0 O 10.10.10.1 Vlanl0
10.10.10.1/32 Direct O 0 127.0.0.1 InLoopO
10.10.10.255/32 Direct 0 O 10.10.10.1 Vlan10
10.10.20.0/24 Direct 0 O 10.10.20.1 VlIan20
10.10.20.0/32 Direct 0 O 10.10.20.1 Vlan20
10.10.20.1/32 Direct 0 O 127.0.0.1 InLoop0
10.10.20.255/32 Direct 0 O 10.10.20.1 Vlan20
10.10.100.0/24 Direct 0 O 10.10.100.1 VIan100
10.10.100.0/32 Direct 0 O 10.10.100.1 V1an100
10.10.100.1/32 Direct 0 O 127.0.0.1 InLoop0
10.10.100.255/32 Direct 0 O 10.10.100.1 V1an100
127.0.0.0/8 Direct 0 O 127.0.0.1 InLoop0
127.0.0.0/32 Direct 0 O 127.0.0.1 InLoop0
127.0.0.1/32 Direct 0 O 127.0.0.1 InLoop0
127.255.255.255/32 Direct 0 O 127.0.0.1 InLoopO
224.0.0.0/4 Direct 0 O 0.0.0.0 NULLO

(5) MRHFHE

# LRAFAZ 0 2C 4L CORESWL L E .

[CORESW1] save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

1.4.3 BB O

Z i
A% HEEE . BE IPRIA Telnet” $icE ik, WAL “LA.1 R EHN I T4
“s@if Console @ XA FK&E” . “BLE IP #itf= Telnet”

(1) FEAMEZEORNAMEDIP
# B AMET 1P Hifik .
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[Router] interface GigabitEthernet 1/0/2
[Router-GigabitEthernetl/0/2] ip address 202.101.100.2 30
[Router-GigabitEthernetl/0/2] quit

# ECE N 1P M.
[Router] interface GigabitEthernet 1/0/1
[Router-GigabitEthernetl/0/1] ip address 10.10.100.2 24
[Router-GigabitEthernetl/0/1] quit
(2) HECE Y LM ACL

# & ACL.
[Router] acl basic 2000
[Router-acl-ipv4-basic-2000] rule permiet source 10.10.10.0 0.0.0.255
[Router-acl-ipv4-basic-2000] rule permiet source 10.10.20.0 0.0.0.255
[Router-acl-ipv4-basic-2000] rule permiet source 10.10.100.0 0.0.0.255
[Router-acl-ipv4-basic-2000] quit
# M E AR E
[Router] interface gigabitethernet 1/0/1
[Router-GigabitEthernetl/0/1] packet-filter 2000 inbound
[Router-GigabitEthernetl/0/1] quit
[Router] packet-filter default deny
# i display acl 4 &% ACL IECEE S
[Router] display acl 2000
Basic IPv4 ACL 2000, 3 rules,
ACL"s step is 5, start ID is O

rule 0 permit source 10.10.10.0 0.0.0.255

rule 5 permit source 10.10.20.0 0.0.0.255

rule 10 permit source 10.10.100.0 0.0.0.255
# {fif] display packet-filter 74 & ACL TER ST IEH (1 R 1L -
[Router] display packet-filter interface gigabitethernet 1/0/1 inbound
Interface: GigabitEthernet 1/0/1

Inbound policy:

1Pv4 ACL 2000
(3)  THCEE 2 P AT 2 P £ % E

[Router] ip route-static 10.10.10.0 255.255.255.0 10.10.100.1
[Router] ip route-static 10.10.20.0 255.255.255.0 10.10.100.1
[Router] ip route-static 0.0.0.0 0.0.0.0 202.101.100.1

(4) HCE DNS fif#T
[Router] dns server 202.101.100.199

[Router] dns proxy enable

(5) RABE
# LRA7H % B 28 Router EIOACE .

[Router] save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y

12



Validating file. Please wait...
Saved the current configuration to mainboard device successfully.

1.5 Eurfc &

(1) FE—DETINEP G PC AT LA ping i .
# L VLAN 10 FrfErkg-#0 1 v, PCL Fl PC2 J&idik ACCSWL SEI — Z HIdEM . ik
PC2 ik DHCP H 33K IP 79 10.10.10.20, 415k PC1 #1 PC2 Z [Alf¢ ping i, {5 ] —
&= BB IR .
<PC1> ping 10.10.10.20
Ping 10.10.10.20 (10.10.10.20): 56 data bytes, press CTRL+C to break
56 bytes from 10.10.10.20: icmp_seq=0 ttl=255 time=1.015 ms
56 bytes from 10.10.10.20: icmp_seg=1 ttl=255 time=2.338 ms
56 bytes from 10.10.10.20: icmp_seq=2 ttl=255 time=1.951 ms
56 bytes from 10.10.10.20: icmp_seqg=3 ttl=255 time=1.719 ms
56 bytes from 10.10.10.20: icmp_seqg=4 ttl=255 time=1.629 ms

--- Ping statistics for 10.10.10.20 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.015/1.730/2.338/0.434 ms
(2) WMAFFBITAR PC AL ping i,
# S0 1R I8 (5 & BT CORESWL L] VLAN £ 1 SE8 Y. & PC3 il DHCP H 33k
(7 1P 4 10.10.20.10, @i PC1 F1 PC3 2 [8] H. ping MR E# , W Wa I A6 12 [a]i@id VLAN
O =)= BB
<PC1> ping 10.10.20.10
Ping 10.10.20.10 (10.10.20.10): 56 data bytes, press CTRL+C to break
56 bytes from 10.10.20.10: icmp_seq=0 ttl=254 time=2.709 ms
56 bytes from 10.10.20.10: icmp_seg=1 ttl=254 time=0.877 ms
56 bytes from 10.10.20.10: icmp_seqg=2 ttl=254 time=0.850 ms
56 bytes from 10.10.20.10: icmp_seq=3 ttl=254 time=0.805 ms
56 bytes from 10.10.20.10: icmp_seqg=4 ttl=254 time=0.814 ms

--- Ping statistics for 10.10.20.10 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.805/1.211/2.709/0.749 ms

(3) FAERIIKik—& PC AL ping JBANM .
# DL VLAN 10 FT7E 381 1A, J@REAE PCL I ping A R S&HE RIS H 112 B a5
BRSSP Hhhk) SRIGUE R A rT LAVS R A, a5 ping WRIE R, U138 BH P9 I P
VAR IR o AT V25 00 1 2L

1.6 BeEXH

o AL ACCSW1:
#
syshame ACCSW1
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#
telnet server enable
#
dhcp snooping enable
#
vlan 5
#
vlan 10
#
stp bpdu-protection
#
interface Bridge-Aggregationl
port link-type trunk
port trunk permit vlan 10
link-aggregation mode dynamic
dhcp snooping trust
#
interface Vlan-interface5
ip address 10.10.1.1 255.255.255.0
#
interface GigabitEthernetl1/0/1
port link-mode bridge
port access vlan 10
stp edged-port
ip verify source ip-address mac-address
dhcp snooping binding record
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 10
stp edged-port
ip verify source ip-address mac-address
dhcp snooping binding record
#
interface GigabitEthernetl/0/3
port link-mode bridge
port access vlan 10
stp edged-port
#
interface Ten-GigabitEthernetl/0/7
port link-mode bridge
port link-type trunk
port trunk permit vlan 10
port link-aggregation group 1
#
interface Ten-GigabitEthernetl/0/8
port link-mode bridge
port link-type trunk

14



port trunk permit vlan 10
port link-aggregation group 1

#

interface Ten-GigabitEthernetl/0/10
port link-mode bridge
port access vlan 5

#

line vty 0 63
authentication-mode scheme

#

local-user admin class manage

password hash
$h$6$/up8i jTTul pXAAKLSsIFFDXwWYzNdOJ 2F8Rg/ZQE1MbA2s8uW31kkcaDoGHoNyvE/zZLVOHoL p+i0+VcV6J
pm48ufEAXbuKvi6qtWmg==

service-type telnet
authorization-attribute user-role network-admin
#
o IRAZHHL ACCSW2:
ACCSW2 HJBC & CfFER VLAN ID. B VLAN #2111 1P $udik. JEH2 14455 ACCSW1 AN[F Sk,
HAACE 5 ACCSWL A, e & SCAFmS .
o LNl CORESW1:
#
syshame CORESW1
#
vlan 10
#
vlan 20
#
vlan 100
#
dhcp server ip-pool 1
gateway-list 10.10.10.1
network 10.10.10.0 mask 255.255.255.0
dns-list 202.101.100.199
expired day 30
static-bind ip-address 10.10.10.254 mask 255.255.255.0 client-identifier aaaa-cccc-dd
#
dhcp server ip-pool 2
gateway-list 10.10.20.1
network 10.10.20.0 mask 255.255.255.0
dns-list 202.101.100.199
expired day 30
#
interface Bridge-Aggregationl
port link-type trunk
port trunk permit vlan 10
link-aggregation mode dynamic

15



#
interface Vlan-interfacelO
ip address 10.10.10.1 255.255.255.0
dhcp server apply ip-pool 1
#
interface Vlan-interface20
ip address 10.10.20.1 255.255.255.0
dhcp server apply ip-pool 2
#
interface Vlan-interfacelO0
ip address 10.10.100.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 100
#
interface Ten-GigabitEthernetl/0/7
port link-mode bridge
port link-type trunk
port trunk permit vlan 10
port link-aggregation group 1
#
interface Ten-GigabitEthernetl/0/8
port link-mode bridge
port link-type trunk
port trunk permit vlan 10
port link-aggregation group 1
#
ip route-static 0.0.0.0 0 10.10.100.2
#

e I HAS Router:
#
sysname Router
#
packet-filter default deny
#
dns proxy enable
dns server 202.101.100.199
#
interface GigabitEthernetl/0/1
port link-mode route
ip address 10.10.100.2 255.255.255.0
packet-filter 2000 inbound
#
interface GigabitEthernetl/0/2
port link-mode route
ip address 202.101.100.2 255.255.255.252
#
16



ip route-static 0.0.0.0 0 202.101.100.1
ip route-static 10.10.10.0 24 10.10.100.1
ip route-static 10.10.20.0 24 10.10.100.1
#
acl basic 2000
rule 0 permit source 10.10.10.0 0.0.0.255
rule 5 permit source 10.10.20.0 0.0.0.255
rule 10 permit source 10.10.100.0 0.0.0.255
#

1.7 tHHEER

o URLE “EME BT P CBFRRE.

mitE IS SE” R COERIE.

FEMIRE “ ZEEAR-LUUKM AL E TR S i “VLAN”.

o JUAIE “TREHEAR-LUKMA TS S E” ) “VLAN”.

o URMEE “ZEHEHAR-LUKMZHE BT P CLLKMNEERES
FEMILE “ ZEEAR-LUKM AT 425 i) “ LUKNEERR R A 7.
PR E “C ZREEOR-IP LS E T P “DHCP”.

PEILE C ZREEARP W E @A S %7 i) “DHCP”,

it E “ACL A QoS FLE 53” H1i) “ACL”.

PEEBLE “ACL f QoS w4 2% ” Hilf] “ACL”.

e  EANLE “ZAMEIRS” 1 “IP Source Guard” .

o  FRMIEE “LAwm4AZE” Hif) “IP Source Guard”,

" H

T I
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2 /R X R 2

2.1 &4

ARG G v /N el X SR 2 X

2.2 AMEK

WK 3 fios, EF/NEX S, S5130 £2518% S5130S £ 41 LA AT Bl Ll i 3226 MR HENZ,
S5560X 418, S6520X 741 LLK A #ATL I &5 308 7 25 A% 0, H DB A8 —AEH MSR &
B EH 2% o

B OAZ N B VRRP A1 P 28 7] FE 1

el X ) AR ] FR oLl 25 380 111 43 BUAS [F) ) VLAN o, 381708 B9k 45 R A% O 2s Bl il id VLAN
BO=2HiE,

WO AZWHIAE Sy DHCP IR552%, Sl X W = 401 1P ik

BENAZ L L E DHCP Snooping DhRE, B kP R P AL e /N e 28 0 Be 1P ki, RIS
H IP Source Guard Ihfg, Bk FA E 52 1P k.

FEH % 5 X A A B2 T 1P RBRE .

&3 /)N AYfE X #2 AU 2E o [E]

Internet

5 Router
GEO/1 ROUTER GEO0/2

GE1/0/7 GE1/0/7
Vlan-int 100 Vlan-int 200
§) Im‘

Access
Switch 4

Access
Switch 3

Access
Switch 2
GE1/02

Access
Switch 1
GE1/0/1

PC1 PC2 PC3 PC4

Webfl45#% FTPAR %5 %%
VLAN10  VLAN20 VLAN 30 VLAN 40 VLAN 50
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2.3 FILER S HIEMX
B A A, AFITFEREWT, BEASIEMLNES I 2.3 (7)% 3.

(1) BERiEA
(2) FECEEH P ML Telnet DR
(3) M 4% i i
(4) FEZOA N DHCP IhfE
(5) MEZOZHNL OSPF DifE
(6) HCEAZ O W] FEPET)RE
(7) MR
=3 BEEBUER
fic & IR it &I i & H4E il
Bk i3 Console 1 5 B et S 5 B Z%ﬁﬁﬁ%wﬁﬁﬁ#%i
THHLELEVLANIVLAN 1.
Ny N o tts
TIVLAN VLAN 5 WA K B NS FEVLAN
A& % VLANS it B g &
VLAN
AL LLACCSW 1 94
e 5 BT DA 3L,
telnetIfg oy E MM RO
B LK M ek B | 10.10.1.1/24 M-GigabitEthernet0/0/0 fii &

VLAN$Z [Pk

1Pk - B3 28 AL

WA PUR M 32
ML, TS FVLANS: O E 1P
Hhuhik

HERRAZ AL Iy 1 B E N

trunk 28 R oy 11— B T i
AL
accessZR Ay 11— TR

Uit 11 20 trunk, EBEPCHMITZEN | PC
aceess. hybrid )5 12 i 1 5
fid B & O A E%ﬂ}iﬂ%éﬁi%%i?ﬁem, Ay
VLAN HRiERPC
AP TAFIE 1B 2 I
ACCSW1: VLAN 10. 20 =, KBE AR 4 2IVLANLO
VLAN ID CORESW1: VLAN 10. 20. | ‘F» #8IIBXI%Z FIVLAN20
30. 40. 50. 100. 300 #% 0 32 #1138 1 Vian-int100
TR R A
DHCP Server CORESW1. CORESW?2 @j %éﬁ:ﬂ; Pbiz#idl2
Bt el e i erver
E DHCP i 55 % i S i
e VLAN 10: ip pool 10 FEITTARI 235 Mip pool 1071 %k

H ikt

VLAN 20: ip pool 20

HUPHb AL
ERIIBI £ Mip pool 2093k
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fic & 25 1% fig &I it & i gt
BUPH
Huhk o e 75 =X B S e DY B LA L &
Vlan-int100 f F#% 0 32 e pl 1
LLCORESW1 4 5 R X H OB H SR

Vlan-int10: 192.168.10.1/24

Vlan-int300 f] F 4% 0 38 #e Wl 1

A AR 2%
EEROIHI | oy g Vian-int20: 192.168.20.1/24 'ﬁ&_bx%}m X
% , LT HEHLLERE
Vlan-int300: 172.16.3.1/24 g, SIIASETIBZ A A Ll
IO WAL G
GE1/0/3 4 H 1 % i #% & #%
P O H P GE1/0/3: 202.101.100.2/30 | Internetffj821, —MEFRAA M
BN
ML 5 O e
BE A IPHbE, O
INZIZES 202.101.100.1/30 78 b 75 2 B — 2R AR % R
femzht, FHFHRSHMR
fic B e b g B K Enternet
DNSHE 1 202.101.100.199 DNS i 5 25 Fl RS2 T ke
1Pt
GE1/0/1. GE1/0/2yH: I §% i
GE1/0/1: 172.16.1.2/24 ERENMED, GEL/0/1
AR IPALAL GE1/0/2: 172.16.2.2/24 ERF %, GEL/ORIEZ A B
%
A HHL L LB EEREOE, AR e
Be H DHCP | oprp ) GE1/0/1 SO AT B2 T N [T DHCP AR
Snooping f1 1P | GEL1/0/2 S, Bk P A B B £ 28

Source Guard

TP

2.4 BLE LT
2.4.1 BEEIBANZHA
X inm

FEANZHEH ACCSW1. ACCSW2. ACCSW3 #= ACCSW4 &t B AHEE]. A NP ABLEEAR
AL ACCSW1 A 45 8A Be & 7 ik,

(1) @i Console N K& FH &
# K PC WAL
B8 PC B H AR AR, 1EANEAE PC A RIIG LT, H e D 4ddfi ABE ki PC.
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(2)

# AL i BE AL 7 A C B RIS RE PC LML . RS E I F 5 DB-9 (FL) ik
A PCHL 95 (BF) & HH, PRk RJI-45 #fi ki dfi N % # 1) Console .

N
o  EBMFIAEED LMARR, A EIREAE D,
o AFTEREOEYGE, FHLKE RI-455%, BIKT DB-9s%,

El4 #ig&5 PCBIRE O BATHITIERE

—
RS-232 Console [l @
i & H 2%

Host Device

# 45 PC LH,
# 1E PC LT & mfi BT, #%IRE 4 BoREE Zm S5

x4 BinBHRE

BH &
kS 9600
EVE/RIA 8
(EAIRD2 1
AR 7
i e il 7
# s B

B BRA WS, B R A2\ S A

Z i

BB FBEOLT, iid Console Bk iX&49iMEH X4 None, BP RE 2/ P 4. BAEP ] A KK
&. BAREXRE, EDUSHEGE Console P A F & 09IAES KGR &H) e, A X
i@ it Console @ A& FiZ &0 INIES RGN, E AT e fe B F M “HA e 4597

Fhy BFIEE .

Bt & IP Huhk Al Telnet
# 17 VLAN 5, JF¥ 811 Ten-GigabitEthernet1/0/10 I AE] VLAN 5 /1. B 5034 42 WX 85 (1 22
/& Ten-GigabitEthernet1/0/10.

<Sysname> system-view
System View: return to User View with Ctrl+Z.
[Sysname] sysname ACCSW1
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[ACCSW1] vlan 5
[ACCSW1-vlan5] port ten-gigabitethernet 1/0/10
[ACCSW1-vlan5] quit

# G4 VLAN #2111 5, FPK4100 1P bk fc & >y 10.10.1.1/24.
[ACCSW1] interface vlan-interface 5
[ACCSW1-VIan-interface5] ip address 10.10.1.1 24
[ACCSW1-VIan-interface5] quit

# JT IS Telnet IR%

[ACCSW1] telnet server enable

# ML E Telnet B3] scheme AETT o

[ACCSW1] line vty 0 63

[ACCSW1-line-vty0-63] authentication-mode scheme

[ACCSW1-line-vty0-63] quit

# QUK P, JFRCE A T BED . FP AOAIRST R . A ] A4 ARG 10
admin, R45IAA telnet, I 4 network-admin.

[ACCSW1] local-user admin

New local user added.

[ACCSW1-luser-manage-admin] password simple hellol2345

[ACCSW1-luser-manage-admin] authorization-attribute user-role network-admin
[ACCSW1-luser-manage-admin] service-type telnet

[ACCSW1-luser-manage-admin] quit

# 15 %0 LIl Telnet Bog 2%, WAL P MM, HIUH PR R ar 1718
IR I o

C:\Users\Administrator> telnet 10.10.1.1

*hkhk B S * *

* Copyright (c) 2004-2019 New H3C Technologies Co., Ltd. All rights reserved.*
* Without the owner®s prior written consent, *
* no decompiling or reverse-engineering shall be allowed. *

*hkhk Kk Kk *xkKkkk *x

login: admin
Password:

= i
bR &k 4 42 82 2L S5560X-30C-PWR-El %% (Release 1118P07 #iA ) A4, EAkdy
H 12 BaF AR & L IRE LA .

(3) HKLE#H:ME VLAN

# RN LA VLAN 10 Al VLAN 20.

[ACCSW1] vlan 10 20

# ¥i%EH: PCL 3210 GigabitEthernet1/0/1 i\ VLAN 10, JFECE Jviki ki .
[ACCSW1] interface gigabitethernet 1/0/1

[ACCSW1-GigabitEthernetl/0/1] port link-type access
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[ACCSW1-GigabitEthernetl/0/1] port acess vlan 10
[ACCSW1-GigabitEthernetl/0/1] stp edged-port
[ACCSW1-GigabitEthernetl/0/1] quit
# Y5748 PCL 3% 0 GigabitEthernet1/0/2 i\ VLAN 20, FHic & A%k .
[ACCSW1] interface gigabitethernet 1/0/2
[ACCSW1-GigabitEthernetl/0/2] port link-type access
[ACCSW1-GigabitEthernetl/0/2] port acess vlan 20
[ACCSW1-GigabitEthernetl/0/2] stp edged-port
[ACCSW1-GigabitEthernetl/0/2] quit
# J4% 1 GigabitEthernet1/0/3 #l GigabitEthernet1/0/4 f4% i 25 B B 4 Trunk I 7014 VLAN
10 F1 VLAN 20 [#fcdid .
[ACCSW1] interface gigabitethernet 1/0/3
[ACCSW1-GigabitEthernetl/0/3] port link-type trunk
[ACCSW1-GigabitEthernetl/0/3] port trunk permit vlan 10 20
[ACCSW1-GigabitEthernetl/0/3] quit
[ACCSW1] interface gigabitethernet 1/0/4
[ACCSW1-GigabitEthernetl/0/4] port link-type trunk
[ACCSW1-GigabitEthernetl/0/4] port trunk permit vlan 10 20
[ACCSW1-GigabitEthernetl/0/4] quit
# #7& ACCSW1 I~ VLAN 10 #1 VLAN 20 (AL E (5 2 .
[ACCSW1] display vlan 10
VLAN ID: 10
VLAN type: Static
Route interface: Not configured
Description: VLAN 0010
Name: VLAN 0010
Tagged ports:
GigabitEthernetl/0/3
GigabitEthernetl/0/4
Untagged ports:
GigabitEthernetl/0/1
[ACCSW1] display vlan 20
VLAN ID: 20
VLAN type: Static
Route interface: Not configured
Description: VLAN 0020
Name: VLAN 0020
Tagged ports:
GigabitEthernetl/0/3
GigabitEthernetl/0/4
Untagged ports:
GigabitEthernetl/0/2

(4) B E BPDU £ 1hfE
[ACCSW1] stp bpdu-protection
(5) MCE DHCP snooping
# JTJ5 DHCP Snooping ZhfE.
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(6)

(7)

[ACCSW1] dhcp snooping enable

# 18 € GigabitEthernet1/0/3 4 DHCP Snooping Th&E {5 F5m 11 .
[ACCSW1] interface gigabitethernet 1/0/3
[ACCSW1-GigabitEthernetl/0/3] dhcp snooping trust interface

[ACCSW1-GigabitEthernetl/0/3] quit

fit & IP Source Guard

# JF )3 #2101 GigabitEthernet1/0/1. GigabitEthernet1/0/2 [f) IPvA $2 14852 ThE, 48EE IP Hb
HEFI MAC Hitik, JF )5 F#: 1 /¥) DHCP Snooping KL & T EE

[ACCSW1] interface gigabitethernet 1/0/1

[ACCSW1-GigabitEthernetl/0/1] ip verify source ip-address mac-address
[ACCSW1-GigabitEthernetl/0/1] dhcp shooping binding record
[ACCSW1-GigabitEthernetl/0/1] quit

[ACCSW1] interface gigabitethernet 1/0/2

[ACCSW1-GigabitEthernetl/0/2] ip verify source ip-address mac-address
[ACCSW1-GigabitEthernetl/0/2] dhcp snooping binding record
[ACCSW1-GigabitEthernetl/0/2] quit

PRAFECE
# AR AN LA E (BLACCSWL AHD .

[ACCSW1] save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

2.4.2 FLERZD3ZHRM

X
A8 AL CORESW1 #= CORESW?2 ¢ 8t B AR AARR] . A o LAFZRULE, VAR B AZ S SR
CORESW1 4 #3490 e B 7 i% .

(1)

fic & #2115 VLAN

# €% VLAN 10. VLAN 20. VLAN 30. VLAN 40. VLAN 50. VLAN 100 #1 VLAN 300
<Sysname> system-view

[Sysname] sysname CORESW1

[CORESW1] vlan 10 20 30 40 50 100 300

# L B #2 1 GigabitEthernet1/0/1 FEEEE ALY Trunk, FF7¥F VLAN 10 A1 20 Fyfi SCidid .
[CORESW1] interface gigabitethernet 1/0/1

[CORESW1-GigabitEthernetl/0/1] port link-type trunk

[CORESW1-GigabitEthernetl/0/1] port trunk permit vlan 10 20
[CORESW1-GigabitEthernetl/0/1] quit
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# IiC B #2111 GigabitEthernet1/0/5 fI5E 257N Trunk, 0¥ VLAN 300 [l SCil i,
[CORESW1] interface gigabitethernet 1/0/5

[CORESW1-GigabitEthernetl/0/5] port link-type trunk
[CORESW1-GigabitEthernetl/0/5] port trunk permit vlan 300
[CORESW1-GigabitEthernetl/0/5] quit

# TC B AR O RS B R A I VX R ) VLAN i, BT B I FE R
(2) HCE VLAN £

# Q% VLAN £ 10, FFR 00 1P #ibk il B 4 192.168.10.1/24.
[CORESW1] interface vlan-interface 10
[CORESW1-Vlan-interfacelO] ip address 192.168.10.1 24
[CORESW1-Vlan-interfacelO] quit

# Qg VLAN #2111 20, FF4 00 1Ptk it & 192.168.20.1/24.
[CORESW1] interface vlan-interface 20

[CORESW1-Vlan-interface20] ip address 192.168.20.1 24
[CORESW1-VIlan-interface20] quit

# @) VLAN #2111 100, FR481010 1P Hhhi i B 4 172.16.1.1/24.
[CORESW1] interface vlan-interface 100
[CORESW1-VIan-interfacelO0] ip address 172.16.1.1 24
[CORESW1-VIan-interfacelO0] quit

# @17 VLAN $: 11 300, FF458: 1010 IP bl i B ok 172.16.3.1/24.
[CORESW1] interface vlan-interface 300

[CORESW1-VIan-interface300] ip address 172.16.3.1 24
[CORESW1-Vlan-interface300] quit
# G HA VLAN 8200, IFECE 1P Mk, FARRC B ARng .
# #iF CORESWL1 I VLAN 10. VLAN 20. VLAN 100. VLAN 300 fJfCE S S .
[CORESW1] display vlan 10

VLAN ID: 10

VLAN type: Static

Route interface: Configured

IPv4 address: 192.168.10.1

IPv4 subnet mask: 255.255.255.0

Description: VLAN 0010

Name: VLAN 0010

Tagged ports:

GigabitEthernetl/0/1

Untagged ports: None
[CORESW1] display vlan 20

VLAN ID: 20

VLAN type: Static

Route interface: Configured

IPv4 address: 192.168.20.1

IPv4 subnet mask: 255.255.255.0

Description: VLAN 0020

Name: VLAN 0020

Tagged ports:
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®3)

GigabitEthernetl/0/2

Untagged ports: None
[CORESW1] display vlan 100
VLAN ID: 100

VLAN type: Static

Route interface: Configured
IPv4 address: 172.16.1.1
IPv4 subnet mask: 255.255.255.0
Description: VLAN 0100

Name: VLAN 0100

Tagged ports: None
Untagged ports: None
[CORESW1] display vlan 300
VLAN ID: 300

VLAN type: Static

Route interface: Configured
IPv4 address: 172.16.3.1
IPv4 subnet mask: 255.255.255.0
Description: VLAN 0300

Name: VLAN 0300

Tagged ports:

GigabitEthernetl/0/5
Untagged ports: None
fid & VRRP 17}

IEH AR BT PP I B4 1% 3] CORESWL #4740, 4524 CORESW1 5, CORESW1
) EATEES U Y 5, VRRP &4 2011 #: CORESW2 A%, WM & ik s
CORESW?2.

# £ CORESW1 L[ E VRRP &M 4HT)fE.

# 08 VRRP &40 1, L E VRRP &441 1 L 1P #ilik ol 172.16.3.10.

[CORESW1] interface vlan-interface 300
[CORESW1-VIlan-interface300] vrrp vrid 1 virtual-ip 172.16.3.10

# W E CORESWI1 1 VRRP #1341 1 PHILE40h 120, T CORESW2 HIfit5t4¢ 100,
PAPRIIE CORESW1 4 Master it 5t % it & .

[CORESW1-VIlan-interface300] vrrp vrid 1 priority 120

# ¥ B CORESW1 LAETEH: 57730, ARIE CORESWL MBI & 5 , 6 F k36 o Bh Master,
P {2 CORESWL IEF T4, #ith CORESWL fi it kKifis. N 1 Gl 1R A D)
e, WCEG S AEIRI[A] Y 5000 JEAD.

[CORESW1-VIlan-interface300] vrrp vrid 1 preempt-mode delay 5000
[CORESW1-Vlan-interface300] quit

# BN EATHE GigabitEthernet1/0/7 Py HRR A KRERH Track I 1. 4R Track TR Ny
Negative, i8] CORESW1 f 4745 11 HY IR ik fe

[CORESW1] track 1 interface gigabitethernet 1/0/7

[CORESW1-track-1] quit

# B A Track Tl
[CORESW1] interface vlan-interface 300
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[CORESW1-VIan-interface300] vrrp vrid 1 track 1 priority reduced 30

# {E CORESW2 [t E VRRP &M 41ThEk. Ol VRRP #&14H 1, HEE VRRP &4l 1
FRREAIL 1P M2y 172.16.3.10.

<Sysname> system-view

[Sysname] sysname CORESW2

[CORESW2] interface vlan-interface 300

[CORESW2-VIlan-interface300] vrrp vrid 1 virtual-ip 172.16.3.10

# IiL B CORESW2 7E VRRP #1741 1 itk 2%y 100,

[CORESW2-VIlan-interface300] vrrp vrid 1 priority 100

# LB CORESW2 LAEAEH 73, #85EEm Ay 5000 JEF).
[CORESW2-VIan-interface300] vrrp vrid 1 preempt-mode delay 5000
[CORESW2-VIlan-interface300] quit

# 7t CORESW1 Lf#i[H] display vrrp verbose #ir4 i) VRRP &{n 4115 .
[CORESW1] display vrrp verbose

I1Pv4 Virtual
Running mode :

Router Information:

Standard

Total number of virtual routers : 1
Interface Vlan-interface300

VRID o1 Adver Timer : 100
Admin Status - Up State . Master
Config Pri - 120 Running Pri : 120
Preempt Mode : Yes Delay Time - 5000
Auth Type : None
Virtual IP : 172.16.3.10
Virtual MAC : 0000-5e00-0101
Master IP : 172.16.3.1
VRRP Track Information:
Track Object o1 State : Positive Pri Reduced : 30

# £ CORESW?2 Lf#i [l display vrrp verbose fir4##] VRRP &3 4115 H .
[CORESW2] display vrrp verbose

IPv4 Virtual
Running mode :

Router Information:

Standard

Total number of virtual routers : 1
Interface Vlan-interface300

(4)

VRID o1 Adver Timer : 100
Admin Status - Up State - Backup
Config Pri - 100 Running Pri  : 100
Preempt Mode : Yes Delay Time = 5000
Become Master : 27810ms left

Auth Type : None

Virtual 1P : 172.16.3.10

Virtual MAC : 0000-5e00-0101

Master IP 1 172.16.3.1

# HILAT W, VRRP &432H003 1), CORESWI1 A Master %4, CORESW2 & Backup %

Fro

fiCE DHCP JIk%5#%, JFAERE

27



# J1 )5 DHCP k%5 .

[CORESW1] dhcp enable

# Al DHCP Hhbibith 1, FIskA 192.168.10.0/24 W B P 2 7 it /) FRsh 45 1P Huhik, FFHc &
DNS ks asttutil. RIS, H, 9T ERALEC & [EH E 1 1P Hidik 192.168.10.254.
[CORESW1] dhcp server ip-pool 1

[CORESW1-dhcp-pool-1] network 192.168.10.0 mask 255.255.255.0
[CORESW1-dhcp-pool-1] gateway-list 192.168.10.1

[CORESW1-dhcp-pool-1] dns-list 202.101.100.199

[CORESW1-dhcp-pool-1] expired day 30

[CORESW1-dhcp-pool-1] static-bind ip-address 192.168.10.254 24 client-identifier
aabb-cccc-dd

[CORESW1-dhcp-pool-1] quit

# G DHCP Hiulikith 2, JHokN 192.168.20.0/24 W BLP (1% 7 s /) BEhAs P Huht, JFieE
DNS Iz 552 tthdil . H e, FH.

[CORESW1] dhcp server ip-pool 2

[CORESW1-dhcp-pool-2] network 192.168.20.0 mask 255.255.255.0
[CORESW1-dhcp-pool-2] gateway-list 192.168.20.1

[CORESW1-dhcp-pool-2] dns-list 202.101.100.199

[CORESW1-dhcp-pool-2] expired day 30

[CORESW1-dhcp-pool-2] quit

# & VLAN #2117 10 1 VLAN #1120 LAE#E DHCP ik 5 #58x.

[CORESW1] interface vlan-interface 10
[CORESW1-Vlan-interfacel0] dhcp select server
[CORESW1-Vlan-interfacelO] quit
[CORESW1 interface vlan-interface 20
[CORESW1-VIan-interface20] dhcp select server
[CORESW1-Vlan-interface20] quit
# {fH display dhcp server pool 74 #%& DHCP Ml {5 S .
[CORESW1] display dhcp server pool
Pool name: 1

Network: 192.168.10.0 mask 255.255.255.0

expired 30 00 0

gateway-list 192.168.10.1

static bindings:

ip-address 192.168.10.254 mask 255.255.255.0
client-identifier aabb-cccc-dd

Pool name: 2

Network: 192.168.20.0 mask 255.255.255.0

expired 30 0 0 O

gateway-list 192.168.20.1

(5) ME OSPF
CORESW1 ] OSPF it & -

[CORESW1] ospf 100 router-id 2.2.2.2

[CORESW1-o0spf-100] area O

[CORESW1-o0spf-100-area-0.0.0.0] network 172.16.1.0 0.0.0.255
[CORESW1-o0spf-100-area-0.0.0.0] network 172.16.3.0 0.0.0.255
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[CORESW1-ospf-100-area-0.0.0.0] network 192.168.10.0 0.0.0.255
[CORESW1-ospf-100-area-0.0.0.0] network 192.168.20.0 0.0.0.255
[CORESW1-o0spf-100-area-0.0.0.0] quit

[CORESW1-0spf-100] quit

CORESW?2 ] OSPF Bt &

[CORESW2] ospf 100 router-id 3.3.3.3

[CORESW2-0spf-100] area O

[CORESW2-0spf-100-area-0.0.0.0] network 172.16.2.0 0.0.0.255
[CORESW2-0spf-100-area-0.0.0.0] network 172.16.3.0 0.0.0.255
[CORESW2-ospf-100-area-0.0.0.0] network 192.168.10.0 0.0.0.255
[CORESW2-ospf-100-area-0.0.0.0] network 192.168.20.0 0.0.0.255
[CORESW2-0spf-100-area-0.0.0.0] quit

[CORESW2-0spf-100] quit

# {fif] display ospf peer 4 #&%H CORESW1 L) OSPF 4J&15 .
[CORESW1] display ospf peer

OSPF Process 100 with Router ID 2.2.2.2
Neighbor Brief Information

Area: 0.0.0.0

Router ID Address Pri Dead-Time State Interface
3.3.3.3 172.16.3.2 1 33 Full/DR VIan300
# {fif] display ospf peer 4 & %H CORESW2 L[] OSPF 4BJ&15 .
[CORESW2] display ospf peer

OSPF Process 100 with Router ID 3.3.3.3
Neighbor Brief Information

Area: 0.0.0.0
Router ID Address Pri Dead-Time State Interface
2.2.2.2 172.16.3.1 1 36 Ful1/BDR VIan300
(6) MRIFHE
# ORAFIZ O ACHHL ERIBRCE (BL CORESW1 A .
[CORESW1] save
The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]
(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y
Validating file. Please wait...
Saved the current configuration to mainboard device successfully.

2.4.3 BEEH OKHZE

(1) FEAMEORAMEDIP
# BCE N IP bk,

[Router] interface GigabitEthernet 1/0/1
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(2)

®3)

[Router-GigabitEthernetl/0/1] ip address
[Router-GigabitEthernetl/0/1] quit
[Router] interface GigabitEthernet 1/0/2
[Router-GigabitEthernetl/0/2] ip address
[Router-GigabitEthernetl/0/2] quit

# HCE A M 1P k.
[Router] interface GigabitEthernet 1/0/3

[Router-GigabitEthernetl/0/3] ip address
[Router-GigabitEthernetl/0/3] quit

e & fovr B ACL

# MCE ACL.

[Router] acl basic 2000
[Router-acl-ipv4-basic-2000] rule permit
[Router-acl-ipv4-basic-2000] rule permit
[Router-acl-ipv4-basic-2000] rule permit
[Router-acl-ipv4-basic-2000] rule permit
[Router-acl-ipv4-basic-2000] rule permit
[Router-acl-ipv4-basic-2000] quit

# B E AR oS e .

[Router] interface gigabitethernet 1/0/1

172.16.1.2 24

172.16.2.2 24

202.101.100.2 30

source 192.168.10.0 0.0.0.255
source 192.168.20.0 0.0.0.255
source 172.16.1.0 0.0.0.255
source 172.16.2.0 0.0.0.255
source 172.16.3.0 0.0.0.255

[Router-GigabitEthernetl/0/1] packet-filter 2000 inbound

[Router-GigabitEthernetl/0/1] quit
[Router] interface gigabitethernet 1/0/2

[Router-GigabitEthernetl/0/2] packet-filter 2000 inbound

[Router-GigabitEthernetl/0/2] quit
[Router] packet-filter default deny

# ffiffl display acl i4#F ACL A (E ..

[Router] display acl 2000
Basic IPv4 ACL 2000, 5 rules,
ACL"s step is 5, start ID is O

rule O permit source 192.168.10.0 0.0.0.
rule 5 permit source 192.168.20.0 0.0.0.

255
255

rule 10 permit source 172.16.1.0 0.0.0.255
rule 15 permit source 172.16.2.0 0.0.0.255
rule 20 permit source 172.16.3.0 0.0.0.255

# {fiff] display packet-Ffilter 14 & & ACL 753k 3G I A i B H 50 o

[Router] display packet-filter interface
Interface: GigabitEthernetl/0/1

Inbound policy:

1Pv4 ACL 2000
[Router] display packet-filter interface
Interface: GigabitEthernetl/0/2

Inbound policy:

1Pv4 ACL 2000

it & OSPF
foE — KB iR EE R,
30

gigabitethernet 1/0/1 inbound

gigabitethernet 1/0/2 inbound



[Router] ip route-static 0.0.0.0 0.0.0.0 202.101.100.1

H T AR OSPF FLE . 7E OSPF ] NERAE ERH, T 42 Y I AT A IR
[Router] ospf 10 router-id 1.1.1.1

[Router-ospf-10] default-route-advertise always

[Router-ospf-10] area O

[Router-ospf-10-area-0.0.0.0] network 172.16.1.0 0.0.0.255
[Router-ospf-10-area-0.0.0.0] network 172.16.2.0 0.0.0.255
[Router-ospf-10-area-0.0.0.0] quit

[Router-ospf-10] quit

# il display ospf peer w4 £ % Router L] OSPF 4BJE1E E.
[Router] display ospf peer

OSPF Process 100 with Router ID 1.1.1.1
Neighbor Brief Information

Area: 0.0.0.0

Router 1D Address Pri Dead-Time State Interface
2.2.2.2 172.16.1.1 1 31 Full/DR GE1/0/1
3.3.3.3 172.16.2.1 1 39 Full/BDR GE1/0/2

# i H display ospf routing fir% &% CORESW1 L] OSPF ¥ H#E(E .
[CORESW1] display ospf routing

OSPF Process 100 with Router ID 2.2.2.2
Routing Table

Topology base (MTID 0)

Routing for network

Destination Cost Type NextHop AdvRouter Area
172.16.1.0/24 1 Transit 0.0.0.0 2.2.2.2 0.0.0.0
172.16.2.0/24 2 Transit 172.16.3.2 1.1.1.1 0.0.0.0
172.16.2.0/24 2 Transit 172.16.1.2 1.1.1.1 0.0.0.0
172.16.3.0/24 1 Transit 0.0.0.0 3.3.3.3 0.0.0.0
Routing for ASEs

Destination Cost Type Tag NextHop AdvRouter
0.0.0.0/0 1 Type2 1 172.16.1.2 1.1.1.1

Total nets: 5
Intra area: 4 Inter area: 0 ASE: 1 NSSA: O

# i1 H display ospf routing fir%#%& CORESW2 L] OSPF ¥ H#E(E 5.
[CORESW2] display ospf routing

OSPF Process 100 with Router ID 3.3.3.3
Routing Table

Topology base (MTID 0)
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Routing for network

Destination Cost Type NextHop AdvRouter Area
172.16.1.0/24 2 Transit 172.16.3.1 2.2.2.2 0.0.0.0
172.16.1.0/24 2 Transit 172.16.2.2 2.2.2.2 0.0.0.0
172.16.2.0/24 1 Transit 0.0.0.0 1.1.1.1 0.0.0.0
172.16.3.0/24 1 Transit 0.0.0.0 3.3.3.3 0.0.0.0
Routing for ASEs

Destination Cost Type Tag NextHop AdvRouter
0.0.0.0/0 1 Type2 1 172.16.2.2 1.1.1.1

Total nets: 5
Intra area: 4 Inter area: 0 ASE: 1 NSSA: O

(4) TFcE DNS f@EsT

[Router] dns server 202.101.100.199
[Router] dns proxy enable

(5) BCEIET IP L IP W PR
# L& CAR %%,

[Router] qos carl 1 source-ip-address range 192.168.10.1 to 192.168.10.254 per-address
shared-bandwidth

[Router] qos carl 2 source-ip-address range 192.168.20.1 to 192.168.20.254 per-address
shared-bandwidth

[Router] qos carl 3 destination-ip-address range 192.168.10.1 to 192.168.10.254
per-address shared-bandwidth

[Router] qos carl 4 destination-ip-address range 192.168.20.1 to 192.168.20.254
per-address shared-bandwidth

# FC B R

[Router] interface gigabitethernet 1/0/1
[Router-GigabitEthernetl/0/1] qos car inbound carl 1 cir 512
[Router-GigabitEthernetl/0/1] qos car inbound carl 2 cir 512
[Router-GigabitEthernetl/0/1] gos car outbound carl 3 cir 512
[Router-GigabitEthernetl/0/1] gos car outbound carl 4 cir 512
[Router-GigabitEthernetl/0/1] quit

[Router] interface gigabitethernet 1/0/2
[Router-GigabitEthernetl/0/2] qgos car inbound carl 1 cir 512
[Router-GigabitEthernetl/0/2] gos car inbound carl 2 cir 512
[Router-GigabitEthernetl/0/2] qos car outbound carl 3 cir 512
[Router-GigabitEthernetl/0/2] qos car outbound carl 4 cir 512
[Router-GigabitEthernetl/0/2] quit

# {H/H display qos carl 4 %% CAR ¥,
[Router] display qos carl

List Rules

1 source-ip-address range 192.168.10.1 to 192.168.10.254 per-address
shared-bandwidth
2 source-ip-address range 192.168.20.1 to 192.168.20.254 per-address

shared-bandwidth
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3 destination-ip-address range 192.168.10.1 to 192.168.10.254 per-address
shared-bandwidth

4 destination-ip-address range 192.168.20.1 to 192.168.20.254 per-address
shared-bandwidth
# fiiH display qos car interface fr % &FH MR ERELEHUMAEIHEE.
[Router] display gqos car interface gigabitethernet 1/0/1
Interface: GigabitEthernetl/0/1
Direction: inbound
Rule: If-match carl 1
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action : discard
Green packets : 0 (Packets), 0 (Bytes)
Yellow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Rule: If-match carl 2
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action . discard
Green packets : 0 (Packets), 0 (Bytes)
Yellow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Direction: outbound
Rule: If-match carl 3
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action : discard
Green packets : 0 (Packets), 0 (Bytes)
Yellow packets: 0 (Packets), 0O (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Rule: If-match carl 4
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action : discard
Green packets : 0 (Packets), O (Bytes)
Yellow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
[Router] display qos car interface gigabitethernet 1/0/2
Interface: GigabitEthernetl/0/2
Direction: inbound
Rule: If-match carl 1
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass

Yellow action : pass
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(6)

Red action : discard
Green packets : 0 (Packets), O (Bytes)
Yellow packets: 0 (Packets), O (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Rule: If-match carl 2
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action : discard
Green packets : 0 (Packets), 0 (Bytes)
Yellow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Direction: outbound
Rule: If-match carl 3
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action : discard
Green packets : 0 (Packets), 0 (Bytes)
Yellow packets: 0 (Packets), 0 (Bytes)
Red packets : 0 (Packets), 0 (Bytes)
Rule: If-match carl 4
CIR 512 (kbps), CBS 32000 (Bytes), EBS 0 (Bytes)
Green action : pass
Yellow action : pass
Red action . discard
Green packets : 0 (Packets), 0 (Bytes)
Yellow packets: 0 (Packets), O (Bytes)
Red packets : 0 (Packets), 0 (Bytes)

PRAFICE
# R4 D% 1 28 Router FITCE .

[Router] save

The current configuration will be written to the device. Are you sure? [Y/N]:y
Please input the file name(*.cfg)[flash:/startup.cfg]

(To leave the existing filename unchanged, press the enter key):
flash:/startup.cfg exists, overwrite? [Y/N]:y

Validating file. Please wait...

Saved the current configuration to mainboard device successfully.

2.5 WUFACE

(1)

A — AN TP & PC [/ A LA ping i@ .
# LA VLAN 10 FrfEfDL g5 &80, PC (A2 iEid ACCSWI skl — )= Hal i) . kA A .
ping M IEH, W =2 Bl IEH .
<PC1> ping 192.168.10.83
Ping 192.168.10.83 (192.168.10.83): 56 data bytes, press CTRL+C to break
56 bytes from 192.168.10.83: icmp_seq=0 ttl=255 time=1.328 ms
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(2)

3)

#

56 bytes from 192.168.10.83: icmp_seq=1 ttl=255 time=0.808 ms
56 bytes from 192.168.10.83: icmp_seq=2 ttl=255 time=0.832 ms
56 bytes from 192.168.10.83: icmp_seq=3 ttl=255 time=0.904 ms
56 bytes from 192.168.10.83: icmp_seq=4 ttl=255 time=0.787 ms

--- Ping statistics for 192.168.10.83 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.787/0.932/1.328/0.202 ms
FAANFEIER T A ) PC AILL ping i,

# S0 1R (38 & BT CORESW1 5k CORESW2 SEHLf . Wik 7 2 6] H. ping MR IE %,
DU B AN 1) 2 (Rt VAN 32 1 sE P = )2 BB IR .

<PC1> ping 192.168.20.5

Ping 192.168.20.5 (192.168.20.5): 56 data bytes, press CTRL+C to break
56 bytes from 192.168.20.5: icmp_seqg=0 ttl=255 time=69.146 ms

56 bytes from 192.168.20.5: icmp_seq=1 ttl=255 time=1.735 ms

56 bytes from 192.168.20.5: icmp_seq=2 ttl=255 time=1.356 ms

56 bytes from 192.168.20.5: icmp_seq=3 ttl=255 time=1.302 ms

56 bytes from 192.168.20.5: icmp_seq=4 ttl=255 time=1.379 ms

--- Ping statistics for 192.168.20.5 ---
5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.302/14.984/69.146/27.082 ms

R %% — G PC AT LA ping @AM
# DL VLAN 10 AT7E 4381 1A, J@8REAE PCL I ping A PR S&HE RIS H 1012 B a5
BLEE v IP Hhhk) SRIGUE R A rT CAVS R A, a5 ping WRIE R, U138 BH P9 I
VAR IR o 7725 00 1 2L

2.6 BEENXH

PN AL ACCSW1:

sysname ACCSW1

#

telnet server enable

#

dhcp snooping enable

#

vlan 5

#

vlan 10

#

vlan 20

#

stp bpdu-protection

#

interface Vlan-interface5
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ip address 10.10.1.1 255.255.255.0
#
interface GigabitEthernetl/0/1
port link-mode bridge
port access vlan 10
stp edged-port
ip verify source ip-address mac-address
dhcp snooping binding record
#
interface GigabitEthernetl/0/2
port link-mode bridge
port access vlan 20
stp edged-port
ip verify source ip-address mac-address
dhcp snooping binding record
#
interface GigabitEthernetl/0/3
port link-mode bridge
port link-type trunk
port trunk permit vlan 10 20
dhcp snooping trust
#
interface GigabitEthernetl/0/4
port link-mode bridge
port link-type trunk
port trunk permit vlan 10 20
#
interface Ten-GigabitEthernetl1/0/10
port link-mode bridge
port access vlan 5
#
line vty 0 63
authentication-mode scheme
#
local-user admin class manage

password hash
$h$6$2IST20ub4uEzjy2F$cXW303It5Ci 21ECze7w2MdRpLebMaE4vXBo59FrurlZs+Knxw760NBu+HiBOzgkTfr
nwlPheOrSRa5d+0SI Ibg==

service-type telnet

authorization-attribute user-role network-admin

authorization-attribute user-role network-operator
#

. BN #HL ACCSW2. ACCSW3. ACCSW4:

AN ACCSW2. ACCSW3. ACCSW4 [k T VLAN ID. ‘B VLAN £ IP Huhl. #: 0% 5
5 ACCSW1 A4, HAhRE 5 ACCSW AH[E, A& LS.

o IZOAHAHL CORESW1

#
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sysname CORESW1
#
track 1 interface GigabitEthernetl/0/7
#
ospf 100 router-id 3.3.3.3
area 0.0.0.0
network 172.16.1.0 0.0.0.255
network 172.16.3.0 0.0.0.255
network 192.168.10.0 0.0.0.255
network 192.168.20.0 0.0.0.255
#
dhcp enable
#
vlan 10
#
vlan 20
#
vlan 30
#
vlan 40
#
vlan 50
#
vlan 100
#
vlan 300
#
ftth
#
dhcp server ip-pool 1
gateway-list 192.168.10.1
network 192.168.10.0 mask 255.255.255.0
dns-list 202.101.100.199
expired day 30
static-bind ip-address 192.168.10.254 mask 255.255.255.0 client-identifier aabb-cccc-dd
#
dhcp server ip-pool 2
gateway-list 192.168.20.1
network 192.168.20.0 mask 255.255.255.0
dns-list 202.101.100.199
expired day 30
#
interface Vlan-interfacelO
ip address 192.168.10.1 255.255.255.0
#
interface Vlan-interface20
ip address 192.168.20.1 255.255.255.0
#
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interface Vlan-interfacelO0
ip address 172.16.1.1 255.255.255.0
#
interface Vlan-interface300
ip address 172.16.3.1 255.255.255.0
vrrp vrid 1 virtual-ip 172.16.3.10
vrrp vrid 1 priority 120
vrrp vrid 1 preempt-mode delay 5000
vrrp vrid 1 track 1 priority reduced 30
#
interface GigabitEthernetl/0/1
port link-mode bridge
port link-type trunk
port trunk permit vlan 10
#
interface GigabitEthernetl/0/2
port link-mode bridge
port link-type trunk
port trunk permit vlan 20
#
interface GigabitEthernetl/0/5
port link-mode bridge
port link-type trunk
port trunk permit vlan 300
#

o LN CORESW2:

ZO Al CORESW2 [ 7 VLAN ID. #1445 . OSPF [f] router-id. VRRP #1340 1 (o2
5 CORESW1 ANF4h, HAhELE S5 CORESWL AHF, MHlE ST .

. H T #% %% Router

#

sysname Router
#

packet-filter default deny
#

qos carl 1 source-ip-address range 192.168.10.1 to 192.168.10.254 per-address
shared-bandwidth

qos carl 2 source-ip-address range 192.168.20.1 to 192.168.20.254 per-address
shared-bandwidth

qos carl 3 destination-ip-address range 192.168.10.1 to 192.168.10.254 per-address
shared-bandwidth

qos carl 4 destination-ip-address range 192.168.20.1 to 192.168.20.254 per-address
shared-bandwidth

#
ospf 10 router-id 1.1.1.1
default-route-advertise always
area 0.0.0.0
network 172.16.1.0 0.0.0.255
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network 172.16.2.0 0.0.0.255
#
dns proxy enable
dns server 202.101.100.199
#
interface GigabitEthernetl/0/1
port link-mode route
ip address 172.16.1.2 255.255.255.0
packet-filter 2000 inbound
qos car inbound carl 1 cir 512 cbs 32000 ebs O green pass red discard yellow pass
qos car inbound carl 2 cir 512 cbs 32000 ebs O green pass red discard yellow pass
qgos car outbound carl 3 cir 512 cbs 32000 ebs 0 green pass red discard yellow pass
qos car outbound carl 4 cir 512 cbs 32000 ebs 0 green pass red discard yellow pass
#
interface GigabitEthernetl/0/2
port link-mode route
ip address 172.16.2.2 255.255.255.0
packet-filter 2000 inbound
qos car inbound carl 1 cir 512 cbs 32000 ebs O green pass red discard yellow pass
qos car inbound carl 2 cir 512 cbs 32000 ebs O green pass red discard yellow pass
gos car outbound carl 3 cir 512 cbs 32000 ebs 0 green pass red discard yellow pass
qos car outbound carl 4 cir 512 cbs 32000 ebs 0 green pass red discard yellow pass
#
interface GigabitEthernetl1/0/3
port link-mode route
ip address 202.101.100.2 255.255.255.252
#
ip route-static 0.0.0.0 0 202.101.100.1
#
acl basic 2000
rule O permit source 192.168.10.0 0.0.0.255
rule 5 permit source 192.168.20.0 0.0.0.255
rule 10 permit source 172.16.1.0 0.0.0.255
rule 15 permit source 172.16.2.0 0.0.0.255
rule 20 permit source 172.16.3.0 0.0.0.255
#

2.7 FHXER

mitE “ERER S hE) BRI,

aCE LRGSR B

pLE “ TRBOR-DUKMAC#HEC B R 57 ) “VLAN,

ML E “ TRBOR-LRMZ Hedn £ 2% i) “VLAN”,

i E “ TRBOR-DUKM S HECE RS ) “ LUK IR & 7.
AL E “ TRBOR-DUKM AL £ 257 i) “ LOKMBERR IR & 7.

S S B
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